Social Media Guidelines
These guidelines apply to employees who create or contribute to the social media environment including, but not limited to: 
1. Social networking sites like Facebook, 
1. Video and photo sharing websites like Flickr, YouTube 
1. Microblogging sites like Twitter, 
1. Web Blogs, including professional or academic blogs 
1. Forums and discussion boards like Yahoo! Groups or Google Groups 
1. Online encyclopedias such as Wikipedia. 

1. Know Social Media rules. Help interns become familiar with the terms of service and policies of sites and networks in which they may participate, as well as those of the host organization in terms of use of social media in the workplace. Pay attention to updates to the terms of service. For example, Facebook’s extensive terms of service are updated frequently: https://www.facebook.com/legal/terms.
1. Maintain confidentiality. Do not post confidential or proprietary information about other interns, mentors, or other staff. Use good ethical judgment and follow DoD policies and federal requirements. As a general guideline, do not post anything that would not be available to the general public. 
1. Know the Risks. Many of the social networking sites capture information from profiles to use for advertising, which can increase the amount of SPAM received. In addition, viruses and spyware are distributed through links on these sites, which can increase the risk to virus and spyware exposure and threats.
1. Monitor privacy settings.  Consider the audiences and be sure to restrict personal information on otherwise public sites. Choose profile photos and avatars carefully.
1. Respect employer time and property. Computers and work time are to be used for project- and mentor-related business. It is appropriate to post at work if comments are directly related to accomplishing work goals, such as seeking sources for information or working with others to resolve a problem. Maintain personal sites during non-work hours using non-employer computers.
1. Be accurate. Make sure to have all the facts before posting. It is better to verify information with a source first than to have to post a correction or retraction later. Cite and link to sources whenever possible, as failure to do so is considered plagiarism. If an error is made, correct it quickly and visibly. This will earn respect in the online community.
1. Post thoughtful, respectful comments. You are more likely to achieve your goals or change others’ opinions if you are constructive and respectful while discussing a controversial subject or disagreeing with a concept or person. Do not post spam or remarks that are off-topic or offensive.
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