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1 Introduction

The Department of Veterans Affairs (VA) network backbone is in the midst of a
significant Internet Protocol (IP) transition. This transition will allow both Internet
Protocol version 4 (IPv4) and new Internet Protocol version 6 (IPv6) traffic to travel VA's
extensive network. This important transition will involve every part of VA's network core
and will include every service VA provides.

Along with significantly increased address space, IPv6 will provide additional or
enhanced services for Veterans, including improved security provisions.

VA plans to design and conduct business case pilots which will employ IPv6 for
communication. This document is intended to describe the process VA will employ to
plan, construct, monitor, and control the individual pilots and implement a workable IPv6
test

2 Purpose of the pilot process document

The planned pilots will demonstrate usability of implementing specific business solutions
using IPv6. The purpose of this IPv6 Pilot Process document is to describe the common
approach, methods, controls and processes intended for all pilot activity. Depending on
the business needs of a particular pilot, the process also includes an independent set of
steps, as required.

The IPv6 pilot process describes all activities leading up to pilot launch including
identifying an initial pilot candidate; candidate evaluation and selection; selecting a pilot
team; roles and responsibilities; managing change within pilots; and preliminary vendor
selection criteria. The process document also describes steps for each project to
develop their own charter and a formal business case as recommended by suggested
CIO Council guidelines. The process structure continues with steps for each pilot team
to establish a project schedule; acquire needed test equipment or devices; develop user
training (as needed); and lastly, install, test and deploy the pilot.
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3 Background

As the second largest federal agency, VA has over 240,000 employees working at
clinics, hospitals, and offices throughout the nation. VA is comprised of a Central Office
(VACO) located in Washington DC, and field facilities administered by three major line
organizations: the Veterans Health Administration (VHA), the Veterans Benefits
Administration (VBA), and the National Cemetery Administration (NCA).

VA'’s network is organized and administered by separate regions and Veterans
Integrated Service Networks (VISNs), which require a broad spectrum of services using
internet and VA's core infrastructure. As prescribed in OMB’s 2005 directive M-05-22,
VA demonstrated IPv6 connectivity across its network in March 2008, ahead of the
mandated June 2008 timeframe.

4 Goals and objectives

Unlike a laboratory test environment where all aspects of the test are defined, an IPv6
pilot will be conducted in a live environment with limited distribution. The pilot’s goal will
be to achieve IPv6 transport. Connectivity will be demonstrated in end user business
processes, interfaces, co-residency with other applications, and performance on
existing hardware.

The pilot process goal will be to:

» Create a common set of process steps for use by all pilots

» Define Entry and Exit criteria for each step

* Implement controls to insure predictable results

* Demonstrate value or Return on Investment (ROI)

* Provide transparency for audit purposes

» Demonstrate a consistent approach which can be employed in future pilots

April, 2009 5 IPv6 Transition
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5 Scope

This document will include descriptions for processes used for all potential pilots, both
common steps and specific steps required to implement a specific pilot. The overall
process is illustrated in the following figure. The high level solid line separates common
pilot steps from individual pilots’ steps.
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Overall Pilot Project Process
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Figure 1 — Overall Pilot Project Process

Pilot process numbering in the figure above corresponds to the process description
sections of this document.
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5.1 Process Summary - Processes for Pilots as Group

[CA))] 6.2)
Propose Pilot - Evaluate Pilot
Candidate Project(s) Candidate Project(s)

6.5)
Identify Pilot Project
Sponsor

(6.3) 6.4)
Select Pilot Project(s) Assign Pilot Lead

(6.8)

6.7) D ) 6.9)
Pilot Change Control ey .PHOt [Pl Perform Preliminary
Technical and/or

process Clinical Team Vendor Selection

(6.6)
Communication

Figure 2 — Processes for Pilots as a Group

Processes for pilots as a group

Propose pilot candidates
o Create criteria for selecting potential candidates
o Explain the requirements each potential individual pilot candidate must
meet
» Evaluate pilot candidates
o Describe evaluation techniques used
o Describe measures and empirical data expected as a result of the
evaluation
* Select individual pilot projects
o Describe winning pilots and their winning criteria/ measures compared to
other candidates
» Assign Pilot leads
0 Teams need to assign a lead to insure key actions can be accomplished
* ldentify pilot sponsors
0 These should be champions for the pilot that will defend its importance
o0 They should have some business gain as a result of completing the pilot
» Communication
o Communication of status and issues for internal communication within the
team and externally to sponsors and vendors
» Establish Change Control process within the pilots

April, 2009 8 IPv6 Transition
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o For substantial changes, the team needs to review the change description
and the impacts before allowing the change to take place
* ldentify the technical and user teams
» Perform Vendor selection
o Determine IPv6 specific requirements
o Determine VA and Federal requirements (Security, FIPS, SP-800 Series,
VA Handbook)
o For each pilot, identify the vendors whose equipment/service match
requirements
o Attend Vendor’'s Demo of product
o Obtain Vendor pricing

5.2 Process Summary - Processes for Individual Pilots

Processes for Individual Pilots

(10)
Project Initiation
Activities (Project
Charter and Funding
Breakdown)

(13)
(12 (14) (15)
Obtai (;1) | Set Initial Project F;andSyStesz_Tn? Acquire Hardware / Develop User
ain Approvals Schedule o tuecstlar; fo Software/ Services Training Material

(16)

(17 (18) (19)
Deéelop/lnstall/ Conduct System Test Train Users Conduct Pilot Test
onfigure
Figure 3 — Processes for Individual Pilots
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Steps to manage the individual pilot projects

» Create individual pilot project charter
* Obtain Approvals
» Setinitial pilot project schedule
» Create Test plan for system and production pilot tests
* Acquire vendor supplied test devices or services
0 Letters of intent/NDA/purchase orders
» Develop User Training material — (where applicable)
o If training is not applicable, address why no training will be conducted
» Develop/install/configure
e Conduct system test
» Train Users —( where applicable)
» Conduct production pilot test
0 Execute the pilot for duration
o Determine next steps — Keep pilot running, Discontinue, gather statistics
o0 Report on findings

April, 2009 10 IPv6 Transition
Pilot Process Document



United States
Department of Veterans Affairs

6 Process Detall

6.1 Propose Pilot Candidates

To ultimately select the pilot(s) that will prove IPv6 functionality for VA, the pilot candidates must be researched for viability and the
proposed candidate must be presented to the Transition team for selection. This set of steps will result in a 2-3 page presentation
describing what the pilot will prove and the benefits of conducting this test; where it will be located; how it should be implemented; who
will be involved in conducting the test and who the potential sponsor and stakeholder will be; when key milestones will occur and the
approximate cost. Iltems that are Bold correspond to the evaluation criteria and Rating Scales to be used in the next phase.

Process Mame:

Propose IPvEPilot Candidates

Taskname Description Processing Rules
Upon Entry Upon Exlt Qutpts
[dentify Find those existing requirements Collect Federal directives | Apph toall Pass Fail requirements from
Requirements that IPvE devices and installations for data security; E-Goy Candidates Federal, Agency, and project
must meet. Compliance, CIQ IPvE [IPvE] level
netwoark requirements; Wa
QIET Budgetrequirements
[if applicabla)
Determine Assuming the pilot met all known Fasterresponse for user; ki easures for success
Praliminary Federal and IPvE requirements what | More Data available for
heasures for would be the measures of success? | user;
Succass Greater Customer
Satisfaction; Other
possible criteria
Align Business From Y& guidance, determine what, | Candidate specific Apphy to all Guidance on business goals,
Priorities if anmy, priority should be given to potential i.e., greater emphasis on
business goals that pilots would be candid ates “Weterans health services.
geared toward. [health, housing, Prionities con Be used later in
other benefits, cost, schedula) the Ewtiuation provess to
April, 2009 11 IPv6 Transition
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Process Mame: Propose IPvEPilot Candidates

list of equipment/technology

needed to carry outthe business
function

candidate specific

Taskname Description Processing Bules
Upon Entry Upon Ex1t Qutputs
Srectk the i rorikig
Describe the Provide a description of wh at the Obtain and Reviewvendor | Understandthe TwotoThree page
pilot candidates | technology isfor this candidate and | literature; produ ct ar service presentation for each
business how itwould be used for if and business candid ate
function successfully implemented. Compile | Business functions willbe application in

which itwould be
used at WA, Include
list of potential
vanders

Pilot Description section of
Fresentation

Cetermine the

geographic
location

Determine wherathe pilat
candidate would be carried out.

[d entify which site, domain ar
region location will be targeted for
pilot deployment. [dentify any part
of the implementation that would
be outside of WA netwark.

Cantentis candidate
Epecific

The aptimum
would betohave
several potential
locations each pilot
candidate could be
placed.

List [optimal) or specific
location for each candidate

Location section of
presentation

Determina how
the pilot

candidate should
be implemented

Describe how the pilot would be
used. Determine configuration,
feature setstoimplement [orturn
off) for pilot. Describe the functions

of the equipment/software and tie
themtothe business need.

Caontentis candidate
Specific

Contentis
candidate specific

Business Lise section of
presentation

Determine
specific roles to
be played for

Determine who may be needed and
therole they would need to play to
make the pilot a success. Ex.

Contentis candidate
Specific

Contentis
candid ate specific

Roles Meeded section of
presentation

gach pilot YWaterans with medical condition
candidate that pilot addresses; Murses;
April, 2009 12 IPv6 Transition
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Process Mame: Propose IPvEPilot Candidates

wighle

Taskname Description Processing Bules
Upon Entry Upon Ex1t Qutputs

Doctors; Software developers;

Metwork Engineers, Metwork

Security.
[dentify Sponsor | [dentify an advocate in WA [not Contentis candidate

within IT) that will have a vasted Specific

interest in the pilot.
[dentify Identify an advocate within WAthat | Contentis candidate Stakeholdersection of
Stakehoiden(s) can commit resources sothe project | specific presentation

will succaad.
[dentify when For evaluation purposes, identify Contentis candidate Schedule/Milestones section
candidate can be | milestones or implementation dates | specific of presentation
implemented todetermine if pilot candidate is

Estimate cost of
each pilot
candidate

Summary estimate of the costto
implement each candidate.

List of equipment to
purchase, dty, price per
unitand Total Amount
[end user device purchase
ar rental, network
infrastructure, IP carriar
senvices, installation costs,
software licenses,
headcount costs)

Costs section of presentation

April, 2009
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6.2 Evaluate Pilot Candidates

Process Mame: Evaluate Pilot Candidates

IPv6 Transition

Task name Description Processing Bulas
Entry Exlt Qutputs
Determine Develop a common rating scale that T evaluation criteria Kating scale and Rating scale with short
REating 5cale can be usedto judgethe merits of ware identified in descriptions of each | description of each
gach criterion. [ Ex. Scale of 1-5) Fropase Fiot rating should be rating
Determine how to resole candidate Condidate process Simple to allow for
rankings resultingin a tie fasy decision
making; Referto
Business Priarities
for tie breakers
Schedule Set up review with Transition Working | Create schedule Time Agendawith ground
Candidate Group members. The review and and structure Ground rules and schedule for
Review nomination of candidates should be rules for the review; review
completed in one meeting Goal is to complete
the review and select
the candidates in one
Sitting
Create candidate | Draft a rating sheet with evaluation Rating scales; ¥ Copies of Rating Sheets
rating sheet criteria for judging the merits of each | criteria for all review
pilot along withthe rating scale for participants
use during the review.
April, 2009 14
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6.3 Select Pilot Projects

Process Name: Select Pilot Projects

Selection Rewview

Yo meet to present pilot can didates
and their evaluation criterion. The
team discusses each candidate to

determined on
number of pilotstobe
selected; Ranked

that met evalu ation
Insure thatall
evaluation criteria

Task name Dascriptlon Processing Bules
Entry Exlt O utputs
Conduct Team members from IPvE PO and Limit should be Aoreement on pilots | Consolidate Rating

sheets collected and
record results.
Distribute minutes of

determine rating for evaluation candidates resufting in | have been collected | the review
criteria atie should be and retained for
resolved by weighting | audit purposes
responses
6.4 Assign Project Lead
Process Name: Assien PilotLead process
Task name Dascriptlon Processing Bules
Entry Exlt O utputs

Choose the lead

The IPv& ProjectManagement
Transition Office solicted volunteers
from the Pilot working group to
determinethe leads foreach pilot.

April, 2009
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6.5 ldentify Pilot Sponsor

In some proposed pilots there may not be an obvious end user Sponsor. If the purpose of the pilot is to demonstrate functional parity
between IPv4 and IPv6 the sponsor would not see any gained benefit. However, the end users should still be involved early on in the
planning and execution of the test so they can vouch for parity being demonstrated on the business end. This process will describe

steps needed to plan out the sponsor’s role and secure their participation.

Process Name: |dentify Pilot Sponsar

be awilling user and hopefully an
advocate for the pilot. By
participating as a Sponsor they would
stand togain from the success of the
Filot. The role they ara to play will
need to be defined for each pilot
implementation. Uniqueness of each
pilot may cause definitions of each
sponsorrole to be different.

accept training [
appropriate), (2]
agreetouse the pilot
tools in the course of
normal work; [3)
provide commentary
and feedback

responsibilities

Think of some
tangible rewards the
Sponsor would gain
if they participated

Task name Descriptlon Processing RBules
Entry Exlt O utputs
Define Sponsor’s | The Sponsoris an end user individual | Allwilling spon sars Clear description of | Sponsor's rale
Eole [Doctor, Manager, Clinician) that will | would need to [1) Sponsor descriptions to be put

into memod'email form

Sponsars

Identify Potential

Create lists of potential spon sars,
contacting them, explaining the pilot
and their role , and securing their
agreement to participate

Team members to
contact users; Lse
locations where pilots
would be
implemented

Include willing
Eponsars email
addresses faruse in
communicating
prowgress

Secure Sponsor's

Yo kanagement to

Kesponse from a

Aoreement [reply ) from

Aoreement negotiate resource qualified sponsor Sponsor to participate
sponsorship
April, 2009 16

IPv6 Transition
Pilot Process Document



United States
Department of Veterans Affairs

6.6 Communication

During the course of planning and executing a pilot, communication will be needed internally amongst team members, internally to
management and sponsors for status and progress reporting and potentially externally to vendors. To keep both internal and external
parties interested and engaged in your progress, this process will establish how you plan to communicate.

Process Name: Communication
Taskname Description Processing Bules
Entry Exlt Qutputs
Establish Internal | Depending on the Pilot, there may be | Meeting agenda; Selection by the Aoanda and meeting
team a need for daily interaction; [(daily % schedule for each type | team astothe best | minutes formatfor the
commu nication hrcalls, BFmonthly updates, Monthh | of interaction, action consistent meth od team.
updates). The result of this step items, items for for internal Timing and schedule far
should be a format for those escalation [if needed), | communication status communication
interactions. Discuss with the team next steps
what works best.
Establish Determine aformat and reporting Accomplishments, Reporting Format and timing for
Sponsor and time period thatwill keep mileston es met, preference MManagementand
FManagement management and sponsors informed | is5ues, assistance sponsar bulletins
COMmmuU nication an needed, next steps
e Accomplishments
e Mext Steps Weekly or bibweekly
e Is5ues5and escalations
e Assistance needed [if any) b an agement an d
SpOnNsor in put

April, 2009 17 IPv6 Transition
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6.7 Pilot Change Control Process

Once each individual pilot project has been selected it will have unique content and factors affecting its outcome. However, within each
pilot, there should be a common process controlling changes to minimize their impact. That common process will serve to document,
review, apply controls and disposition changes before they are made. The goal of this process is to insure the change is fully
understood by all impacted parties before it is made. The process is used to manage “Material Change”. This process is the
responsibility of the Pilot Lead. They can delegate it but need to document the change and follow the process.
Definition: A material change is one where if it was carried out, would have significant impact on any one or combination of the following
project areas:

* Functions planned based on initial pilot selection

* Contractual/legal

* Design
» Testing
e Training

* Implementation/Operating environment
* Post implementation support
* Overall schedule

Process Mame: Pilot Change Control Process

Task name Descriptlon Processing Bules
Entry Exlt O utputs
Determine ifthe | Lse the criterialisted above to Ifthe change d oes haterial change
change is determine material impacts. not affectany of the | needing review and
ki aterial above areas, tisnot | approval —oar — low level
deemed to be a change that can be

Material change. If it | acted on.
DOES affectthen
procead on towrite
upthe change.

April, 2009 18 IPv6 Transition
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Process Mame: Pilot Change Control Process

proposed change

the reasoning for making it. For each
of the potential impacts areas listed
above d escribe what, if any impact
vou have determined. Also, for each
impacted area, list the mitigation
factorsthat can be used to minimize
impact. Ifit's gaoing to cost more,
include the new costs. IT it will take
longer, provide the new suggested
schedule

Task name Descriptlon Processing RBules
Entry Exlt O utputs
Describethe Describe the nature of the change and Insure all project Documented change

areas are addressed
with eithera
description or b

ready for raview

Conduoct review

Lendthe description out for review. All
members of the team including
stakeholders and spomsos must agree
thatthechamnge & important enough to
support.

The Stakeholder, sporsor and pilot lead
must agree in writingthat the change is
worth proceeding with. The email
becomes part of the pilot documentation

Documented change;
Individual Pilat team

members, spomEors,

stakeholders

Approval email from
Stakehalder, Sponsarand
Filot lead.

April, 2009
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6.8 ldentify Pilot Project Technical and/or Clinical Teams

Because of the unique implementations and locations, each pilot will have different requirements for clinical team members. The pilot
team will need to work with the sponsor to determine skill sets needed.

Process Mame: |dentify Pilot Project Technical and/or Clinical Team
Task name Dascriptlon Processing Bules
Entry Exlt O utputs
Determine Working with the user groupsponsor
Clinical Team for | from the clinician side, discuss which
Pilot clinical staff should be on the team.
Determine Based on the planned Based on unique pilot
Technical team implementation, and functions needs:
for pilot imvaheed with the test, the pilot [ead e Business unit
willneedtoassemble their team and knoled ge
define the rales and responsibilities o Pilot specific
equipment
They would work with the W knowled ge
stakeholder that can approved the e WA Netwoark
project and can commit needed knowledge and
FEsQUrces access based an
location [W1SN])
e Software
application
development
April, 2009 20 IPv6 Transition
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6.9 Preliminary Vendor Selection process

Process Name: Perform Preliminary Wendor Selection
Task name Dascriptlon Processing Bules
Entry Exlt O utputs
Interview Yalidate service offerings and for List of vend ars from [1)PotentialWendors | Acceptable vendaors;
YWendors products for compatibility with 1PvE process step; Propose | that meet|Pvi Unacceptable wendors
requiremeants P Biiot Conddates | functional and
parity requirements;
[21Detailed
funectional and
technical IPvBE
Specifications;
[31Potential Wend ors
that DONT meet
| Pwi functional
requirements
Determine I5s there 5 a minimum number units Content is Pilat Contentis Pilot Summanry of Costs and
Eenice ar required by the vendor; Are there specific Epecific terms expectad
product return allowan ces, Is there specialized
acquisition terms | installation required ko the vendor
that they carry out; Are there any
configuration restrictions, training
and support provisions, maintenance
provisions
Obtain Product Geta list of other customersthat use | Content is Pilot Obtain comments List of references
usage refarences | the product/senvice and determine specific contacted and
the configuration and number of comments

April, 2009
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Process Name: Perform Preliminary Yendor Selection
Task name Descriptlon Processing RBules
Entry Exlt O utputs

installationsAicenses for compatibility
and scalability. Determine if
customers can be contacted fortheir
comments;

e need Hhs step regardiess of
whetheror not WA 5 curre nily using o
POt BCUT W T OF LIS S wuetion

Arrange for Particularhy if references are not Site visit to vendar Findings report
Demonstrations | available, can the product or service location,lab describing demo rasults
be demonstrated?
Draft Wirite a summary analysis comparing | Use T criteria from Competitive analysis
Competitive the pros and cons of each vendar., Propose [Py Bllat
Anahysis Analysis should include an assessment | Condidates;
of each vendors technical, Comments on Yendoaor
management, delivery capabilitias, tachnical
experience, and price management, delivery

capability, product
experience with other
custamiers and pricing

April, 2009 22 IPv6 Transition
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6.10 Pilot Project Charter Process

The Pilot Charter is a formalized proposal explaining the purpose of the project and what the expected results are to be. It also explains
how the Pilot will be governed, organized, managed, and controlled. It gives managers a digest of the project for them to approve
further action and to approve budget purchases for project. Once approved, along with the schedule and test steps, it will be the main
guide to successfully completing the pilot.

Process Mame:

Filot Project Charter

Task name

Descriptlon

Processing RBules

Entry

Ex1t

Qutputs

O e i e

Describe the selection process for

choosing pilots and end with the
reasons this one was chosen

Lse the ¥ Evalu ation

criteria from Proposs
Fiot Candidate

process

Chvandiew section

Business Meed
for pilot and
benefits

YWery clearhy state what IPvE
function(s) will be exercised and
business unit be nefits the pilot will
demonstrate

Lise information
collected from the
Filot Selection process

Contents are Pilat
Epecific

Business Meed section

Scope of the
pilot

Briefly describe the planned
implementation and all the parts
needed to prove how the IPYE pilot
will be implemented in a 5ite, Domain
or Region Location, ie., pilot
implemented in a patients home in
the Cleveland areasothat WA end
point i5 within 3tokes Hospital.
Provide information on how sponsors
and their resources will be invaolved.

Lse description
created from Propose
Fliot Candidate
process.

Contents are Pilot
Specific

Scope Section

April, 2009
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Process Mame:

Filot Project Charter

Task name Descriptlon Processing Bules
Entry Exlt Qutputs
Testing Describe the types of testing to be Contents are Pilot Contents are Pilot
Approach conducted [For example, System to specific Specific
be tested before deployment to
users. Teamto conduct a controlle d
implementation)
Risks, List all technical and project risks Contents are Pilot Contents are Pilot
Constraints and knownand how you are planning to specific Specific
Challenges mitigate them. List constraints that
would hamperthe project
Froject Memt Describe the critical success factors Contents are Pilot Contents are Pilot
and Critical for this individual pilot to be specific Epecific
Success Factors successful,
Eoles And Describe the different roles to be Contents are Pilot Contents are Pilot
Responsibilities played by all participants, especially specific specific
the sponsor and the end users.
Estimate the amount of time needed
by the sponsor and userstobe
trained and time estimatedto
conduct the pilat.
Costs Describe the costs information Contents are Pilot List of costs needs List of costs
accumulated in Perform Verndor specific toinclude:
Selfection process. [fthe pilotis not e Manpower
separately budgeted provide a e Equipment
description of how purchases for o Services [I5P)
equipment/software will be
submitted and need to be approved
24
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6.11 Obtain Approvals

The process of Obtaining Approvals is an umbrella milestone where several approvals are collected before significant work on a pilot is
done. All approvals can be obtained electronically via email and stored for audit purposes.

Process Name: Obtain Approvak

Taskname

Description

Processing Rules

Entry Exit

Qutputs

Telecam Approval

Obtain Opemtiomns Infrastructure and

TheDirector in Q12T or Chief
Information Officer (CIO) mustsiEn
offonthe pilot charter and
approve the work to proceed.

Filot Project Charter

Emailappmwval of the
individual Pilat Charter
from Director of QIET
authorizing the work
onthe pilot to
pmoceRd.

Obtain Funding A pproval

The praject Charter must be
approved and funding made
available. If the pikot has not been
previoushy budeeted, funding will
need to be approved.

Froject Charter and
brea kdown of
funding it contains

Email appmowval of
funding far the
individual pilat

April, 2009

Obtain Enterpriee Security Change All networkchanges introducedto | ESCCBsubmEsion
Contm| Board [ESCCR) Approva | WA production emvironments must | form

be reviewed and approved by the
ESCCBRapproval pocesscan be Enterprise Security Change Control
found at the following Wb Web Board [ESCCB) priorto being
portal: implemented. This process
https:/ fvaww.admin.vpn.va govfone- | description isnota replacement
va-vpn/home/sitezsite. html forpreparing for EXCCBapproval

but a reference to an existing

process [Pyl pilots must follow.
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6.12 Set Initial Project Schedule

Once pilot charters have been approved by the stakeholders and management within OI&T, the next step is to complete an initial
schedule for the team to follow. Since each pilot will have significantly different needs, the following description will provide the basic

schedule milestones to be provided.

Process Name: et Initial Pmject Schedule

Taskname

Description

Processing Rules

Entry

Exit

Qutputs

Finalize Wendor
Celection

Let milestones forarriving at the final
choice for wendar

Use competitive a a lsis
from Prefminory Vendar
Selectian

Create Test Flan

Let milestones forcompleting and
reviewingdraftand final wersionza nd
subzequent approval of the test plan

Acquire Let milestones forcompleting pumhaze
Ha rdware/ requests and obtaining equipment/
softwa ref services | services

Develop Training
haterial

Let milestones forcompleting and
reviewingdraftand final versionsof
tmining as neces=any

Develop softwaref
install equipment/
configure
applications

Eet milestones forcompleting equipment
irstallation, software development, and
application configurations.

Obtain security

Let milestone forcompleting requests for

approval ESCCE approval and obtaininga pproval
Conduct system Let milestones for beginning system
test testing; resolving known defects and
retesting
Train Users Eet milestones forconducting training;
26
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Process Name: et Initial Pmject Schedule

Taskname

Description

Processing Rules

Entry

Exit

Qutputs

obtain feedbackan the training

Conduct pilot test

Let milestones forstart of testing; collect
defects orisues; provide resolutions or
fixes; retest

Wrap up testing

Eet milestones forobtaining Feedback
fromsponsorsand completing lemons
learned and next steps recommendations

April, 2009
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6.13 Plan System and Production Pilot Test

The successful completion of the system test of the pilot is intended to be the technical team’s confirmation that it ready to introduce to
the users. The production pilot test is where the end users interact with the system. This process describes the steps needed to plan
both tests. The final output is a plan that can be reviewed by the team, sponsors and stakeholders. The plan should be approved by the
sponsors and stakeholders before proceeding with the test.

Process Name: Flan Systemand Production Filot Testing

Taskname

Description

Processing Rules

Entry

Exit

Qutputs

Create test plan

Create a description of how testing will
be conducted. The following process
steps |Et required sections.

Describe Describe the scope of testing of the
System system test. Include the purpose of the
Test test and the outer boundaries of what
willand will not be tested.
Describe Describe the minimum tests vou require
productio | that the userscomplete. There should be
n pilat test | @ minimum suiteof production scenarios
the usersshould execute to prove
uzabilityand functional performance that
result inagood outocome. There should
dlza be a minimum suite of conditions
that result in error outcomes.
Describe Describe how defects will be managed
howe and howtesting progress will be
defectsar | reported. List ordescribe tools (manual
imues will | orvendorsupplied) to be used to capture
be and report on test defects.

April, 2009
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Process Name: Flan Systemand Production Filot Testing

Taskname Description Processing Rules
Entry Exit Qutputs
ma maged
e Describe For both the system test and the
test production pilot test there must bea
PrOEreEss description of how pmeress of testing
and defect | and defect reporting will be done. [Ex. #
reporting | users testing, # of tests planned, # of
tests completed, # ofdefects found, # of
defects fixed. # defectsdeferred, etc.)
Identify Test Based on vour knowledz e of the Tobe wsed by Sponsoror
Eubject [Clinician | functions invalved and the clinician inzelecting
and veteran) implementation planned, describe MES0UrCes.
qua lifications of the ideal user
candidates. [Similarto writing a job
description.
6.14 Acquire Hardware/ Software/ Services
Process Name: Acquire Hardware f Softwaref Services
Task name Description Pracessing Rules
Entry Exit Qutputs

Buy equipment f
softwa re needed

Thizis not a replacement process but a
milestone. VA would use its current

processfor pmocuring needed equipment.

April, 2009
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6.15 Develop User Training Material

Because of the nature of the individual pilots there may be a need to develop training materials for end users and in a subsequent
process step training would need to be conducted. In some pilots, the material on how to use new equipment can be provided by the
vendor. However, if the pilot is introducing a software application or unique configuration using vendor’s equipment, then this process
step will be needed. This is not intended to be the creation of the final production users training materials.

Process Name: Develop User Training Waterial

Taskname Description Processing Rules

Entry Exit Qutputs
Document Major Frovide w=ers with screen printsof major | Content is Filot specfic | Content & Pilot Ecreen printsand
functional areas functional paths. specific functional descriptions
Document error Frovide u=ers with known errorsthey Content is Filot specfic | Content & Filat Descriptionsof errar
SCENATios, may encounterand what the errors specific scenarios and corrective
me==ase=zand mean. For each scenaro, provide =teps.

corrective actiors | corrective steps thewvcantake to
eliminate the errorand proceed a nd

auoid the emarin the future

Describe If Ll=ers encounter unexpected error Content is Filot specfic | Content & Pilot
hlinimum conditions, they will need to pmovidea specific
information for minimum of iffamation needed to

troubles hooting diagnose the problem. Describe vour

minimum infarmation requirements for
tmubleshooting.

[Ex Error message numbers, equipment
model numbers orsoftware version
numbers, error message screen text
womrding, capture screen shots ifthe
capability exiEts)
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6.16 Develop/ Install/ Configure Process

In this process, the team is actively installing new equipment or software for purpose of the pilot, configuring that equipment and/or
software to work according to IPv6 Dual stack standards and building software applications to work in the pilot production environment.

Process Name: Develop! Installf Configure
Taskname Description Processing Rules
Entry Exit Qutputs

Install Installamy acquired hardware f software | Content is Filot specfic | Content & Filot

inthe pilot test environment. specific
Develop Devekp needed application software Content is Filot specfic | Content E Pilot

specific

Configure Flanthe correct corfiguration changes Content is Filot specfic | Content & Filat

needed for equipment specific
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6.17 Conduct System Test

So that users get the most use out of the system and do not encounter basic errors, the system should be put through a system test. By
selecting a handful of “sunny day” scenarios where there is a predictable outcome, the pilot team can maximize the users time and

training.

Process Name: Conduct System Test

Taskname

Description

Processing Rules

Entry

Exit

Qutputs

Conduct Bhakeout
of application

Onceall equipment components are
insta lled, software developed and
irstalled, and the system configured, the
shakeout test will confirm that
connectionsare completed and sending
data backand farth

Completion of Developf
Installf Configure steps

Conduct Usze the test approach described in the Content from the Systemtest results
Functional system | Test Planto draft scripted test actions. Svstemeond PFroduction | report
test Fecord and comect ermrs. Priat Test Plan
Documentand changes orgapsin
functionality discovered.
Create System test results report
April, 2009 32
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6.18 Train Users

For Pilots that will have an interface to users and expected interaction with users, those users will need to be trained. For Pilots with no
user interface, this process does not apply. The input for this would be the material created in the Develop User Training Material

process.

Process Mame:

Train Pilat U=ers

invohred

Taskname Description Processing Rules

Entry Exit Qutputs
Determine the Coordination with Content & Filot
numberof users Sporsor Epecific

Createa user

U=ers should be able to comment on the

Content is PFilot 5pecific

Content & Pilot

Training Comment Sheet

deliver training

feedback sheet tmining theywere given. The comments Epecific
canbe w=ed to impmwve training when the
full pmduction rollbut & phnned.
Echedule and Content is Filot Specific | Content & Pilot

Epecific

April, 2009
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6.19 Conduct Pilot Test

Process Name: Conduct Production Pilat

Taskname Description Processing Rules
Entry Exit Qutputs

Execute pilot test
Document issues Document all the issues users and
and Succesmes technical teams found. Ako record all the

positive feedback from Spormsor and

clinical teams
Determine Pa= Based on requirementsand evaluation Functional

Fail Status

crteria, determine if the pilot exemise
pa==ed orfailed. Show the criteria and
thescore for each criterion.

requirements, 7

evaluation criteria, IPv6

Transition plan Test
approach criteria

Determine next
steps

Determine if the pilot should continue or
be dismantled. Service contracts with 5P
providers may ma ndate that the pilot be
brought downonce it E completed. If
software was developed internallyand
the software must be archived, describe
how the applicationand all itsassociated
documentationand source be archived. If
vendorfeatures need to be comected,
prepare findings reporns forvendor

Compile pmoject
closeout repaort

Azzemble all findings and
recommendations

Froject Chseout
document

Obtain QI&T fCIO
Approval of Close-
aut

April, 2009
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CIO
CM

EA
ESCCB
EUD

IPv4
IPv6
ISP

LAN

Ol&T
OMB

PM

ROI

VA

VACO

VBA

VHA
VISN

April, 2009

Appendix A — Acronyms/Abbreviations List

Chief Information Officer
Change Management

Enterprise Architecture

Enterprise Security Change Control Board

End User Devices

Internet Protocol

Internet Protocol version 4
Internet Protocol version 6
Internet Service Provider
Information Technology

Local Area Network

Office of Information and Technology
Office of Management and Budget

Program Manager/ Project Manager
Return on Investment

Department of Veterans Affairs
Veterans Affairs Central Office
Veterans Benefits Administration

Veterans Health Administration
Veterans Integrated Service Networks
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