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Cisco ASA Security Appliances

® The figure below is the configuration section for the
Cisco ASDM v6.4.

® As can be seen, the interfaces are not configured
with IPv6 addresses.
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Cisco ASA — Configuration — Interfaces

® To edit an interface, right click on the interface and
select Edit. (Or highlight the interface and choose the
Edit button on the right).

PrefLength
JEE JOE A

LI5S, 255 2550
255.255.255.0
255.255.255.0
255,098 UL

(B 4nu3nz zovaspuute

How to Enable IPv6
Page-68



Cisco ASA — Edit Interfaces

® When the Edit Interface dialog box appears, choose
the IPv6 tab to edit the IPv6 settings for the interface.

Here we are modifying the ‘inside’ interface
GigabitEthernetl. G

e 1P Obksin Address via DHCP Lise PPRE

P Address: 158.168.0.33

Subwwet Magk: | 255255, 155.0 -
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Cisco ASA - Edit Interfaces — IPv6 HEG

® First, check the checkbox for ‘Enable IPv6’

® Next, add both the Interface IPv6 Address and the
Interface IPv6 Prefix.

r@ Edit Interface

EEEEE

Enable TPve ) [T Enforce EUI-64

DAD Attempts: |1 M5 Interval: | 1000 milliseconds
Reachable Time: |0 millisecan ds
RA Lifetime: 1800 | secon ds [7] Suppress RA
RA Interval: 200 | secon ds [7] rA Interval in Miliseconds
Interface IPvs Addresses
Linkdocal address: B
[~] Enable address autoconfiguration ——
Address EUI64 Add

Interface IPw6 Prefives

Address Preferred Lifetime /Date valid Lifetime /Date < m’

oK ][ Cancel ][ Help
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Cisco ASA — Add IPv6 Address HEG &)

® The dialog box on the left is for adding an IPv6 address
to the interface. If you want it to be an EUI-64 compliant.

® The dialog box on the right is to add an IPv6 prefix for
the interface. IPv6 prefixes are included in IPv6 router

advertisements.

. ™
[y Add IPv6 Address for Interface ‘ e

Address Prefix Length:

[ ELI 64

[ K H Cancel H Help ] I

" =

Address/Prefix Length: [7] Default

[ Mo Advertisemen ts

[T Off Link

[] Mo Auto-Configuration
Prefix Lifetime
(@) Lifetime Duration
Valid Lifetime: 2552000 | secon ds ] Infinite
Preferred Lifetime: 504300 | secon ds [ Infinite
() Lifetime Expiration Date
Valid Month: January

Preferred Month: | January

0K H Cancel H Help
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Cisco ASA — Edit Interfaces

® After entering the information for the IPv6 address
and prefix, the information is now set on the

interface.

| General | Advanced | IPV6 |

/| Enable IPvE || Enforce ELIT-64
DAD Attempts: |1 | NS Interval: 1000 | miliseconds
Reachable Tme: 0 | miliseconds
RA Lifstme: 1B0O | seconds 7| Suppress RA
RA Interval: 200 | seconds || RA Interval in Millseconds
Interface IPvE Addresses
/| Enable address autoconfiguration
Address EULE4
2001=abe:8: 76 1::33/64
|Interface IPVE Prefixes
Address Preferred Lifetme Date Vaibd Lifetme Date
2001:abc:B: 7510 /64 E0800 2353000
ok || cancel || Hep |
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Cisco ASA — Routing IPv6

® Now we need a default route. Select Static Routes
under Routing from the Device Setup menu on the

Secunty Subnet Mask
Level | TPAckea Prefix Length

a 163365, 330. 1 IEE.IE5.255.0

0 165, 168.234.1 55,255, 255.0
0 168.168.231.1 485.155,185.0

]

[#] Enable trafic betwesn bwa or more nberfaces whch &re configured with same seourity levels
|| Enable traffc betwesn two or more hosts connecied o the saee nbeface

[T |

hones 15

[ 4z oz epmuTe
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Cisco ASA - Routing

® From the Static Routes dialog box, select the ‘Add’
button on the right.
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Cisco ASA — Routing — Add static

® |n the ‘Add Static Route’ dialog, select the address
type as IPv6, then enter ‘any’ for the network and
enter the IPv6 address for the ‘Gateway IP’.

IP Address Type: () IPw4 (@) IPvG

Interface: :insjde -
Metwork: any E]
Gateway IP: 2001:@bos: 7511 E] Distance: |1

Options

@ Mone

(7 Tunneled (Default tunnel gateway for VPN traffic)
Tracked
Track ID: Track IP Address:

SLA ID: Target Interface: |dmz
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Speafy static routes.
Fiter: @ Bath (7 IPwdanly () Pvé oily

M tmask Matric/
Interface 1P Address Prefix Length Gateway [P Diskanes Options

inside 0.0.0.0 0.0.0.0 1565.168.0.3 1 None
& ln

| 2001 ek B P61 |

() 411512 1:03:14PMUTE |
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Cisco ASA - Firewall — Access Rules

® Allow ICMP6 type/codes as provided in earlier slides.
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Cisco ASA — Firewall — Access Rules =

® Text

aleln
CISCO

O

dp Add ~ @ Edit - Delete | + ¥ | & B R - | Q, Find 24 Diagram gElcport - mclear Hits §8 Show Log M Packet Trace

{3 NAT Rules # Enabled  Source Destination Service  Action Description
-Q, Service Policy Rules = S dmz IPv& (1 implicit incoming rule)
ﬁ AN-\ Rules i1 @ any @ Any less secure networks 1k ip ' Permit Implicit rule: Permit all traffic to less secure networks
=g Filter Rules R o )
[} Public Servers =] .F' dmzii IPv6 (1 implicit incoming rule)
2L Rl Filtering Servers i1 @ any @ Any less secure networks 1k ip o’ Permit Implicit rule: Permit all traffic to less secure networks
Threat Detection EJ .F' inside IPv& (1 implicit incoming rule)
] Botnet Traffic Filter Y @ any &P Any less secure networks 1e- ip &7 Permit Implicit rule: Permit all traffic to less secure networks

.F' outside IPv& (0 implicit incoming rules)
5 B Global Pv6 (1 implicit rule)
Pl @ any @ any i @ Deny Implicit rule

ol

Access Rule Type (0) IPv4and IPV6 (0) IPv4 Only @) IPva Only

Apply

| J 4/15/12 1:03:14PM UTC
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Cisco ASA - CLI

® Shown are the IPv6
commands in the
configuration along
with some interface,
neighbor and route
commands.

Ciscoasa# show conf

interface GigabitEthernetO

shutdown

nameif outside

security-level 0

ip address 168.168.230.1 255.255.255.0
ipvée address 2001:abc:e125:1300::1/64
ipvée enable

|

interface GigabitEthernetl

nameif inside

security-level 100

ip address 168.168.0.33 255.255.255.0
ipvée address 2001:abc:80:761::33/64
ipvée enable

ipvé nd suppress-ra

|

ipv6é route inside ::/0 2001:abc:80:761::1

ciscoasa# sh ipv6é interface inside
inside is up, line protocol is up
IPv6 1is enabled, link-local address is fe80::2aa:ff:fed3:3b01
Global unicast address(es):
2001:abc:80:0761::33, subnet is 2001:4700:8:761::/64
2001:abc:80:0761:2aa:ff:fed3:3b01, subnet is 2001:abc:80:0761::/64
[AUTOCONFIG]
valid lifetime 2591937 preferred lifetime 604737
Joined group address(es) :
£ff02::1
££f02::2
££02::1:££00:33
£f£f02::1:££d3:3b01
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
Hosts use stateless autoconfig for addresses.

ciscoasa# sh ipv6é neighbor

IPv6 Address Age Link-layer Addr State Interface
feB80::4024:f4bl:d4f4:63el 72 0090.2785.2dd8 STALE inside
fe80::208:c7ff:fef3:178f 227 0008.c7£3.178f STALE inside
fe80::7075:69a0:27ed:fc8b 30 001f.c609.fb4b STALE inside
fe80::e77:1aff:febd4:£787 195 0c77.1lab4.£787 STALE inside
feB80::1938:3e40:21a4:5910 49 000c.290a.285d STALE inside
feB80::c456:8215:63e7:a4l 72 0090.2785.2dd7 STALE inside
2001l:abc:80:761:34a4:£840:e064:251f 30 001f.c609.fb4b STALE inside
fe80::9da7:3498:db03:ecle 72 001f.c60a.06al STALE inside
fe80::7021:7002:1c46:6324 395 000c.297a.68cf STALE inside
fe80::219:e2ff:feal:3c0b 477 0019.e2al.3cO0b STALE inside
fe80::14c0:1e85:24c3:7bc9 146 000c.2900.99be STALE inside

ciscoasa# sh ipv6é route

IPv6 Routing Table - 5 entries
Codes: C - Connected, L - Local, S - Static
L 2001:abc:80:761::33/128 [0/0]

via ::, inside
C 2001:abc:80:761::/64 [0/0]
via ::, inside
L fes80::/10 [0/0]
via ::, outside
via ::, inside
L ££00::/8 [0/0]
via ::, outside
via ::, inside
S ::/0 [1/0]

ia 2001:abc:80:761::1, insid
via abe insice How to Enable IPvg
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