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Abstract

IPv6 in the Weeds: How to enable IPv6 on your Public Facing Servers
Presenters: Damien Corona, lan Hingos, Terry Jones, & Mike Rawls
DREN Operations

This tutorial will provide instructions and specific examples for enabling IPv6 on computer systems and networking devices.
Examples of IPv6 addressing plans will also be discussed. Platform specific IPv6 configurations discussed during this tutorial will
be:

-Windows XP, Windows 2003, Windows 7, and Windows 2008
-Linux (Red Hat)

-Apache and Windows IIS web servers

-BIND DNS

-Juniper Routers

-Cisco Router

-Netscreen firewall

-Cisco ASA firewall

-Brocade Switches

-Example IPv6 Address Plans

This will be a 90 minute tutorial with a 30 minute open forum/question and answer session where veteran IPv6 users share their
experiences and lessons learned.

Note: A CD that contains all examples presented during the tutorial will be provided to all attendees.
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IPv6 References

HPCMO IPv6 Knowledge Base

http://www.hpc.mil/cms2/index.php/ipv6-knowledge-base-general-info

A wealth of information on IPv6 in a centralized repository
IPv6 Policy and Guidance

Tips on Address Plans

IPv6 Websites

Helpful IPv6 Tools and Applications

And much, much more!

IPv6é Knowledge
Base

L] - [ ] ]

IPvE KB: General
Information

|IPvE KB: Deployment
IPvE KB: IP Transport
IPvE KB: Infrastructure
IPvE KB: Network
Management

IPvE KB: Security
IPvE KB: Applications
IPvE KB: Testing

Ron Broersma IPv6 Presentations/Tutorials

http://www.hpc.mil/IPV6/wp-content/networkers-1Pv6-Tutorial-2010.pdf

http://www.hpc.mil/cms2/index.php/ipv6-knowledge-base-network-management/182-

v6-ipv6-address-plans

http://www.hpc.mil/IPV6/wp-

content/DREN Addressing Plans Ron Broersma 11172011-extract.pdf
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Microsoft Windows Version Support
® Windows 7 (all versions)

® Windows 2008 (all versions)

® Windows 2003 sp1l

® Windows XP sp2 (or higher)

® DNS, DHCPv6, applications (see the
HPCMO IPv6 knowledge base)

— http://lwww.hpc.mil/cms2/index.php/ipv6-knowledge-base-
Infrastructure/216-enabling-ipv6-in-microsoft-environment




Setup for 2003 and XP

® Can install using GUI

® All configuration done using ‘netsh’



2003 and XP GUI Install

- Local Area Connection Properties 2 x|

General | Authentication | Advanced |

Connect using:

I ES Intel(R] PRO/000 MT Metwork Con Configure...

Thiz connection uses the following items:

O gNalwurK Load Balancing
SF”E and Printer Sharing for Microzoft Networks
T Internet Protocal [TCPAP)

Par
|rstall... I
\mww.

Allows vour computer bo access resources on a Microsoft
EC

Properties

I~ Show icon in notification area when connected
¥ Hotify me when this connection has limited or no connectivity

ul | Canicel |

Select Network Component Type x|

LClick the type: of network companent you want ta install

% Client

EIvice:

~ Description

A protocol iz a langualle your computer uses to
communicate with othef computers.

2=

twark. Protocol that you want ta install, then click OK. If you have
n disk for this component, click Have Disk.

Select Network Prol ncol

Click the
4t installat

S

Metwark, Protocal

E
MLink [P35 P/ MetB
5 Refiable Multicast Protacel

[k This diiver is digitally signed.
Tell e why driver siqgning is important

Local Area Connection Properties

General | Authentication I Advanced |
Connect using:

| B2 IntellR] PRO/1000 MT Metwark Con

Thig connection uges the following items:

[~

.@ File and Printer Sharing for Microzoft Networks
e 1 TCP/AP version b
T Intemet Protocal [TCPAR)

«| | E

| Properties |

Install... Urinztall

r— Description
TCR/IP wersion B. The nest-generation version of the internet
protocol that provides communication across diverse
interconnected networks.

[~ Show icon in notification area when connected
[¥ Matify me when thiz connection has limited or no connectiviy

Cloze Cancel
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2003 and XP command-line Install

® \>netsh int ipv6 install

¢ Command Prompt

C:~>netzh int dipuvbh install
0k .

R
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Install for 2008 and 7

* Did you Install windows?

It's already ON!

And it has probably set itself up



2008 and 7 GUI Configuration

Familiar dialogue....

{ Local Area Connection Properties [

Networking

Connect using:

wF  Intel(R) PRO/1000 MT Network Connection

This connection uses the following tems:

% Client for Microsoft Networks

4=} (305 Packet Scheduler

2= File and Printer Sharing for Microsoft Networks

B et Protocol Version 6 (TCP/IFvE) |

i Intemet Protocol Version 4 (TCP/IPvd)

i Link-Layer Topology Discovery Mapper 1/ Driver
i Link-Layer Topology Discovery Responder

P ——

Install.. Uninsta Properties
Descriptien
TCP/IP version 6. The latest version of the intemet protocol

that provides communication across diverse interconnected
netwaorks.

Internet Protocol Version 6 (TCP/IPvE) Properties @Iéj

General

‘You can get IPvé settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings

() Obtain an IPv6 address automatically
(@ Use the following IPv6 address:
IPv6 address:

Subnet prefix length:

Default gateway:

Obtain DMS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

[ OK ] [ Cancel

]

® Can use IPv6 Short Hand

® Gateway uses address/prefix notation
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Configuration with ‘netsh’

® Netsh IS your friend!

— Can be used in scripting
— Works in all IPv6 support version of Windows. Including CORE!

— Scripts CAN cross versions
® Most important thing to remember.....
netsh relies on the NAME of the interface

ie: “Local Area Connection”

How to Enable IPv6
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Basic Netsh Configuration

® Use “/?” after commands for help
® Setting an IPv6 Address

— Open a command prompt and type netsh to go into the network shell
— Type interface ipv6 and press ENTER to open the ipv6 context

— At the prompt enter: add address interface= address=Ipv6address

® Where:
- = The name of the network interface (use “” if the name contains spaces, ie “Local Area
Connection”)
- Ipvbaddress = the IPv6 address you want to assign to the host

® Setting the Default IPv6 Gateway
— Open a command prompt and type netsh to go into the network shell
— Type interface ipv6 and press ENTER to open the ipv6 context

— At the prompt enter: add route prefix=::/0 interface=

nexthop=Ipv6gateway

® Where:
- = The name of the network interface (use “” if the name contains spaces, ie “Local Area
Connection™)
- Ipv6gateway = the IPv6 address of the gateway

For more information see: http://support.microsoft.com/kb/325449 How to Enable IPV6
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Quirks

XP and 2003 run two separate IP stacks

Win7 and 2008 run a single integrated IP stack
Win7 autoconfig randomization

IPv6 disable features

How to Enable IPv6
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Quirks: Autoconfig Randomization

Autoconfig automatically sets an IPv6 address using the MAC address
of the network card.

—  This is considered a privacy issue since the MAC address never changes.

— Randomization was introduced to fix this in Windows 7 and 2008

—  When autoconfig addresses are registered in DNS, that address will act as the primary address over a
statically set one when both are registered

Problem: IPv6 address will change with EVERY reboot

Disable Router Discovery — With this enabled, it registers the
autoconfig address into DNS

—  Disable Router Discovery by running the following command
netsh interface ipv6 set interface "Local Area Connection" routerdiscovery=disabled

Disable autoconfig on DNS Servers, it also registers the autoconfig
address into DNS

— Disable autoconfig on the DNS Servers themselves by running the following command
DNS registered 2001:abc:3500:dc4b:e0a3:2ff5:d807 (<- autoconfig address)

FIX: Disable randomization

—  Disable randomization by running the following commands
netsh interface ipv6 set privacy state=disabled store=active
netsh interface ipv6 set privacy state=disabled store=persistent
netsh interface ipv6 set global randomizeidentifiers=disabled store=active
netsh interface ipv6 set global randomizeidentifiers=disabled store=persistent

How to Enable IPv6
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Quirks: IPv6 disable features

® Group Policy

— Administrative Templates>Network>TCPIP Settings>IPv6 Transition
Technologies

® Registry
— HKLM\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters\
® DisabledComponents (D-Word 32bit)

0 = enable all IPv6 Components
0x20 = prefer IPv4 to IPv6
0x01 = disable IPv6 on all tunnel interfaces (ISATAP, 6to4, Teredo)

0x11 = disable IPv6 on all interfaces except loopback

For more information see: http://support.microsoft.com/kb/929852
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IPV6 Enablement on Red Hat Linux

® To enable IPv6 on Redhat Linux Enterprise 6, first determine the
active interface on the machine

— Log in to the Linux console as root
— At the command prompt type ifconfig

— EXAMPLE:
[root@linux networking]# ifconfig
ethO Link encap:Ethernet HWaddr 00:50:56:BE:56:73

inet addr:168.168.0.22 Bcast: 168.168.0.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:213643037 errors:0 dropped:0 overruns:0 frame:0
TX packets:212985247 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:22911766717 (21.3 GiB) TX bytes:64966576806 (60.5 GiB)
Interrupt:18 Base address:0x2024
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:188079 errors:0 dropped:0 overruns:0 frame:0
TX packets: 188079 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:18103922 (17.2 MiB) TX bytes:18103922 (17.2 MiB)
[root@ns networking]#

® In this case the active interfaceis “eth0”. Ignore the “lo” interface

How to Enable IPv6
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IPV6 Enablement on Red Hat Linux

® Change directory in to the
letc/sysconfig/networking/devices folder

— EXAMPLE:
[root@linux ~]# cd /etc/sysconfig/networking/devices
[root@linux devices]#

e Edit the file that ends with the interface name. In this
Instance the file is “ifcfg-ethO”

® Add or edit the following lines to the “ifcfg-eth0” file.

IPV6INIT=yes
IPV6ADDR=YOUR-ASSIGNED-IPV6-IP-ADDRESS
IPV6_DEFAULTGW=YOUR-ASSIGNED-IPV6_GATEWAY-ADDRESS

® Save the file

How to Enable IPv6
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IPV6 Enablement on Red Hat Linux

® Disable the NetworkManager service with the command
listed below. Be sure to get the capitalization correct
chkconfig NetworkManager off

® Restart the Linux server to enable IPv6 networking.
® |PV6 should now be enabled

® Use the “ping6” command to ping the IPv6 IP address
assigned to the Linux server as well as the assigned
IPv6 gateway address

® Typing the command “ifconfig” at the command prompt
should now show the IPv6 address configured and
assigned to the “eth0” interface

® The command “route -n -A inet6” can be used to display
and verify the IPv6 default gateway

How to Enable IPv6
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IPV6 on Linux hosted Apache2

Apache is easily configured to listen and respond on IPV6. The
following directives are inserted into the httpd.conf file

The following directive will allow Apache to listen on all IPv4

and IPv6 interfaces configured on the server
— Listen*

The following directive tells Apache to listen to a single IPv4

address only
—  Listen 168.168.0.100

The following directive tells Apache to listen on the specified
IPv6 address only. IPv6 addresses must be enclosed in square

brackets. The “:80” specifies the specific TCP port to listen on
— Listen [2001:abc::24]:80

The following directive tells Apache to listen on port 443 on

both IPv4 and IPv6 addresses configured on the server
— Listen 443

How to Enable IPv6
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IPV6 on Linux hosted Apache2

® To configure a specific domain to listen on IPv4 and
IPv6 addresses, the following entries can be added
to the end of the Apache httpd.conf file

® The example configuration below configures a

virtual host to listen for port 80 on both IPv4 and
IPv6 address

— <virtualhost *:80>
ServerName example.com
ServerAlias *.example.com
DocumentRoot /www/example.com/public_html
ErrorLog /www/example.com/logs/error_log

Customlog /'www/example.com/logs/combined_log combined
</virtualhost>
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IPV6 on Linux hosted Apache2

® The example configuration below configures a
virtual host to listen on a single IPv6 address only on
port 80

— <virtualhost [2001:abc::a00:20ff.fea7:ccea]:80>
ServerName example.com
ServerAlias *.example.com
DocumentRoot /www/example.com/public_htmi
ErrorLog /www/example.com/logs/error_log
Customlog /'www/example.com/logs/combined_log combined
</virtualhost>
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IPV6 on Linux hosted Apache2

® The example configuration below configures a
virtual host to listen on specified IPv4 and IPv6
addresses on port 80

— <virtualhost 168.168.1.100:80, [2001:abc::a00:20ff.fea7.ccea]:80>
ServerName example.com
ServerAlias *.example.com
DocumentRoot /www/example.com/public_htmi
ErrorLog /www/example.com/logs/error_log
Customlog /'www/example.com/logs/combined_log combined
</virtualhost>

® Apache will need to be restarted before any changes
to the httpd.conf file will take effect

How to Enable IPv6
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Internet Information Services (lIS)

® |Pv6 is supported by default in versions:
— 75

® No special configurations needed

® By default, IIS is configured to listen on ALL
addresses

® Remember to install the updated file transfer
protocol (FTP) publishing service released after |IS7

How to Enable IPv6
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BIND IPV6 on Linux

® To enable IPv6 in Bind, add the following entry to the
Bind “named.conf” file
— /I Enable IPv6
listen-on-v6 { any; };
® Bind also needs an entry in the named.conf file for

the IPv6 version of a local loop back network;

— zone "0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.ip6.arpa" IN{
type master;
file "127.0.0.zone”;

I3
® Note the zone file “127.0.0.zone “ is the same file
used for the IPv4 local zone entry. No additional zone
file Is necessary for the IPv6 local zone

How to Enable IPv6
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BIND IPV6 on Linux

The IPv6e “AAAA” or quad A entry specifies an IPv6
DNS entry in the master zone file for any hosted
domain

Quad A DNS entries can exist in the master zone file
along side typical IPv4 entries without causing any
ISsues

IPv6 shorthand entries are allowed in the forward
DNS zone file

— EXAMPLE:
® workstation126.example.com. IN  AAAA 2001:abc:2480:1000::126

IPv4 and IPv6 entries can exist in the same forward

zone file at the same time

— EXAMPLE:

— workstation126.example.com. IN A 168.168.0.126

— workstation126.example.com. IN  AAAA 2001:abc::126 oo Enable 1Py
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BIND IPV6 on Linux

® To configure Bind to answer reverse IPv6 PTR queries, a
separate IPv6 PTR zone file must be created along with a
separate IPv6 PTR entry in the Bind named.conf file. The
full IPv6 address must be entered in the reverse PTR zone

file
® |Pv6 shorthand is not allowed in the reverse PTR record

® The IPv6 address must be entered in to the PTR record In

reverse
— 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.c.b.a.0.1.0.0.2.ip6.arpa. IN PTR workstationl.example.com.

How to Enable IPv6
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BIND IPV6 on Linux

® To configure bind to answer IPv6 reverse DNS
gueries for an IPv6 network of 2001:abcd, an entry
like the one below can be used in named.conf

— [l IPv6 stuff
zone “d.c.b.a.1.0.0.2.ip6.arpa" IN {
type master;
file "2.0.0.1.0.a.b.c.d.db”;

%

® Note the IPv6 address is printed backwards in the
zone line

How to Enable IPv6
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BIND IPV6 on Linux

® The Linux bash shell script below can be used to create the reverse
PTR zone entries based on quad AAAA DNS records already present
In the forward DNS zone file

® This script will save time and reduce the chance of typographical
errors when creating the reverse PTR entries for an IPv6 zone file

# Begin Linux bash shell script
#!/binfbash

IFS="
if [ -z 81 ]
then
echo """
echo "$8 ZONE-FILE-MNAME"
echo ""
exit
fi

FILENAME="%1"

# Create Tirst part of reverse config file
DATE="date '+%Y%mébd'"

for X in “egrep AAAA $FILEMAME | egrep -v ";"

do
DMSMWAME="echo %X | awk -F" " ‘{print$1}'"
IPVBADDRESS="echo $X | awk -F" " '{prints4}'’
REVERSE="host $IPVBADDRESS | sed "sfHost //fg" | awk -F" " '‘{print$1l}'’
echo "$REVERSE. IN PTR SDMSMAME"
done

# End Linux bash shell script

How to Enable IPv6
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BIND IPV6 on Linux

® |Pv6reverse PTR zone files must be prefaced by an SOA
record just as any other zone file

® Below is an example of a complete IPv6 reverse PTR
zone file for IPv6 network 2001:abc ;

$TTL 86400 ;1 day

c.b.a.0.1.0.0.2.ip6.arpa. IN SOA ns.example.com. hostmaster.example.com. (
2012102901 ; serial
8h ; refresh (8 hours)
4h  ;retry (4 hours)

1w ; expire (1 week)
24h  ; minimum (1 day)
)

: Name servers

c.b.a.0.1.0.0.2.ip6.arpa. IN NS nsl.example.com.
c.b.a.0.1.0.0.2.ip6.arpa. IN NS ns2.example.com.

1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.c.b.a.0.1.0.0.2.ip6.arpa. IN  PTR  workstationl.example.com.
2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.c.b.a.0.1.0.0.2.ip6.arpa. IN  PTR  workstation2.example.com.
3.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.c.b.a.0.1.0.0.2.ip6.arpa. IN  PTR  workstation3.example.com.
4.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.c.b.a.0.1.0.0.2.ip6.arpa. IN  PTR  workstation4.example.com.
5.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.c.b.a.0.1.0.0.2.ip6.arpa. IN  PTR  workstation5.example.com.
6.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.c.b.a.0.1.0.0.2.ip6.arpa. IN  PTR  workstation6.example.com.
7.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.c.b.a.0.1.0.0.2.ip6.arpa. IN  PTR  workstation7.example.com.
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BIND IPV6 on Linux

® Bind will need to be restarted before any changes
will take effect

® Check the log file /lvar/log/messages for any errors
from “named” or “bind” after restarting

How to Enable IPv6
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Build BIND rDNS Zone - nttp:/irdns6.com/

HEC

This is the generated
BIND zone file for a

reverse |IPv6 host names.

/ Reverse DNS v6

IPvé to Nibble

Build BIND rDNS Zone
IPvé to PTR Record

This tool will generate a BIND Zone file for a reverse DNS delegation from a list of IPv6 addresses and a list of matching host names. The other information for the Zone header (Start of Autharity -
Di it e h S B

d BIND rDNS Zone SOA) he I defaults. The reverse DN

delegation of Reverse DNS at the expense of human usability of zonefiles - hence this tool.

Zone file for this delegation:

Enter your IPv6
delegation, primary
namesever and admin
contact here.

About
n m
ontact = m
m m -
 om =

Enter IPv6 Addresses and FQDNs Below

IPv6 Delegation (optional) 2001:abd:125:/48

Enter your IPv6
addresses and their
respective FQDN’s in the
boxes provided.

First Name Server bind. test.net

Administrative Contact bindadmin@test.net

Zone Header Fields

IPv6 Addresses

Fully Qualified Blomain Names

0
20 0
0 a0
0 0
routerl.tést.net
o
o st.net

Record TTL (optional) 1h

Generate |

Although the page output is at the top and the entered data is below, this is a great tool!
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IPv6 to Nibble - http://rdns6.com/nibble

/ Reverse DNS v6

IPvé to Nibble

IPv6 to to PTR Record
IPv6 to PTR Record

This tool will generate an PTRvé record for DNS Servers like BIND from an |Pvé address using the nibble format. Nibble format is g dot-separated roversal of all the hex digits in the expanded IPvé
Bulld BIND rDNS Zone address and allows greatly improved defegation of Reverse DNS at the expense of human usability of zone files - hence this tool

Enter an IPv6 Address and Fully-Qualified Domain Name to generate a record:

IPv6 Address: 20071:abc:e125:1000::1

Fully Qualified Domain Name: host1 test.net

Record TTL (optional): 1h

| Generate |

Record for this address:

| 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.5.2.1_e.cb.a.0.1.0.0.2_ip6.arpa. 1h IN PTR hostl.dren.net.

About
Contact

How to Enable IPv6
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IPv6 to Nibble - http://rdns6.com/nibble

/// Reverse DNS v6

IPv6 to Nibble

IPv6 to Nibble Format
IPv6 to PTR Record

This tool will generate an nibble for DNS records like PTR from an IPv6 address using the nibbie format. Nibble format is a dot-separated reversal of all the hex digits in the expanded iPvé address and
Bulld BIND rDNS Zone allows greatly improved delegation of Reverse DNS at the expense of human usability of zone files - hence this tool.

Enter an IPv6 Address to generate a nibble:

IPv6 Address: 2001:abc:e125:1000::1

| Generate

Nibble for this address:
| 1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.1.5.2.1.e.c.b.a-0.1.0.0.2.ip6.azpa.

About

Contact
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Networking Devices

Juniper Routers

Cisco Routers

Juniper Netscreen Security Devices
Cisco ASA Security Appliances
Brocade Switches

How to Enable IPv6
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Juniper Routers

J-Series

M-Series

How to Enable IPv6
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Juniper — M & J Series Routers

® Configure IPv6 on Interfaces

interfaces {
fe-0/1/0{
unit O {
family inet6 {
address 2001:abc:xxxx:xxxx::1/64;
}
}
}
}

® Configure IPv6 Default Static Route

routing-options
rib inet6.0 {
static {
route 0::0/0 next-hop 2001:abc:xxxx:xxxx::1;

}

How to Enable IPv6
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Juniper — M & J Series Routers

® |Pv6 Static Routing (if needed)

routing-options
rib inet6.0 {
static {
route 2001:abc::2480/48 next-hop 2001:X:X:X::1;
}
}

® |Pv6 Router Advertisement (if needed)

user@Routerl# show protocols
router-advertisement {
interface fe-1/3/1.101 {
prefix 2001:abc:2480:36aa::/64;

}

}
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Page-36



JUNOS CLI - Set Commands

® Set commands below are the IPv6 Router
Advertisement (if needed)

Interfaces
set interfaces fe-0/1/0 unit 0 family ineté address 2001:abc:X:X::1/64

IPv6 Deafult Route

set routing-options rib inet6.0 static route 0::0/0 next-hop 200l:abc:X:X::1

IPv6 Router Advertisement

set protocols router-advertisement interface fe-1/3/1.101 prefix 2001l:abc:X:X::/64

IPv6 e-BGP

set protocols bgp group v6-To-Cusomter-Sitel type external

set protocols bgp group v6-To-Cusomter-Sitel import v6_ import To Customer Sitel

set protocols bgp group v6-To-Cusomter-Sitel family ineté6 any

set protocols bgp group v6-To-Cusomter-Sitel export v6_export To Customer Sitel

set protocols bgp group v6-To-Cusomter-Sitel peer-as 65502

set protocols bgp group v6-To-Cusomter-Sitel local-as 65500

set protocols bgp group v6-To-Cusomter-Sitel neighbor 2001:abc:X:X::X local-address 200l:abc:X:X::X
set protocols bgp group v6-rr-clients type internal
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Juniper — J-Series

® Flow chart for Packet Versus Flow Forwarding
— (See reference - Branch SRX Series and J Series Selective Packet Services)

- Forwarding
Lockup
" Reverse
Screens Static Deot Route | Zones | Policy | Static
NAT NAT
NAT
4 |
YES
v v
Per Per : Per Per
Packet | Packet ¥ Screens TCP NAT Services »| Packet | Packet
Policier Filter ALG Filter Shaper
— L > Junos OS Flow Module L1 >

To Flow to Not to Flow...that is the question!
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Juniper Routers — J-series

® With post-9.6 JUNOS code, on J-series, IPv6 traffic is

set to flow-mode processing by default.

® Options are...
— Convert all IPv6 traffic to packet forwarding mode
— Implement policies to permit IPv6 traffic and services

® J-Web is limited on IPv6 configurations...
— Can't configure IPv6 address on interface
— Documentation not great for J-Web
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Juniper J-Series — Bypass Flow Mode

® To bypass Flow Mode, enter the following...

user@Routerb# show security
forwarding-options {
family {
inet6 {
mode packet-based;
}
}
}

Set command -

set security forwarding-options family ineté mode packet-based

® All IPv6 traffic will now bypass the new security
hierarchical settings.
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Juniper J-Series — Security Zones

® |f using flow mode, you will need to configure

security zones

zones {
security-zone TRUST {
interfaces {
ge-0/0/0.0 {
host-inbound-traffic {

system-services {
all;

}

protocols {
all;

zones {
security-zone UNTRUST {
interfaces {
ge-0/0/1.0 {
host-inbound-traffic {
system-services {
all;
}
protocols {
all;
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Juniper J-Series — Security Policies

® ... and policies.

policies { policies {
from-zone UNTRUST to-zone TRUST { || from-zone TRUST to-zone UNTRUST {
policy allow-inbound { policy allow-outbound {
match { match {
source-address any; source-address any;
destination-address any; destination-address any;
application any; application any;
} }
then { then {
permit; permit;
log { log {
session-init; session-init;
session-close; session-close;
} }
} }
} }
} }
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Cisco Routers
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Cisco Routers

® Configure Interfaces

interface GigabitEthernet0/0

ip address 168.168.0.2 255.255.255.0
duplex full

speed 1000

media-type gbic

negotiation auto

ipv6 address 2001:abc:X:X::2/64

ipvb enable

® Notes

— When ipv6 unicast-routing is enabled, router advertisements are
automatically enabled on Ethernet interfaces. To disable RA messages,
use the ‘ipv6 nd ra suppress’ command.
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Cisco Routers

® Configure IPv6 Default Route

ipv6 route ::/0 2001:abc:X:X::1

® Configure Static Route

ipv6 route 2001:abc:X:X::/64 2001:abc:X:X::1

® DNS

ip name-server 2001:abc:A0:F000::244
ip name-server 2001:abc:B0:F000::244
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Cisco Routers

® Verify Interfaces

R1#sh ipv6 interface Gi0/0
GigabitEthernet0/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::C800:14FF:FEE4:8
No Virtual link-local address(es):
Global unicast address(es):
2001:abc:2480:1000::126, subnet is 2001:abc:2480:1000::/64
Joined group address(es):
FFO2::1
FFO2::2
FFO2::1:FF00:126
FFO2::1:FFE4:8
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is O (unspecified)
ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
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Cisco Routers

® Verify Static Routing

R1#sh ipv6 static detail
IPv6 Static routes Table - default
Codes: * - installed in RIB, u/m - Unicast/Multicast only
U - Per-user Static route, N - ND Static route
P - DHCP-PD Static route
R - Rhi Static route
* 2001:abc:2480:3000::/64 via 2001:abc:2480:1000::1, distance 1
Resolves to 1 paths (max depth 1)
via GigabitEthernet0/0
* /0 via 2001:abc:2480:1000::1, distance 1
Resolves to 1 paths (max depth 1)
via GigabitEthernet0/0
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Cisco Routers

® Verify IPv6 Neighbors

R1#sh ipv6 neighbors

IPv6 Address Age Link-layer Addr State Interface
FE80::7069:5DAF:A5F5:FDB3 124 000c.297d.bbe3 STALE Gio/0
2001:abc:2480:1000::1 170 0010.dbc9.a695 STALE Gio/0
2001:abc:2480:1000:6021:A03E:3762:8078 25 d067.e539.1ae5 STALE Gio/0
2001:abc:2480:1000:E88A:8590:19C0:3CD3 10 b8ac.6fc6.16e6 STALE Gio/0
FE80::FCD3:3EAA:2E93:61 2 d067.e539.1b3e STALE Gio/0
2001:abc:2480:1000:6DE3:3F29:209A:CA4B 0 f04d.a26a.08cf STALE Gio/0
2001:abc:2480:1000:55FC:66B7:AEE7:49B0 6 d067.e539.1b3e STALE Gio/0
2001:abc:2480:1000::23 18 d067.e539.140d STALE Gio/0
FE80::C5B:A874:4C18:EF9F 0 101f.74ce.2a53 REACH Gio/0
FE80::D267:E5FF:FE39:140D 2 d067.e539.140d STALE Gio/0
2001:abc:2480:1000:EDAF:8655:6764:47AF 2 0026.b9%ed.e6e2 STALE Gio/0
FE80::210:DBFF:FEC9:A695 194 0010.dbc9.a695 STALE Gio/0
FE80::41CE:5ABD:EDDD:7216 3 0026.b9%ec.e541 STALE Gio/0
FE80::8C9C:AEA8:328E:E37A 0 0026.b9ec.cOdf REACH Gio/0
2001:abc:2480:1000::62 15 0050.56b2.2e74 STALE Gio/0
FE80::E88A:8590:19C0:3CD3 9 b8ac.6fc6.16e6 STALE Gio/0
2001:abc:2480:1000:5D9A:9B99:C584:5008 6 0026.b9%ec.e615 STALE Gio/0
FE80::C525:65E8:98F4:BC20 23 d067.e539.1ae5 STALE Gio/0
2001:abc:2480:1000:80CB:CE47:8FFC:CAEB 4 000c.29b9.803a STALE Gio/0
2001:abc:2480:1000:257B:29AE:C513:775C 7 0026.b9%ec.e541 STALE Gio/0
2001:abc:2480:1000:C5B:A874:4C18:EF9F 32 101f.74ce.2a53 STALE Gio/0
2001:abc:2480:1000:9104:A739:627F:D1F7 2 0026.b9%ec.cOdf STALE Gio/0
2001:abc:2480:1000:89A3:5936:EFD7:DAFE 4 0026.b9ed.e32f STALE Gio/0
FE80::3138:66CC:EC8A:9631 5 0026.b9%ec.e615 STALE Gio/0
FE80::87F:33E8:94BC:CB7F 11 000c.29b9.803a STALE Gio/0
FE80::EC96:55E7:E603:A910 2 0026.b9%ed.ebe2 STALE Gio/0
2001:abc:2480:1000:F856:AF4B:C9B8:B14C 46 b8ac.6f79.61ca STALE Gio/0
2001:abc:2480:1000:8D60:E9E:FDB5:86B8 34 d067.e539.1ae5 STALE Gio/0 How to Enable IPV6
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Cisco Routers

® Verify IPv6 Reachability
— Ping

R1#ping ipv6 ipvb.google.com
Translating "ipv6.google.com"...domain server (2001:4860:A0:F000::244) [OK]

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2001:4860:800A::63, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 128/138/156 ms

— Traceroute

R1#traceroute ipv6 ipvb.google.com
Type escape sequence to abort.
Tracing the route to ipv6.l.google.com (2001:4860:800A::63)

1 hostl.abc.test.net (2001:abc:2480:1000::1) 48 msec 32 msec 32 msec
2 2001:abc:5000:842::1 12 msec 32 msec 32 msec
3 google-1-lo-std-703.Isanca.pacificwave.net (2001:504:B:21::147) 44 msec 100 msec 60 msec
4 * 72 msec 68 msec
52001:4860::1:0:29B3 84 msec

2001:4860::1:0:991 60 msec

2001:4860::1:0:29B3 72 msec
6 2001:4860::8:0:2996 84 msec 76 msec 100 msec
7 2001:4860::8:0:2F03 128 msec 136 msec 144 msec
82001:4860::2:0:A7 120 msec 148 msec 188 msec
92001:4860:0:1::10D 140 msec 132 msec

2001:4860:0:1::10F 132 msec
10 ipv6.l.google.com (2001:4860:800A::63) 128 msec 168 msec 128 msec
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Cisco Routers

® To Summarize
— Enable IPv6 on interface
— Enable IPv6 unicast routing
— Configure interface with IPv6 address
— Enter IPv6 default route
— Enter static IPv6 routes

® Verify IPv6 Settings

® Verify IPv6 Reachability

NOTE: These commands were run using Cisco I0S Software, 7200 Software (C7200-ADVENTERPRISEK9-M),
Version 15.1(4)M3a, RELEASE SOFTWARE (fcl)
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Juniper Netscreen Security Device
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Netscreen Firewall - Interfaces

® Below Is a screen shot for a Netscreen
Firewall interface. All interfaces have
an IPv6 address except ethernet0/0.
We will step through configuring this HEMETIET 12
Interface eSS
. your friend!

Mame Tag 1PNtk Zans Type Link PERoE Canfigure
atharnatll0 = 10.50.1.238/24 MGET Luya g - Edis
atharnatls i - igg.igB.20f372¢ | Unkust Layard Eslik

2001 B80C: 24B0: 36211364 R it Eslis

11111 [ - 168 060,207, 1729 Trust Layerd Edig
2002:85C: 2400: 3627 15 /64 Aguter Edig

sthemnsti'2 = 0.0.0.0/0 oMz Layard Edik
loopbeck. 1 = i68.168.207.234/32 | Unbrust Loopback Edit
2001 : 35C: 2480, 3671 254128 Reubar Edik

vimml 1 0.0.0.0/0 WLAN Layar3 ity Edis
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Netscreen Firewall — IPv6

® To configure, enable IPv6, determine mode and enter

IPv6 address with prefix.
® Use Host Mode to accept RA messages.
® User Router Mode to send RA messages.

Interface: ethernetd /0

Properties: Basic IPvG

Interface Name ethernet0/0 00232.9c82.2100
Enable IPvG

Mode @ pone Host
Interface ID{64-bit HEX)
Link Local Address
Unicast Address 1 [ Prefix

Unicast Address 2 [ Prefix
Unicast Address 3 [ Prefix

Path MTU(IPv&) |/

Router

| Apply | | Cancsl |
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Netscreen — Configure IPV6

® After configuring the IPv6 addresses and clicking
apply, the Neighbor Discovery (ND) and Router
Advertisement (RA) settings are now available for
configuration.

Interface: ethernetd/0 Back To Interface List

Properties: Basic IPwvG

Interface Name ethernet0/0 0023.9c82.2100
Enable IPvE |/

Made Mone Host @ Router
Interface ID{64-bit HEX]) 02235822100
Link Local Address fe80::223:9cffifeB2:2100
Unicast Address 1 f Prefioc 2001:abc:2480:38za::7

Unicast Address 2 [ Prefix

S g iy

Unicast Address 2 / Prefix

Path MTU(IPvE) |/

Node Configuration
ND/RA Settings

Brefix list

| Apply | | Cancel |
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Netscreen — ND/RA Settings (Host)

® |f using Host Mode, determine if you would like to
accept incoming router advertisements.

® Accept Incoming Router Advertisements learns of

the existence and identity of IPv6 routers by
accepting Router Advertisement (RA) messages.

Interface Name ethernetl/0 0023.9c282.2100

ND{Neighbor Discovery) Configuration
NUD{Meighbor Unreachability Detection) |/

Base Reachable Time 30 Seconds

Probe Time 10 Seconds

Retransmi ission Time 1 Seconds

DAD{Duplicate Address Detection) Retry Count 1 Seconds

RA([Router Advertisement) Configuration

Accept Incoming Router Advertisements

[ ok | [ cameat |
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)

Netscreen — ND/RA Settings (Router) HEG &

® Use RA Transmission to
I earn Of th e ex | Sten ce ND{Neighbor Discovery) Configuration

NUD{Neighbor Unreachability Detection) |v

and identity of other IPv6 Sase Reschable Tme 0 Saconds
routers. e —
P e W
® Link MTU adVertiSES the  camee asertsement contauration
link-MTU in router e
advertisements. eae
® Link Layer Address |
enables the Link Layer o
Address flag, which e

includes the link-layer Pl ee s ol
(MAC) address of the |

router in outgoing RA

messages.

[ ok | | comes |
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® Text

Netscreen —IPv6 Route Table

IPvE Routing Table -- trust-vr

IP/Prefix Gateway Interface Protocol Preference Metric Vsys Configure
2001:abc:2480:3621::3/64 I etharnetd,/ 1 C oot
2001:abc:2480:3621::3/128 i ethernetd/1 H Root
2001:abc:2480:3627::1/64 i ethernetd/2 C Root
2001:abc:2480:3627::1/128 i ethernetd/2 H Root
2001:abc:2480:236f7::254/128 loopback.1 cC Root
Z001:abc:z480:36f7::254/128 loopback.1 H Root
Z001:abc:z480:36aa::7/64 I ethernetd/0 C Root
z001:abc:2480:236a=::7/128 ¥ etharnetl/0 H oot

* Active route C Connected I Imported eB EBGF O OSPF E1l OSFF external type 1 H Host Route
F Permanent 5 Static A Auto-Exported iB IBGP R RIP E2 OSPF external type 2
O Dynamic N NHREP
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Netscreen — Add IPv6 Default Route

® Add ‘::/0’'to denote default route (all IPv6 addresses)
® Add next-hop IPv6 address

Virtual Router Name trust-wr

IPva4/Netmask or IPvS,/ Prefix Length :: J 0

Next Hop Virtual Router untrust-vr -

9 Cateway

Interface cthernetlfl -
Gateway IPv4/v6 Address 2001:abo:2480:3521::1

Permanen t [V

Tag ©

Metric 1

Preference 20

| ox | | conca |
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HEC

Netscreen — Verify Default IPv6 Route

® Verify the newly added IPv6 default route is now in
the routing table and is active.

IPv6 Routing Table — trust-wr
IP/Prefix Gateway Interface | Protocol | Preference | Metric | Vsys | Configure
* | 2001:abc:z480:2621::3/64 i ethernetd/1 | C Root |-
* | z001:abciz480:3621::3/128 ¥ ethernet0/1 | H Root |-
* | 2001:abc:z480:3627 11 1/64 i ethernetd/Z2 [ C Root |-
* | 2001:abc:2480:3627::1/128 i ethernetd/2 | H Root |-
* | 2001:abc:2480:26f7::254/128 | & loopback.1 | C Root |-
* | z001:abc:2480:36f7::254/128 | & loopback.1 | H Foot |-
* | 2001:abc:2480:36aa::7/64 oF ethernet0/0 | C Root |-
* | 2001 abersemaTIESSTI /T 120 | ¢ sthernetd/0 | H b
* |00 Z001:abc:z2480:3621::1 | ethernetd/1 | 5P 20 1 Root | Remove [
* Active route C Connected 1 Impored e EEGT T USOF—EL USPE external type L H Host Route
F Permanent 5 Static A Auto-Exported iB IBGF R RIF E2 OSPF external type 2
O Dynamic N NHEF
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Netscreen Policies — Allow ICMP6

e As with IPv4, do not block all ICMPG6!

® See RFC4890 - Recommendations for Filtering
ICMPv6 Messages in Firewalls

® Traffic That Must Not Be Dropped

— Destination Unreachable (Type 1) - All codes

— Packet Too Big (Type 2)

— Time Exceeded (Type 3) - Code 0 only

— Parameter Problem (Type 4) - Codes 1 and 2 only
— Echo Request (Type 128)

— Echo Response (Type 129)

® This is not all inclusive, there are other
recommendations in RFC.
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Netscreen IPv6 Policies

® |Pv6 policies are separate policies from IPv4.

® Can add policy elements & groups for IPv6 just as

IPv4.

® Implement policies for IPv6 the same as for IPv4.

Fram SAN_Zone To Untrust, total policy: &

10 Source Destination Service Action Configure Enable | Move

994276 | Any-1Pve 127.32.148.160/28 Good ICMP and Traceroute | (&) Edit gemove | b

994275 | Any-IPve 2001 :abc: 2480:2000::/64 Good ICMPS and Traceroute | (&) Edit Remove —
AnyS  IPv4 - 12732.148.172/32 Anys  IPvé - 127.32.240.95/32

maar | e | Amiieea - 127.32200.0381%2 any 9 £t cone |Remove | B2 [ ¢ =
Any7. 1Pvd - 127.32.148.173/32 Any2 IPvé - 127.32.240.120/32

994260 | Any-19ve Any-1Pv4 ANY Q | Eqit pamove | .
AnyS 1PV - 2001:2bc:2480:2000::90/64 | Anyd  IPvG - 2001:abc:430::240:95/64

384274 | T v - 2001:350:248012000:92 | Anyi 1Pv - 2001:00¢ :430: 240:138/64 | A & s | Gone |Remove | B [ ¢ =
Any7. IPV6 - 2001:3bc:2480:3000::91/64 | Any2 IPv6 - 2001: abc:430::240:120

994270 | Any-1Pv6 Any-1Pv6 ANY O |5 Eclt gemove | W -
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Netscreen CLI — Verify Routing

® Use the ‘get route v6’ to view IPv6 routing table.
£P 10.10.1.238 - PuTTY = | ] S
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Netscreen CLI — Verify IPv6 Neighbors

® Use ‘get ndp’ to determine IPv6 neighbors.

" &3 38.10.1.238 - PuTTY (| E) e
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Netscreen CLI — Verify Reachability

® Use the Ping command to ping the upstream router.
[ 38101238 - puTTy G

® SSHto the IPv6 Firewall Address.

ssh bash Homebrew — ttys000 08x11
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Netscreen CLI - Commands

IPv6 Interface Configuration —

ethernet0/1 ip 168.168.201.3/29
"ethernet0/1" ipvé mode "router"
"ethernet0/1" ipvé ip 2001:abc:2480:3621
"ethernet0/1" ipvé enable

ethernet0/1 route

set
set
set
set
set

interface
interface
interface
interface
interface

IPv6 Router Advertisement Settings —

set
set
set
set
set

interface
interface
interface
interface
interface

ethernet0/1
ethernet0/1
ethernet0/1
ethernet0/1
ethernet0/1

IPv6 Default Route —

route ::/0 interface ethernet0/1 gateway 2001:abc:2480:3621::1 permanent

set

ipvé
ipvé
ipvé
ipvé
ipvé

ra prefix 2001:abc:2480:3621::/64 autonomous onlink

ra link-address
ra transmit

ra link-mtu

nd nud

::3/64

Policy Using ‘Multiple’ Source and ‘Multiple’ Destination —

set
set

policy id 994274 from "SAN Zone" to "Untrust”

policy id 994274

set src-address “Anyll IPv6 - 2001:abc:2480:a000::93"

set src-address “Anyl2 IPv6 - 2001:abc:2480:a000::92"

set src-address “Anyl3 IPv6 - 2001:abc:2480:a000::91/64"

set dst-address “Anyl4 IPv6 - 2001l:abc:4300::2400:119/64"
set dst-address “Anyl5 IPv6 - 2001l:abc:4300::2400:138/64"
set dst-address “Anyl6 IPv6 - 2001:abc:4300::2400:120"

Set Policy Group —

set group address "SAN_ Zone" "SAN Servers"

set group address "SAN Zone" "SAN Servers" add "Anyll IPv4 -
set group address "SAN Zone" "SAN Servers" add “Anyl2 IPv4 -
set group address "SAN Zone" "SAN Servers" add “Anyl3 IPv4 -
set group address "SAN Zone" "SAN Servers" add “Anyl4 IPv4 -

127.
127.
127.
127.

32
32
32
32

.148
.148
.148
.148

“Any9 IPv6 - 2001:abc:2480:a4000::90/64"

.172/32"
.175/32"
.174/32"
.173/32"

“Anyl0 IPv6 - 2001l:abc:4300::240:95/64"

"ANY" permit
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Cisco ASA Security Appliances

® The figure below is the configuration section for the
Cisco ASDM v6.4.

® As can be seen, the interfaces are not configured
with IPv6 addresses.

245,785, 3950 [S— | Bk
265,295, 245.0 Har thare

i m
_ - 2 —
M_I ' Eruskie S alS bebween tnd or mine mileraces which ank torfguted s tame seardy e

Fim-to-Gte WPH
M | Enaale & a S betweer tr o mone hosts cornected to the tame merface
Tl .
=« | ke " Reset
. —————
e i B2 [ ieai1z grszas e
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Cisco ASA — Configuration — Interfaces

® To edit an interface, right click on the interface and
select Edit. (Or highlight the interface and choose the

Edit button on the right).

Fame
o Bhernetil |oatute Dot
(Ggabif thernett e Erabied
Ihﬁiﬁmmﬂ dm Eriabied
Gagabetf thernet] e [Denablard 23
Ggabutl thernetd Dbt
Cagabetf thernet Desabied
"

| Enshils trafiic between two or move interfaces wiich sne monfigured with came seounty levels

|| Enable raffic between bwo or mone hosts conrecied o the same inferface

Sl Magk
Frefix Length
|55, 355 255.0
255.255.255.0
195,250 208.0
255,255 205.0

Faones.

15

& (B w1z mopaspMuTe
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Cisco ASA — Edit Interfaces

® When the Edit Interface dialog box appears, choose
the IPv6 tab to edit the IPv6 settings for the interface.
Here we are modifying the ‘inside’ interface
GigabitEthernetl. G
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Cisco ASA - Edit Interfaces — IPv6 HEG

® First, check the checkbox for ‘Enable IPv6’

® Next, add both the Interface IPv6 Address and the
Interface IPv6 Prefix.

r Edit Interface __

EEEEE

Enable TPv&) [ Enforce EUT-64

DAD Attempts: |1 MS Interval: |1000 miliseconds
Reachable Time: |0 millisecon ds
RA Lifetime: 1800 | secon ds [7] Suppress RA
RA Interval: 200 | secon ds [7] RA Interval in Miliseconds
Interface IPv6 Addresses
Link-ocal address: B
[~] Enable address autoconfiguration
Address ELIG4 Add
De

Interface IPv6 Prefives

Address Preferred Lifetime/Date valid Lifetime Date < m’

0K ” Cancel H Help
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Cisco ASA — Add IPv6 Address Hec ©

® The dialog box on the left is for adding an IPv6 address
to the interface. If you want it to be an EUI-64 compliant.

® The dialog box on the right is to add an IPv6 prefix for
the interface. IPv6 prefixes are included in IPv6 router

advertisements.

P ™
[y Add IPv6 Address for Interface ‘ [

Address/Prefix Length:

[CEUL 64

[ QK ][ Cancel ][ Help ] I

- ™

Address/Prefix Length: [7] Default

[ No Advertisemen ts

[T off Link
[] No Auto-Configuration
Prefix Lifetime

(@ Lifetime Duration
Valid Lifetime: 2592000 | secon ds [ Infinite
Preferred Lifetime: |504300 | secon ds [ Infinite

() Lifetime Expiration Date
Valid Month: January

Preferred Month: | January

oK ” Cancel ” Help
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Cisco ASA — Edit Interfaces

® After entering the information for the IPv6 address
and prefix, the information is now set on the
Interface.

| General | Advanced | IPV6 |

7| Enabie IPvE || Enforce ELT-64
DAD Attempis: |1 NS Interval: 1000 miliseconds
Reachable Time: 0 miliseconds
RA Lifetme: 1800 | seconds [¥] Suppress RA
RA Interyval: 200 seconds || RA Interval in Millseconds
Interface IPvé Addresses -
.| Enable address autoconfiguration
Address EUL&4
200 1:abe:B: 76100 33/64
Interface 1PvE Prefixes
Address Preferred Lifetme Cate Vald Lifetime Date
2001:abo:B: 751 64 604300 2592000
ok || cancel || Hep |

How to Enable IPv6



Cisco ASA — Routing IPv6

® Now we need a default route. Select Static Routes
under Routing from the Device Setup menu on the

¢ sk
¥ 1P kdess mmh
a 168,368, 730, 1 T56. 790, 255.0
2001800 0e 125 1300111 64
| IEARARE.0. 33
:"1|:4‘:::.-|:-_¢.::.5.:.-1..1:::..':
M 1651682341 55, 255, 255.0
M 1B8.168.231.1 55, I55. I55.0

Group

Y & s
|#] Enable traffc between two or moce nberfaces which are configured with same searity levels

[ Enable traffic between bwo or more hosts connected to the same interface

[ popy ][ Reswt |

Henes 15

/1512 10314 PMUTC
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Cisco ASA - Routing

® From the Static Routes dialog box, select the ‘Add’
button on the right.

[ 415012 vo3epmTC
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Cisco ASA — Routing — Add static

® |nthe ‘Add Static Route’ dialog, select the address
type as IPv6, then enter ‘any’ for the network and
enter the IPv6 address for the ‘Gateway IP’.

IP Address Type: () IPv4 (@) IPvE

Interface: :inside -
Metwork: any E]
Gateway IP: 2001:abciB: 7611 E] Distance: |1

Options

@ Mone

(") Tunneled (Default tunnel gateway for VPN traffic)

Tracked
Track ID: Track IP Address:

SLA ID: Target Interface: |dmz
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Spedify static routes.
Fiter: @ Both (7 IPvdonly (7) IPvE only

Mtk Matric/ -
Interface 1P Address. Prefix Length Gateway IF Distanes Options

0.0.0.0 0.0.0.0 164.169.0.3
] 200 12 aker =B 76

| [ 482 nozaspmue |
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Cisco ASA — Firewall — Access Rules

® Allow ICMPG6 type/codes as provided in earlier slides.
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Cisco ASA — Firewall — Access Rules =

® Text

Cisco ASDM 6.4 for ASA - 192.16

alia]n
cisco

O

& Add - B Edit ] Delet= | + & | & B R- | Q Find =] Diagram [ Export ~ () Clear Hits ] Show Log M Packet Trace

# Enabled  Source Destination Service Action Description

@, Service Policy Rules = S dmz IPv& (1 implicit incoming rule)

gl AAA Rules i1 @ any @ Any less secure networks e ip o Permit Implicit rule: Permit all traffic to less secure networks

223 Filter Rules - ——— -
&I 5 dmzii [Pv6 (1 implicit incoming rule)

@ Public Servers
LHEL R Filtering Servers 1 @ any @ Any less secure networks 1R ip o Permit Implicit rule: Permit all traffic to less secure networks

35 Threat Detection E| 5 inside IPv& (1 implicit incoming rule)
&) Botnet Traffic Filter i & any @ Any less secure networks  1F ip & Permit Implicit rule: Permit all traffic to less secure networks
. .F' outside IPv& (0 implicit incoming rules)
= 5 Global 1Pv6 (1 implict rule)
i @ any @ any i @ Deny Implicit rule

n"| Device List

ol

Access Rule Type (0) IPv4and IPVS (D) IPv4 Only @) IPv6 Only

sply | [ Resst | [ Advanced... |

| tiones |15 =0 & |4/15/12 1:03:14PM UTC
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Cisco ASA - CLI

® Shown are the IPv6
commands in the
configuration along
with some interface,
neighbor and route
commands.

HPC

Ciscoasa# show conf

interface GigabitEthernetO

shutdown

nameif outside

security-level 0

ip address 168.168.230.1 255.255.255.0
ipvé address 2001l:abc:e125:1300::1/64
ipvé enable

|

interface GigabitEthernetl

nameif inside

security-level 100

ip address 168.168.0.33 255.255.255.0
ipvé address 2001l:abc:80:761::33/64
ipvé enable

ipv6é nd suppress-ra

|

ipvé route inside ::/0 2001:abc:80:761::1

ciscoasa# sh ipv6é interface inside
inside is up, line protocol is up
IPv6 is enabled, link-local address is fe80::2aa:ff:fed3:3b01
Global unicast address(es):
2001:abc:80:0761::33, subnet is 2001:4700:8:761::/64
2001:abc:80:0761:2aa:ff:fed3:3b01, subnet is 2001:abc:80:0761::/64
[AUTOCONFIG]
valid lifetime 2591937 preferred lifetime 604737
Joined group address(es) :
£ff02::1
£f£f02::2
£f£f02::1:££00:33
£f£f02::1:££d3:3b01
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
Hosts use stateless autoconfig for addresses.

ciscoasa# sh ipv6é neighbor

IPv6 Address Age Link-layer Addr State Interface
fe80::4024:f4b1:d4f4:63el 72 0090.2785.2dd8 STALE inside
fe80::208:c7ff:fef3:178F 227 0008.c7£3.178f STALE inside
fe80::7075:69a0:27ed:fc8b 30 001f.c609.fb4b STALE inside
fe80::e77:1laff:feb4:£787 195 0c77.1lab4.£787 STALE inside
fe80::1938:3e40:21a4:5910 49 000c.290a.285d STALE inside
fe80::c456:8215:63e7:a4l 72 0090.2785.2dd7 STALE inside
2001:abc:80:761:34a4:£840:e064:251F 30 001f.c609.fb4b STALE inside
fe80::9da7:3498:db03:ecle 72 001f.c60a.06al STALE inside
fe80::7021:7002:1c46:6324 395 000c.297a.68cf STALE inside
fe80::219:e2ff:feal:3c0b 477 0019.e2al.3c0b STALE inside
fe80::14c0:1e85:24c3:7bc9 146 000c.2900.99be STALE inside

ciscoasa# sh ipv6é route

IPv6 Routing Table - 5 entries
Codes: C - Connected, L - Local, S - Static
L 2001l:abc:80:761::33/128 [0/0]

via ::, inside
C 2001:abc:80:761::/64 [0/0]
via ::, inside
L fe80::/10 [0/0]
via ::, outside
via ::, inside
L ££00::/8 [0/0]
via ::, outside
via ::, inside
S ::/0 [1/0]

via 2001:abc:80:761::1, inside How to Enable 1Pv6
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Brocade Switches

® Below is output for IPv6 Brocade switch commands.

® Configure as many IPv6 settings as you have
available!

® Below we have NTP, Sflow and DNS configured to
use IPv6 address

® Don’t forget IPv6 ACL’S!

#ipvée address 2001:abc:6000:1401::14/64
#ipvée dns domain-name example.net
#ipvée dns server-address 2001:abc:4310:£000::59:244 2001:abc:b0:£000::244

#sntp server ipvée 2001:abc:1000:1048:2a0:69ff:fe01:89a0
#sntp server ipvée 2001:abc:8220:1f01:2a0:69ff:fe01:a05c
#ipvée dns server-address 2001:abc:a0::244 2001:abc:b0:£000::244

#sflow agent-ip 2001:abc:6000:1401::14 ***Note Switch Mgmt IP is agent-ip
#sflow sample 256

#sflow destination ipve X:X:X:X::X

#sflow enable

#ipvée access-list TEST-v6-Sw-ACL

remark LAN

permit ipvé 2001:abc:2480:1000::/64 host 2001:abc:6000:1401::14
remark Deny All

deny ipvé any any mirror
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Brocade Switches

® Brocade switches at Layer 2 require a router-
advertisement (RA) from an IPv6 router

® Below is the configuration for a Juniper RA from
interface fe-1/0/0.101 along with the ipv6 neighbors
and RA verification.

tjones@dcnl.ast> show configuration protocols
router-advertisement
interface fe-1/0/0.101;

}

fakees> show ipvé neighbors

IPv6 Address Linklayer Address State Exp Rtr Secure Interface
2001:abc:6000:1401::10 84:2b:2b:13:9a:99 stale 881 mno no fe-1/0/0.101
2001:abc:6000:1401::11 84:2b:2b:16:£d:88 stale 889 mno no fe-1/0/0.101
2001:abc:6000:1401::14 00:12:f2:e4:92:80 stale 899 mno no fe-1/0/0.101
fe80::212:f2ff:fee4:9280 00:12:f2:24:92:80 stale 1120 no no fe-1/0/0.101
fe80::862b:2bff:fel3:9a99 84 :2b:2b:13:9a:99 stale 364 no no fe-1/0/0.101
fe80::862b:2bff:fel6:£d88 84:2b:2b:16:£d:88 stale 896 mno no fe-1/0/0.101

fakees> show ipvé router-advertisement

Interface: fe-1/0/0.101
Advertisements sent: 6676, last sent 00:03:19 ago
Solicits received: 13, last received 1lw3d 07:11:45 ago
Advertisements received: 0
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Brocade Switches — SSH via IPv6

® Verify SSH access via IPv6

ssh bash Homebrew — ttys000 127x20

Success!!
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Example IPv6 Address Plans

® HPCMP OPS will provide each individual
site/enclave a routed /48

® DREN NOC will setup IPv6 BGP routing or static
route to Customer CPE.

® So how should | subnet my /48? Good Question!
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Example IPv6 Address Plans

® Here we show our quad-nibbles (quibbles).

® |f sub-netting /48 to route, subnet on byte boundaries.

16 bits

You will have 256 /56's from your /48 allocation!

[56-48=8, 2" = 256...That's not a coincidence!)
and, you will have 256 J64's per subnet.

|| 16bits WGhits || 16bits 16 bits |1 16 bits 16 bits |1 16 bits 128 Bits
32 bits 32 bits 32 bits 32 bits
45 bits | Allocation
B4 bits | £ Interfaces
0 6 6 0 :0 0 0 0 :0 0 0 0 :0 0 0 0 :0 0 a 0 a 0 0
Y
Mask bits for Subnetting Quibble!
1 0 0 0 ! 52 (Route on major bit boundaries!)
11 0 0 / 56
1 1 1 0 ! G0
1 1 1 1 ! 64 (Interfaces)
If /56 then: If /56 then:
m a2 m o 2 29 & m ~ w o o Mmoo e 5= 4 32 8 9 38 & m [T - I T [ T 1
H o os e o H o oa o o e o . = £ 5 E 5 E 5 £ 5 £: 5 £ 5 E 5 8 5 Second 56 Third 56 Last /56
O 68 08 0o - -] O n[a 8 o an O nAa 08 0o First /56
- - - o0 oo0:0001|Jo o o 0:0 00 0 0100 /64 :0200: /64 . FFOD /64
¢ 090 90000070 o o909 o 009 {0000:: /64 o 0o 0o 0:0 009 1|:Jo o 0 0:0 0 0 1 0101 /64 [0201: /64 . FFOL /64
2 2 0 0 :0 0 0 0 a a0 0 0 2 0 0 1 0001 f64 o000 0:0 00 1J0 0 0 0 :0 0 1 0 0102 /64 0202 fB4 oo FRO2 /64
O 0 0 0 :0 O O O O 0 0 0O 0O 0 1 0 {0002 /64 o 0o 0o 0:0 009 1f:Jo o 0 0:0 0 1 1 0103 /64 0203: /64 o, FFO3 B4
a2 a2 0 a2 a 20 0 02 a a0 a0 q g 0 1 1 :0003:: fEB4
g 0 0o g o0 0o 1 1 11 1 1 1 1 {00FF: [64 o000 :0 00 1fJ1 11111 11 {OLFF f64 (OLFFS fB4 e, (FFEF JB4
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Example IPv6 Addressing Plan

Suppose you are allocated 2001:abc:ACE:./48

Review your network.

Determine how many OU’s do you have? How many
divisions?

— Determine a scalable plan based on your site.

— Use /64 from IPv6 space for P2P connections & end-host connections
— Are hosts going to be use autoconfigure/DHCP6/manual?

— Do | have an IPv6 Name-server | can user? NTP? sFlow? Others?

Gather the answers from these questions to help
configure devices.
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IPv6 Example Network

@ DREN 5DP

2001:abc:4:0000::/64 | -

1
(Backbone Space) 2 2001:abc:ACE::/48 - Routed to CPE
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IPv6 Addressing — Do What Makes Sense

® | ook at your organization and work to break subnets

up along easily routed boundaries.

2001:0abc:0ACE:D0000::

1111:1111:1111:0000

2001: 0abc:0ACE:100D0:

1111:1111:1111:1000

2001:0a3bc:0ACE:2000:

1111:1111:1111:1000

Zﬂﬂl:ﬂab::DACEﬂﬂz;
1111:1111:1111:T000

fas
Mask

/52
Mask

/52
Mask

/52
Mask

to 15 OU'’s.

This byte could be used
to identify organizational
units. Would support up

The Cabinets

Department of State

Department of Treasury

Department of the Interior

2001:
1111:

2001:
1111:

2001:
1111:

Dabc:
1111:

0Dabc
1111:

Dabc:
1111:

0ACE:
1111:

:0DACE:

1111:

0ACE:
1111:

This byte could be used to
represent divisions within
the organizational units.
Would support up to 15
separate divisions per OU.

/

3100: /56
1100 Mask

3200: /56
1100 Mask

3300: /56
1100 Mask

Within each division,
there are 256
possible /64’s.
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IPv6 Example Addressing

® Each of the routers off of the CPE iIs routed a /52.
® Notice the P2P connections off of the CPE

2001:abc:4:0000::/64
{Backbone Space)

i |
2001.abc :ACE:: /48 - Routed to CPE

2001:ab¢:ACF-1000::/52 2001:abc: ACE:3000::/52
next-hop 2001:abC:ACE:D0F1::2 next-hop 2001:abC:ACE:00F3::2

Dept. of State

Dept. of Interior
2001:abc:ACE:3000::/52

next-hop 2001:abC:ACE:00F2::2
Dept. of Treasury

HEC
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IPv6 Example Addressing

® Examining the diagram
— Each Department will be routed a /52.
— 2001:abc:ACE:00FX::/64 is used for the direct connections.

® Now we have IPv6 routing to each department
router...what’s next?

® | et’'slook at one of the departments to break it down
further.
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IPv6 Example Addressing

® DOl is routed 2001:abc:ACE:3300::/52. We break this
up into /56’s and route to each division.

2001:abc JACE:3600::/56

2001:abC:ACE:3100::/56
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IPv6 Example Addressing

® Notice that 2001:abc:ACE:30FX::/64 is used for the
P2P connections.

® The /56 to each division could be further broken
down in /60’s or just used for /64’s on interface
connections depending on network.

® Remember...This is only an example! These are not
actual IPv6 address for The Cabinet or any
subsequent departments.
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IPv6 — Use /64’s on Interfaces!

® Using a subnet prefix length other than a /64 will
break many features of IPv6, including Neighbor
Discovery (ND), Secure Neighbor Discovery (SEND)
[RFC3971], privacy extensions [RFC4941], parts of
Mobile IPv6 [RFC4866], Protocol Independent
Multicast - Sparse Mode (PIM-SM) with Embedded-
RP [RFC3956], and Site Multihoming by IPv6
Intermediation (SHIM6) [SHIM6], among others. A
number of other features currently in development,
or being proposed, also rely on /64 subnet prefixes.

(RFC 5375 IPv6 Addressing Considerations)
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IPv6 Addressing — What Must Be Changed? HEE&

® Link prefixes assigned to links. Each link in the network must be assigned a link prefix
from the new prefix.

® |Pv6 addresses assigned to interfaces on switches and routers. These addresses are
typically assigned manually, as part of configuring switches and routers.

® Routing information propagated by switches and routers.

® Link prefixes advertised by switches and routers [RFC2461].

® Ingress/egress filters.

® ACLs and other embedded addresses on switches and routers.
® |Pv6 addresses assigned to interfaces on hosts.

® DNS DNS entries. New AAAA and PTR records are added and old ones removed in several
phases to reflect the change of prefix. Caching times are adjusted accordingly during these
phases.

® |Pv6 addresses and other configuration information provided by DHCP.

® |Pv6 addresses embedded in configuration files, applications, and elsewhere. Finding
everything that must be updated and automating the process may require significant effort,
which is discussed in more detail in Section 3. This process must be tailored to the needs
of each network.

(REFERENCE — RFC4192 - Renumbering IPv6 Networks)
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And finally....

Do you want to be the talk around
the water cooler?

Do you want to be the envy of all your friends?
Are you looking for new ways to meet men/women?

Are you answering any these guestions with a
resounding YES!...

Well let me tell you how....

@ |
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Get IPVv6 at Home!

A true conversation starter! :-

Tunnelbroker Login

Username:

Passwaord:

jerniman
lukec
williamsep

jzan
solarken
wsyoung
htamas
vamh

mf

gstueve

Top 10 Certs

[1500]
[1500]
[1500]
[1500]
[1500]
[1500]
[1500]
[1500]
[1500]
[1500]

syllable3
k9ps
agusprivadi
strdnd
Wraithh
Alexic3280
suspecte...
caeners
enjoyroot
osubam

Latest 10 Certs

[Admn]

[Expl]
[Sage]
[Sage]
[Sage]
[Newb]
[Sage]

[Expl]
[Newb]

[Enth]

® Hurricane Electric — Tunnel Broker

HURRICANE ELECTRIC

INTERNET SERVICES

Hurricane Electric Free IPv6 Tunnel Broker

IPvé Tunnel Broker

Check out our new usage stats!
And then hit up our new Forums!

Welcome to the Hurricane Electric IPv6 Tunnel Broker! Our free tunnel broker service enables you
to reach the IPV6 Internet by tunneling over existing IPv4 connections from your IPv6 enabled host
or router to one of our IPv6 routers. To use this service you need to have an IPVE capable host
(IPvE support is available for most platiorms) or router which also has IPv4 (existing Internet)
connectivity. Our tunnel service is oriented towards developers and experimenters that want a
stable tunnel platform.

Advantages of using our tunnel service over others include:

« Run by a Business ISP with 24 x 7 staff at multiple locations and an International backbone
(find out more about IPv6 transit at Hurricane Electric)

Ability to get your own /48 prefix once your tunnel is up

Ability to get a full view of the IPv6 BGP4+ routing table

Ability to use your tunnel now after a simple registration process. (It takes less than a
minute.)

Ability to create your tunnel on geographically diverse tunnel-servers (Fremont, Ashburn,
Chicago, Dallas, Los Angeles, Miami, New York, Seattle, Toronto, Amsterdam, Frankfurt,
London, Paris, Stockholm, Zurich, Hong Kong, Singapore, and Tokyo)

If you are a new user please register by clicking on Register below. After registering your password
will be mailed to you and you can return here to activate your tunnel.

If you operate a network, run BGP, have your own ASN. and wish to announce IPvE address space
allocated directly to you by an RIR (ARIN, RIPE, APNIC, efc.) please select the "Create BGP Tunnel”
option after you reqgister.

Upon tunnel activation configuration commands for a variety of platforms will be automatically
generated. Once you configure your side you will be able to reach the IPvE Internet. If you like our
service be sure to tell a friend and recommend us to others!

o~

Quick Links

: Tunnelbroker >

Code

BGP Toolkit

Forums

FAQ

Video Presentations
IPv6 Blog Posts
Usage Statistics
Tunnel Server Status
Metwork Map
Looking Glass (v4/v6)
Route Server (telnet)

Global IPv6 Report
IPv6 BGP View

Transit
Colocation
Dedicated Servers

v4 Exhaustion

IPv4 & IPv6
Statistics
RIR v4 IPs Left

VE ASNs
3% (5,487141,011)
V6 Ready TLDs

vE Glues
8,540
vE Domains
k 314

How to Enable IPv6
Page-96



Hurricane Electric - Tunnel Detalls

® The details below show that 2 of
5 tunnels have been built. You
can click on the tunnel to get

more specific information.

B Select Administraton Command Promel

The tunnels shown on
the left are the DNS
names for the tunnels.

=

HURRICANE ELECTRIC
INTERNET SERVICES

Name

Hurricane Electric Free IPv6 Tunnel Broker

i) HE.NET
SEr
Tunnel Broker News: CelftT:e d
*Update - 18 January 2012
[January 18, 2012 Explorer
sUpdate - 13 January 2012
[January 13, 2012]
#UPDATE - 16 October 2011
[October 16, 2011)
+UPDATE - Sept. 27th, 2010
[September 27, 2011]
#Dyn-compliant Endpoint Updates
[September 16, 2011]
Tunnel [2/5] Routed /64 Routed /48 Description
tunnel.tserv13.1.ipvé.he.net 2001:abc:8:8ef- /64 2001:abc.e1ae /48 VCOE - C
, VCOE - V
tunneltservi32.ipve.he.net 2001:abc:8:8M: /64 2001:abc:e2c9: /48
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Hurricane Electric - Tunnel Detalls

® The tunnel details

provide all the
Information you need to
build your own IPv6
tunnel.

The example
configurations tab will
help you determine the
configuration for you for
nearly any device you
might have.

Note: You will need a
stable IPv4 address for
your endpoint.

@ HURRICANE ELECTRIC
INTERNET SERVICES

Tunnel Details

IPvE Tunnel Example Configurations Advanced

4 Tunnel ID: 81602 Delete Tunnel
. Creation Date Mowv 13, 2010
 Description VCOE -C
IPvE Tunnel Endpoints

A server Pv4 Address 21666222

M server IPvE Address
<4 Client IPvd Address
L3 Client IPvE Address

2001 abec T Bel-1/64
207.98.220,154
2001 abe T:8el-2/64

Available DNS Resolvers
i anycasted IPvE Caching Mameserver
Anycasted IPvd Caching Nameserver

2001 abe 20::2
482 42 42

Routed |IPwe Prefixes
- Routed /64
. Routed /48

2001 abx 8 Bel /64
2001 abe e1ae /48 [X]

rONS Delegations

4 rDNS Delegaled NS1
rONS Delegated NS2
rONS Delegated NS3
rONS Delegated NS4
rDNS Delegaled NS5

Edit
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Hurricane Electric — Example Configurations

@ HURRICANE ELECTRIC
INTERNET SERVICES

Tunnel Details

® There are numerous
d eV| ces fo rw h | C h IPvE Tunnel Example Configurations Advanced

example configurations

Apple Airport commands into a command window:
can be found. Cisco 10S

CoyotePoint Equalizer
Fortigate 4.x

® The example will be FreeBSD < 4.4

FreeBSD == 4.4

customized to use the e,
tunnel information that paseng
Mikrotik

you have been NefBSD / Mac OS X

OpenBSD appliance that passes protocol 41, use the |IPv4 address
d el eg a‘ted OpenWRT Backfire 10.03 .1 DHCP service instead of the IPv4 endpoint you provided
' Screen0S 6.2.0r1.0

Solaris
Vyatta re example configurations and may be different
Windows 2000/XP ne OS or the tools you are using. If you have any issues

Wwindows Vista/2008/7 ase contact us at ipve@he.net and we will be happy to
assist you.
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Hurricane Electric — Example Configuration HEG

® The outputis designed
specifically to work with

your tunnel information.

HURRICANE ELECTRIC

INTERNET SERVICES

Tunnel Details
IPvE Tunnel Example Configurations Advanced

JunOs -

Copy and paste the following commands into a command window
interfaces |
ip-0sL/0 |
unit 0 {
tunnel {
source 207.98 220_184;
descinacion 21E_E68.22_2;
1
family inscé {
sddzass 2001:abC:7:0ef::2/64;
1

NOTE: When behind a firewall appliance that passes protocol 41, use the IPv4 address

you get from your appliance’'s DHCP service instead of the IPv4 endpoint you
o our broker

The configurations provided are example configurations and may be different

provided

depending on the version of the OS or the tools you are using. If you have any issues

getting your tunnel to work please contact us at jpve@he.net and we will be
assist you.

happy to
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Other Tunnel Brokers

Hurricane Electric isn’t the only show in town...

® Gogob6’s Freenet6 Tunnelbroker —
— http://lwww.gogo6.com/freenetb/tunnelbroker

— server/client model

® SixXS - IPv6 Deployment & Tunnel Broker

— https://lwww.sixxs.net/main/

® \erify your current IPv6 provider...many major ISP’s
have pilot running and you may be able to go native
through your ISP.
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RFC’s to Reference

® RFC 3531 - A Flexible Method for Managing the Assignment of Bits of an
IPv6 Address Block

® RFC3587 - Pv6 Global Unicast Address Format

® RFCA4191 - Default Router Preferences and More-Specific Routes
® RFCA4291 - IP Version 6 Addressing Architecture

® RFC4861 - Neighbor Discovery for IP version 6 (IPv6)

® RFC4890 - Recommendations for Filtering ICMPv6 Messages in Firewalls
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