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Invisible IPv6 traffic poses serious network threat

Odds are you have hidden tunnels on your netwarlyiog IPv6 traffic--and possibly IPv6-based attsick
By Carolyn Duffy Marsan Network World , 07/13/2009
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IPv6 — the next-generation Internet protocol — isn't klegpoo many
U.S. CIOs and network managers up worrying at night perhaps it
should,.

View our slideshow on The Evolution of the Interne
See what's driving a Florida university to IPv6.

Experts say that most U.S. organizations have hidi@e6 traffic running
across their networks, and that few network marsages equipped to see,
manage or block it. Increasingly, this rogue IPngfic includes attacks
such agpotnetcommand and controls.

"If you aren't monitoring your network f¢Pv6 traffic, the IPv6 pathway

can be used as an avenue of attack," says Tim LleMarector of

systems engineering for Juniper's federal groughd¥vetwork managers

don't understand is that they can have a usermgnPRiv6 on a host and
someone could be sending malicious traffic to et without them knowing it."

Most U.S. network managers are blind to rogue IfPaflic because they don't halRv6-aware firewallsintrusion detection
systems or network management tools. Also, IP\@idria beingtunneledover IPv4 connections and appears to be regular
IPv4 packets unless an organization has deplsgedritymechanisms that can inspect tunneled traffic. éb&®5 of the
biggest IPvébased threats facinglOs.)

"At least half of U.S. CIOs have IPv6 on their netls that they don't know about, but the hacker$ siys Yanick Pouffary,
technology director for the North Americ#Pv6 Task Forcand an HP Distinguished Technologist. "You caibre IPv6.
You need to take the minimum steps to secure yerimgter. You need firewalls that understand |IPvd i&v6. You need
network management tools that understand IPv4 Rv@l.'

"Although they're not thinking about IPv6, for mastthe Fortune 500, it's in their networks anywaggrees Dave West,
director of systems engineering for Cisco's pusdictor group. "You may not see IPv6 today as anessidriver. But like it or
not, you are running IPv6 in your network."

IPv6 is the long-anticipated upgrade to the Intesmaain communications protocol, known as IPv&6IReatures vastly more
address space, built-in security and enhanced sufgpstreaming media and peer-to-peer applicatidwvailable for a
decade, IPv6 has been slow to catch on in the d&itates. Now that unallocated IPv4 addressesxpected tqun out in
2011, the pressure is on U.S. carriers and corporatimdgploy IPv6 in the next few years.

IPv6-based threats are not well understood, bytahe becoming more prominent. For example, theeisd IPv6-based
attacks was raised at a June meeting oNtgonal Security Telecommunications Advisory Corted a high-level industry
group that advises the White House about cyberitgcur

"We are seeing quite a bit of command and contadfit that is IPv6," says Jason Schiller, senitetnet network engineer,
global IP network engineering for the public IPwetk at Verizon Business. "Hackers are trying teelage IPv6 to fly under
the radar. We're seeing a lot of bot networks wiieecommand and control is under IPv6. We're sésing illegal file
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sharing that leverages IPv6 for peer-to-peer conications."

Rogue IPV6 traffic is an emerging threat for neteumanagers. The biggest risk is for organizatitvas have decided telay
IPv6 deploymenbecause they don't see a business driver foreade — a category that includes most U.S. cotiposa

U.S. federal agencies are in a better positiorratept themselves against IPv6-based threats bethey have enabled IPv6
across their backbone network&deral agenciesre moving ahead with plans to integrate IPv6 th&r enterprise
architectures and capital investments.

Rogue IPv6 traffic "is a very real threat," sayeihFrankel, a computer scientist in the CompS8tgurity Division of the
National Institutes of Standards and Technologys{I

"People can have IPv6 running on their networksrastcknow it. Computers and other devices can witip IPv6 turned on.
Ideally, if you're not prepared to protect agalPst5, it should be turned off for all the devicesymur network. You need to
be prepared to block it at your perimeter. You warttlock it coming in and going out," Frankel says

Frankel recommends that organizations that donit veerun IPv6 in production mode buy firewalls anttusion-prevention
systems that can block both native and tunnele@ traffic.

"You should be blocking not only pure IPv6 traffiat also IPv6 traffic tunneled inside of other fig? Frankel says.
"Network operators have to be aware of the way$ Weuld normally be tunneled in IPv4 traffic andtfire different types of
transition mechanisms, and they have to becomeeamfdahe rules necessary to block these variossetaof traffic.”

Where does rogue IPv6 traffic come from?

IPv6 traffic gets on your network because many airy systems—including Microsoft Vista, Windows\&s 2008, Mac OS
X, Linux and Solaris — ship with IPv6 enabled byaléf. Network managers have to disable IPv6 onyetlevice that they
install on their networks or these devices are @bteceive and send IPv6 traffic.

"We're probably talking about 300 million systeratthave IPv6 enabled by default," estimates JeaKdirector of IPv6
Security at Command Information, an IPv6 consuljatié/e see this as a big risk."

Experts say it's likely that network managers fatlyet to change the IPv6 default settings on sdesktop, server or mobile
devices on their networks. At the same time, moghmizations have IPv4-based firewalls and netwogkagement tools that
don't automatically block IPv6 traffic coming irtfreeir networks.

"The most common IPvBased attacks that we're seeing right now are wberhave devices on the edge of your network
are dual stack, which means they're running IP\#lBr6. If you only have an IPv4 firewall, you caave IPv6 running
between you and the attacker," Klein says. "Thesci#r is going through your firewall via IPv6, whiat that point is wide
open."

Another common problem is IPv6 traffic tunneled oN@v4 using such techniquesBsredq which is supported by Microsa
or the alternative 6to4 and Intra-Site Automatiaiel Addressing Protocol (ISATAP) approaches.

"The typical IPv4 security devices are not tunetbtik for IPv6 tunnels," Klein says. "They offerryaveak defense, which is
kind of scary."

Klein says the only way network managers can disctRv6 devices on their network is to run IPv6e&then, it's extremely
difficult to discover IPv6 tunnels.

"You might be able to find the top three tunnels it all the other suhinnels," Klein says. "You can tunnel IPv6 over Hp!
over IPv4. How are you going to find that?"

To battle these threats, Command Information isrof§ software called Assure6, which operates imjutction with deep
packet inspection systems to identify IPv6 traffioneled over IPv4. Similarly, the McAfee Networ&cBrity Platform offers
full IPv6 and tunnel inspectio@iscoand Juniper offer IPv6-enabled routers, firewalid other systems that allow network
managers to set IPv6-related security policies.

Klein says he gets one or two calls a month frogapizations that have been attacked through rdgue traffic.

"One of our honeypots that we have set up sawrebasing an IPv-only attack," Klein says. "It was hiding itself B&/4
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through our router, and it was attacking and igggimmmand and controls to a botnet in the Far 'East.
The number of IPv6 attacks is small but growingViaster says.

"There are fewer people that have IPv6 enabledt,ssaot as rich a target as IPv4," LeMaster atitise majority of the
vulnerabilities are over HTTP. They're applicatiefated, where IPv6 is just the transport for theeseurity concerns.”

Frankel says IPv6-based threats are common enbagkvery network manager needs a plan for mitigetiem.

"Nobody today will deny that they have to do sonreghabout viruses or about spam," Frankel adds.fdir to say that rogue
IPv6 traffic is in this category of threats thagtsing to hit you if you ignore it."

To block or not to block IPv6

Experts disagree about whether it's best for nétwanagers to block IPv6 traffic or to enable IPefic for monitoring
purposes.

Most say that if an organization isn't preparedupport IPv6, it should block IPv6 traffic cominmgé and leaving its network
using IPv6-enabled routers, firewalls, intrusioeymmtion systems and intrusion-detection systems.

Network managers "should be creating policies...thak for IPv6 traffic and if they see it to drop theacket," LeMaster

says. "Within their security incident manager soluthey need to look at the profiles of traffiowiog into their network.

They need that visibility. If they see IPv6 trafftbey need to find out what host it's coming frongoing to, and turn that
traffic off."

But these experts admit that blocking IPv6 traifi@ temporary solution because a growing numbgoof customers and
business partners will be supporting IPv6.

"If you're not prepared for IPv6, then the prudiimg to do is not to allow it into your network,&€Master says. "But you
shouldn't be blocking all IPv6 traffic for the ndixte years. You should only block it until you ka® policy and understand
the threats."

Long term, the better solution is to start runnliBg6 so you can gain visibility into your IPv6 tliafand experience with the
new protocol, experts say.

"We don't recommend that you block IPv6 traffic. #e recommending that you do an audit and finchout many 1Pv6
devices and applications are on your network. if have IPv6 traffic on your network, then you've goplan, train and
implement IPv6," says Lisa Donnan, vice presidémtdvanced technology solutions at Command Infoionat

Cisco recommends that its customers adopt the samaity policies for IPv4 and IPv6, and that thpskcies be
implemented using a layered approach.

"Configuration management, configuration contrad @olicy are going to be pretty critical now asddlthese IPv6 devices
just show up on the network," West says. "Confijaramanagement may be the largest threat we havmd IPv6."

Frankel says now is the time for corporations #otdtaining staff in IPv6 and getting experienddhwvPv6 so they can protect
themselves against IPv6-based attacks.

"Companies need to acquire a minimal level of etigein IPv6, which will help protect them agaittsteats,” Frankel says.
"The other thing they should do is to take theim@rdfacing servers, those that are external to theocatjon's firewalls, an
enable IPv6 on them. That way customers from Adila Wv6 addresses will be able to reach theseesg@and their own
people will acquire expertise in IPv6. This will bdirst step in the process."

IPv6 is "coming," Frankel says. "The best way ifaice it head on and to decide you're going ta dothe most secure
manner possible."
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