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2.1 India IPv6 Task Force
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Figure 1: Structure of India IPv6 Task Force
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����������
��	������
�1�
<�	���&�	��������

����������	

�����
��
��������
�	�%�����*���	�
��6��������������
�������;�����	�
"�#,����%��������,�����
�������	��&	������,��:6,�����=,�6$�B�,�!*K����1���* ?�5�J� ?,��
	�����



H

��
���	�����&���������	
��
�,��
����	��
�����
���
��
��
�.����	��	���
�
������&��
	�������
1������	�%��
'��������������������������	���.����
���%

Working Groups –� ���	�� 
	�� ��
� >�	1�
�� �	����� 

�� �
��� �
�� ��� 	����
������ &�	� ���� �����9��

����������
�����
����.�����	

�����
����'!�0%�B
���&����������	��	�

��
���
���&��
���>�	1�
���	����
is the lead organisation in that group who is responsible for funding the activities of the respective 
.�	1�
���	�����
�
������
��������	�
������������1����
����&������
��,����������,���������
��&������	�����%�
'�����������������������
����
����
������	����
��%��������
����
	��
���
��	L

WG Number Name

WG-1 Training & Awareness `� D

��$�
� �	
�
�
��� �
� 
�����
���
� .����;! '6,� ''*�� 

��
����	��	�

�)
���
�%

`� �	
�
�
���&�	�
��
���&9��	��&	�������	
��
�%

`� 6�
�����
��>�	1�����,�����

	��

����
&�	�
���%

WG-2 Action Plan & IPv6 Network 
Implementation

`� Primarily responsible for studying the different network 
scenarios and come up with action plans for individual 
��	������	�����	��A��	�

�)
���
�%�

`� *�	�����!	�����	����������	�����&�	�'!�0��������
�
���
%�

WG-3 ���������	
	���
��
������ `� ���������
�� �&� �����
� '!�0� �����9�
���
�� &�	� ����
���
�	�,�.�����.�������&����.������
�����
1������	��

WG-4 India6 Network `� ��� ��

� �	

�����
� ����,� �
1�� 
� �	�8���� 	���	�� 

�� 
����
���	��

���.�������������������	������	�����	A�	�

�)
���
�
��������������j�	

�����
�!���z��
�����j'
��
0�
��.�	1z�.�����
.�������
�
���
��

�'!�0��
�1��
��
��.�	1%z�

WG-5 Experimental IPv6 Network `� *����
�� ��� �&� 

� '!�0� 
��.�	1� &�	� ����
��	
��
�� 

��
�/��	���
��
��.������&&�	�
��'!�0��	

�����
����

	���%�

WG-6 Pilot Project `� !�

,��	��
	���	�8����	���	�,��	��
	������&�
��
���������
and coordinate with different Government and service 
�	�����	������
1�����������������
���&�������������	�8�����
�������
��	
�������'!�0��
�
��������%�

WG-7 Application Support `� To facilitate the transition of existing content and 
applications and development of new content and 

�����
���
���
�'!�0%�

WG-8 Knowledge Resource 
Development

`� ���������������'!�0�1
�.�������
����
��������
�	��.����

�������
	�����
���
��&���������
���

���
��������%

`� !�	����.��������J�
���	���&�D3������
1������������&�'!�0�
	��
���� ��������������
���

�� �
��������,� �
������ �
� �
����
	���
	����
�'!�0����%�

WG-9 IPv6 Implementation in the 
Government Network

`� Pursue with different government departments for 
�������
�
���
��&�'!�0%�

WG-10 Network Security  Group `� ��9
������	������������,� ����
��
��
	��������	���

�������
�	
�������&�	�'!�0�����	����
������
��
�'
��
%�
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�������,� 
� *�

��
�� 6��������� �
�� �een formed to ensure proper co-ordination between 
����

������=%�'����
�������&���
��	��&9��	��&	�������

������=�
�����������	�%�'
�
������
,�

�'!�0�
6�	��6����������
�����
���
������������ ���1� �
����
	�����'!�0��	

�����
� ������,��������	
��������
�
	�������
1������	��

��	������
�������
����
�	����
	��
���%�����'!�0�6�	��6�����������
�������&�
�����	��&	������,�����=,��:6�

���
	������
����	��	��	���
�
�����%

����	�������
	���������
��
�� �
������������6�	��6��������,�

�:/��	���	�����
��
�������
�
&�	���%�'�����
�	����	�����������
��	�����
	���������
��
��������A��	��������
���
��	�����	�
��'!�0�

������
%�'����
�������&����������	��&	����	������'
��

��
���������"��1��''��,�''*�����%#,�>�	���'!�0�
<�	��,� ;�0�J
�
���
�

��	��	���
�
�������&��
	�������
1������	�%

2.2 Steps Taken For IPv6 Proliferation

;��
	���
����	��&��������
������
��
1�
�&�	��	

�����
�&	���'!�+����'!�0�
���
��	L

2.2.1 Meetings / Seminars /Workshops
�#� 3����
	� �����
��� �&� ���� B��	������ 6��������,� *���	�
�� 6��������� 

�� >�	1�
�� �	�����

�
����
1�
���
�����
�������	�&�	�
���
%�;����
���	�

��
���
��&��;����
�!�

�5�'!�0� ��.�	1�
'������
�
���
��>�	1�
���	���,� ��6���,������
�������
��
	���
����	��&�	����.������
������
��	����.�����
8�	���	������	�����	��"��������
��#,���
��
��5�
�����
���
��	�����	��"+������
��#,�
B:J�5��2�����
����
��	�� "+������
��#�

���
�����	���������

�&
���	�	�� "�������
��#%�
�������,��
	����������
���"���
��%#��
������
���
�������.����6�
�	
��

��*�
�������	
��
��
��
���	���,����
	���
���

������	�!*K�������
�������

����
	���������&�	��	

�����
����'!�0%�;
�
activity sheet (attached as Annexure-A) has been prepared and circulated to all Government 
�	�

��
���
����������������
������
�1%�

��#�  �� 6���,� ���� �
� 
�����
���
� .���� �* ?,� ���� ��
�� �	�

��
���
� �&� ��	
�
�
�� 

��;.
	�
����
>�	1�
���	������
��
�����	�

�����
��
	���
����	�"�+�
��%#��&�'!�0�
.
	�
����.�	1������
��
���.����
�	����������
����

���	�
�����&��������
�	��&�	�������
�9���&�1����������
��
1�	���
�
��������	
��
���	�

��
���
��

������	���
1������	�%�;���������.�	1������.�	��
���
�������

��������$����
��%��&��
	�����

���&	����
	��������
	���
���A���
���	�����&�����*�
����
�����
��
���� 	

1�
���&9��	���&� ���� �������&�6���&�*��	��
	�� A�!	�
���
��*��	��
	�� "'�#%��������
�����&�
����.�	1������
	��
��
�����
��;

�/�	�$�%� '
�
������
,��* ?��
��
������
����������
��%�
'!�0��	
�
�
���	��	
�����
��;?��6,���
)�
�
��

���+�
��%�
�������	��������&������
	�����
����	
��
���	�

��
���
���
�����	�	�2����%

���#� ;����
���	�

��
���
��&��;�����
���
�*����	���>�	1�
���	���,������J
��
�	
�.�������������	��
�&����,�:3 :��

��;�	�����
		��������
������
��
���������������������
	�����
�����
���
����		�
����
������
������������	��
��	�
��
��&�	���&&�	�
��'!�0��	

�����
����

	���%�;����

	����&�

�'!�0�
���	���

����
�����

�'!�+�.����������
�� ;�0+�����

����.
���	�
���%�����1���9
��
���
.�����.�	���	���
�����
�����.�	1������&���
��
��5�
�����
���
��	�����	��������
��+$��$�����
at Mumbai were as below:

 � �'
��

������
��
��
�����
���
��.�	���

�������.�	1�
�	�
�����
� ;�0+���������
�1��&�
'!�0������	���
�����'J�����
��%
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 �  Applications that require point to point connections need to be supported by Application 
?
��	��
��.
��";?�#%

 � �!������ &
��
�� .�������� 

�� 
�����
���
�� ������� 
����� '!�0� "��
�$��
�1#� ���� ��� ����
following reasons:

 � ��;������	
��	��
������������
��.
���]�	���������
����
���	&�	�

��%

 � ��D
���
���	
������
���.����'!�0�

��'!�+�]������	����	��/��	��
��%

 � ��3������	��1�����
��
������
������]��
��	������
������
��
����%

��#� ;������
��.�	1������
�'!�0�&�	��&9��	���&��
���A��	�

��
���
���
��	�������&�<�


��
��*�	������
.
���	�

������
��Hth�B�����	,������
��*

��
	���
.

,�����D^,� �.������%�����.�	1�����
.
��
���
���������	����

�0��
��%��&���
��	��&9��	�%������	���
�
���
���
�����&����.�
���������
were made: 

 � �!	��	�����&�'!�0��	

�����
�
�	�����
	�������
1������	�%

 � �'!�0L���������
��������
��������
�
���
%

 � �3����

����&�'!�0�����

1�
��

��9


������
�
�

���	

�����
���
����	
���
�%

 � �'!�0L��	�
��
��
���

����
�9


��
�������	%

 � �'!�0��������
�
���
�
�������
��	
�������%

 � �*���	������
����	
���
���
�'!�0%

 � �'!�0�3�
���?������	��9�
���
�&�	�'*!��,�>>>����%

�#� ;��.���
�������

	��
�'!�0�&�	��&9��	���&�����.
���	�

������
���th�

���0th November 
�����
��*

��
	���
.

,�����D^,� �.������%�J�	����

�H���
	�����

���
���
���������.��
�
�������

	�����	�
���
	������������

����������&�'!�0�
����
���%�����&����.�
���������.�	��
covered:

 � ����	
��
���
���
������

���	��	�����&�'!�0��	

�����
�
�	�����
	�������
1������	�%�

 � >���'!�0{

 � '!�0�
��	����
�%

 � '!�0�
�����
���
�,��	���
��&
���	�,�0?�>!; �

��'
��	
����&����
���"'��#%

 � �	

�����
�����
�2����

����	
�������&�	�'!�0��	

�����
%�

 � D�.������
	��'!�0���������
�{

 � *���	�����
�'!�0L��������

��������	
������%

 �  
���

��B����
��<��	�� ��.�	1�" B< #L�����.�	�
��	�	
��'
��
���������
����
��	��
��%

 � 6
����������
��	

�����
����'!�0L��D:?,�;�	����5��������������%

 �  '6L��	

�����
���

,�
��	������

,�*>; �5�*�6�
��	������

,��	

�����
�����
�2����
���%�
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;�^��)�6�
�����.
��
�����	�

�����
�������
�����
���F
���	�

��
.
	�
�����
���������

	%�
����
��	
����	
��
��
.
	����������������

	��
�����
�����&����
�1�&	����
	�����

���.
��Z%@�"�
�
�
��
����&��$��#%

2.2.2 Empanelment of Consultants
'
� 	����
��� ��� ���� ���

�� 

�� 
���� �&� �
	����� ����	
��
�� �	�

��
���
�� 

�� ��� &�	���	�

&
�����
��� ����� �
� '!�0� �	

�����
,�����	�

��
���
���
������
����������

�����

������������� ���
�	������'!�0���
����

���

�A�	��������
�
���
��&�'!�0���	�����%�������
����

���
	��
������.L

Empanelled Consultants for IPv6 Implementation
`�  '��D
��	��	 `� :	
���5�=��
�
`� �6* `� Neosixth Technologies
`� 6$�B� `� Tech Mahindra
`� :3 :� `� �6'?
`� !	���.
��	�������6����	� `� D6?
`� �'�6B:�"''��I

��	#

D�.���	���������	
��
���	�

�)
���
��
	��&	������
����
��

������	��������
����
����

��&�	�
����	�'!�0�	�2��	���
�%���������

��������
����

����
������
��
����	�)����
�����	�����������)%�;,���


��6�����
��
���
������������&���
�����
����	�����
�����
���������.L

I. Type A - IPv6 Consulting: 

���������� �
���������9
�
��

���
		��
��������
�����
��
���������� 	��
���� ��� '!�0� �	

�����
�
��	
����� 

�� ��


�
�,� ��	����� ������ ��1�� �
��	���.�� 

�� ������
�� .���� �
	����� ��
1������	�� ���
�
��	��

��

����
	��	�
���	
�������

�&�	�'!�0�'������
�
���
%�������
������L

 � �'!�0��	

�����
�;�������
��

���
��;

�����L�


%� '!�0�;.
	�
����
�	�����	�

�)
���
%�

�%� 6�		�
��*�
����&�'!�0�	�
��
���%�

�%� :/����
��'!�0�;������
�!�

��

������	�*�
��%

�%� '
&	
��	����	��3�
��
����

��
��.�	1�
����%

�%� ���
�����'!�0��	
�
�
��

��:���
���
�3�
��
��

��!�

%�

 � *�	
�����!�


�
�L�


%� ���
�����'!�0�'������
�
���
�A�;������
�3�
��
��

��!	�8����!�

%�

�%� ���
�����'!�0�;������
�����	


���A��	

�����
�J


����
�%

�%� !	���	���
����

�

���������!�


�
��&�	�
��.�	1��
&	
��	����	���2�����
�,���������


��@	���
	���
�����
���
�%�

�%� 6�		�
��'!�0�
������
���	
�����

���������
�
���
���

�%

�%� I���
������
���
���
���%

&%�� 6	�
��
��������
�
���
������
����

������	���
�����������
�
���
�	�
��
�%
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 �  ��.�	1�!�
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���
��&�
�����
���
��
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II. Type B - End-to-End IPv6 Consulting: 

���� ������ �&� .�	1� ����	�� 
��� 
������� .����� �
������ '!�0� !	�8���� J


����
�� �
� 
������
�
��� '!�0� ��
�����
�� ��
���
��� 
����%� ���� 	����
��������� �
����
����� ���� ��������� ��
���	�
��
and supervision of the actual implementation and ensuring a timely delivery by the implementation 
�	�

�)
���
%��������
�����&�!	�8����J


����
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����������
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����
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�������.L�

����	�
���
��	�8������

�&�	�'!�0��	�8�����


����
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		������'!�0��	�8�����


����
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����������&�	�'!�0�
������
��
�����
�L�


%� ���
�����!	�8����J


����
��!�

�]�B�8��������

��;��	�
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1������	�� '��
��9�
���
,�
!	�8����*�����

��������
��,�6����J


����
�,�3����	���!�


�
�,�������
��J


����
�,�
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���J


����
�,�3��1�J


����
��

��3��1�J����
���
�!�

,�!	���	���
��J
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�,�
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�
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III. Type C - IPv6 Implementation: 
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2.2.5 World IPv6 Launch Day (06-06-2012) 
The ‘World IPv6 Launch Day’�.
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2.2.6 World IPv6 Day (08-06-2011) 
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2.2.7 India IPv6 Task Force Newsletter
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2.3 Efforts at International Level
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3.1 International Scenario 
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3.1.2 Key Global Statistics on IPv6
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Figure 2: Percentage of users accessing Google over IPv6



�+

�%� ����
��������
����	��&�'!�0�'
��	
��������
���
�
���&�B�����	��������

���
��
�����@%Z�������
�
�&��������
����������
��	��%�Z|��&�'
��	
��������
���
%�����'!�0�
������
���
����
�	����������&�
�����
8�	����
�	����
���
�B�����	���������
�����.
��
������
��������.L

Country IPv6 adoption %
K
�����*�
��� �%E|

France +%0Z|
K
�����I�
���� �%�|

Germany �%��|
6)����3������� �%�Z|

3��

�
 H%+@|
Brazil �%�+|
3����
 �%�|
'
��
 �%�+|
6��

 �%0E|
7
�

 �%�+|

Australia �%@�|
New Zealand �%�Z|

Taiwan �%0�|
*�����;&	��
 �%�+|

6�
�	
��;&	��

�3������� �%+�|
Source : http://www.google.com/intl/en/ipv6/statistics.html

�%� ��������
��'!�0��	�9/���

��;*�


��
��
��'!�0�
	��
�����
�����	����

�������	
�������.�
���.������'!�0��	�9/���
���
�����
������
�����'
��	
��%

��������
����


��
����'!�0��	�9/���
	��
�
	�
��H���%�����
�%��&�;���
������*������";*#�



��
��
��'!�0����
�����
�����	����

����		�
������

���
��
�
	���0���%



��

�%� ��	�
�������
���&�.���
	������
����
���
��&�'!�0��	�9/����������3'3���������'*!�����
����	
������
increasing as evident from the graph below:

�%� ���	��
	���@0�E���&
����<	���!	�9/���"�<!#�
����
�������
������H�����
�	���%�B&��������ZE��

	�����������
� ���� '
��	
��%� '
��
� ���
���������
��Z�
���

�������
�����.L;� �
	���
����	��&�
�	�

�)
���
��&	���'
��
��
������
�
���'!�0��	�9/��%�*�����&������
	�����
��
�������������
���������
	����	�

�%����
�����
��������
��
������
��������
��
�;

�/�	��6%�'������/�������
��
��.�����
�	�
��
��
������
��&�'!�0�����������	�,���	��

����	��'!�0��	�9/���.�����������
���������
�����'
��	
��%



�0

&%� '�� ��� �/������� ��
�� ���	�� .���� ��� 
�
	��� �.�$

�$
$�
�&� 
��.�	1��� �������� &�	� ���	�� ��	��
�
�
� ������

���]� 	��������Z�������
���

��������������������0%� '����
����
���������� ��
��
	��
���
����

�����,�����
�����
���
��%��.��������
�J�J�"�
���
������
���
�#���

�����
��
	��
�/��������������%� �����	�	���
���,�����
��'!��	
&9���
���
�	�
���������&�������	������
���9���
��
	��

��.�����
�	�
�����	��&�������	�����
�/��9��%���������
��'!�0��	
&9�����
�
	����|��&�����
���
���	
&9��

������	�.�
�����
�����
����	����

�����
��
	������

�
������	���

����
�'!�0%

�%�  �
	���@�����.������������
����
	���
�'!�0%�J
8�	���
��
����	�����	�� ��1��������,�;1
�
�,�
=
���,�<
�����1,�=�����������%�.�����
����
�� &�	����
�9�

����	��
�
����&� '
��	
��� �	
&9��
�
����

�����'!�0��
�����	�.�������%

�%� :��	��
�.�����?��������
�
������������	����	�2��	�����������	��'!�0%����	����

�����	��	��
��
�
�
� *�	���	��������
������

�����	��	��&�	���������?��������
�
��"�?��#�

��;�

��;;;;�
�����	���	�������������������

�����	��	�%��������������
�
���
���������
�
�

�����&9/���
�����
��%����%
���%�	��%���%�
�%�
����%�:
����?���
�������9��
����	��
�����

�����	��	�%����
�����	��'!�0�������

�����	��	����������
���

�'!�0�
��	���������������

��

�����'!�0�
��

��������������
��������

����	�
��������	�'!�0%�����
��������
����	��&�����?��������
�
��
"�?��#���

���
��@�0�.������E��?����
��
��'!�0�

�����	��	�%

�%� ���	��
	���@�	������	��	������
���������&�.�����Z��

����2��	�������	� '!�0%��������@�	����
��	��	���
��������������		�	��
�	��������.�	����
���&&�	�
�����
���
�%�������������
������.�
���.���������
���
���&�������	������	��	��

����		�	�%�B&������,�@�Z���		�	��
	��'!�0��
�
���%�
<�	���	,�+H|��&�����	� *�

�����	��	��
	��	�
��
������
�'!�0%�B&������,�E�%�|�
	���������
��
'!�0�
���������
��&
���
���	�&
���	���

�'!�+�".����
�����#%

3.1.3 Summary 
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4.1 Government Organisations
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The Government organisations are proceeding in a step by step manner as per activity 
sheet (attached as Annexure-A) which has been prepared specially for Government organisations 
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4.1.2 Challenges 
The following are the challenges faced by the Government organisations at present: 

 �  The basic challenge that faces the Government organisations is the lack of awareness 
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 �  There is a considerable legacy infrastructure and applications that would have to be 
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4.1.3 Strategy & Transition Plan
The Government organizations are recommended to follow a phased transition approach spread 
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b) Assessment:The transition plan should be discussed with all stakeholders and a detailed 
assessment  across the following should be conducted:
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Central Government Ministry Scenario: 
�����	

�����
���

��&�'��
��.�	1��&�
������
��6�
�	
������	
��
��J�
���	��
��
�.��������������

involved is as under:

The network comprises of layers as below : 
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Figure 5: IT Network of a Typical Central Government Ministry
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 � The Government organisations should prepare a detailed transition plan for complete 
transition to IPv6 (dual stack) by December 2017 based on the network complexity & 
equipment/ technological life cycles. The plan should be prepared latest by December 
2013 and accordingly the required budgetary provisions should be made in their demand 
for grant. For this purpose, it is recommended that a dedicated transition unit in each 
organisation should be formed immediately to facilitate entire transition.

 � All new IP based services (like cloud computing, data centres etc.) to be provisioned for 
�	��	���	����������	�������������	������	��	��	����	���
�	����������	���!	���"�
	#���	
immediate effect.

 � The public interface of all Government projects for delivery of citizen centric services 
������	 ��	 ����	 ���
�	 ����������	 ���!	 ���"�
	 ������	 ��	 $'*$'*+$';<	 =��	 ���������	 �"	
Government projects in turn will act as a catalyst for private sector transition from IPv4 
to IPv6. 
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 � The Government organisations should procure equipments which are also IPv6 Ready 
(Dual Stack) and go for deployment of IPv6 ready (Dual Stack) networks with end to 
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 � The Government organisations should go for IPv6 based innovative applications in 
their respective areas like smart metering, smart grid, smart building, smart city etc.

 � The Government organisations should develop adequate skilled IPv6 trained human 
resources within the organisation through periodic trainings over a period of one to 
three years to have a seamless transition with minimum disruption.

 � The IPv6 should be included in the curriculum of technical courses being offered by 
various institutes / colleges across the country. 

-------
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4.2 Service Providers
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4.2.2 Challenges
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4.2.3 Transition Strategies
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4.2.3.1 Wireless Networks (GSM & CDMA)
The rapid uptake of data services by mobile users and increased penetration of smartphones is 
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Figure 6: Implementation of data access in GPRS/UMTS networks
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4.2.3.2 LTE Deployments
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4.2.3.3 Wireline Networks
Broadband access on wire line networks is not growing fast enough as compared to wireless 
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��%�The Service Providers shall endeavor to progressively replace/ upgrade the 
Service Providers owned CPEs which are not IPv6 ready as per the following 
timelines:

 o Replacement / upgradation of 25% of CPEs by December 2014.

 o Replacement / upgradation of 50% of CPEs by December 2015.

 o Replacement/ upgradation of 75% of CPEs by December 2016.

 o Replacement/ upgradation of 100% of CPEs by December 2017.

 �  Customer Owned CPEs –�������6!:��
	���������������������	��
&��	���	��
��
��
&	��� ���� ���
� �
	1��%� '
� ����� �
��,� ��� .����� ��� ��&9����� ��� ��	���� ���� �������	�� ���
	���
�������	�6!:�%�Therefore, regarding the customer owned CPEs which are not 
IPv6 ready, the Service Providers shall educate and encourage their customers 
to replace/ upgrade such CPEs to IPv6 ready ones. The service providers can resort 
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 �  Intranet end-user Internet connectivity:� D�.� ���� �
��	�	���� ���������� 

��

�����
���
��
��������	������

����
��
���
�����'
��	
��%

 �  Intranet applications: All the services and content located inside the enterprise and 
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These sections are explained below:
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Regarding the existing enterprise customers which are not IPv6 ready, the Service 
Providers shall educate and encourage their customers to switch over to IPv6.

Intranet end-user Internet connectivity
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 �  Use of application proxies (including web and email proxies) between the intranet 
and the IPv6 Internet -������
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 �  Native access from intranet users to the IPv6 Internet - This obviously requires that 
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Intranet Applications
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4.2.3.5 Checklist for IPv6 Readiness Assessment 
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4.3 Content & Application Providers

The exponential and explosive growth of internet over the past few years can be rightly 
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Another important issue concerning the content and application providers is the need to 
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4.3.3 Strategy & Transition Plan
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 � All contents (e.g. websites) and applications providers should target to adopt 
IPv6 (dual stack) for new contents & applications by 30-06-2014 and for existing 
ones latest by 01-01-2015.

 � 	=��	 
�������	 ����
���	 �
�������	 ��
������	 �������	 ����#���Z	 ����
���	
institutions, banks, insurance companies, etc. should transit to IPv6 (dual stack) 
latest by 30-06-2013.  

 �  The new registrations on ‘.in’ domain to be compulsorily on dual stack with effect 
from 01st January 2014.The entire ‘.in’ domain should migrate to IPv6 (dual stack) 
latest by June 2014. 
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4.4.2 Challenges
The main challenge of the equipment manufacturers is the low demand due to slow uptake of 
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4.4.3 Strategy & Transition Plan
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 � All mobile phone handsets/ data card dongles/ tablets and similar devices used 
for internet access supporting GSM /CDMA version 2.5G and above sold in India 
��	��	�"���	X$*$!*+$'Y	�����	��	
������	�"	
�������	���!	���"�
	������	��	����	���
�	
(IPv4v6) or on native IPv6.
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Features of a scalable, shared and agile cloud data centre
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 �  Elasticity: Ability to scale virtual machines resources up or down
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storage according to demand

 �  Pay-per-use: Pay only for what you use

 � Multitenancy: Ability to have multiple customers access their servers in the data center 
in an isolated manner
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IPv4 exhaustion timelines and timeline impact
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4.5.2 Challenges
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security challenges during the deployment process:
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1. IPv6 Basic Protocol Vulnerabilities : 
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2. IPv6 Transition Mechanism Protocol Vulnerabilities :
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3. IPv6 Operational Vulnerabilities: 
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4.6.2 Proposed Approach for Secure IPv6 Deployment 
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Step-1: Train Staff on IPv6 security: 
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Step-2: Allocate IPv6 Security Budget: 
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Step-3: Appoint Security Consultant:
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Step-4: IPv6 Security Assessment: 
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Step-5: Develop IPv6 Security Plan:
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Step-6: IPv6 Security Testing:
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Step-7: Secure IPv6 Deployment:
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Step-8: IPv6 Security Audit:
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4.6.3 IPv6 Security Best Practices 
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5.1 Standards & Testbed 
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Figure 9: NGN Transport Lab
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5.1.2 IPv6 Standards
a) Most of the high end networking equipments are currently being imported by the vendors 
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6.1 Centre of Innovation for IPv6
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‘To establish a dedicated Centre of Innovation to engage in R & D, specialized training, 
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support to various policies and standards development processes in close coordination with 
different international bodies’. 
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6.1.2 Functions of CoI
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1) Training & Knowledge Resource Development 

Training Requirement:
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Standardization of IPv6 Courses:

'
� '
��
,��	���
����
����

�
	�� '!�0����	����
	�����
���&&�	������

�� 	����
�)��� �
�������%�
���	�����
�
���������9
��'!�0��	
�
�
��

����	��9�
���
��	��	
���
���
	�.������������
����

�
	���


���
�����
��
����	��������	
������%��������	�����&&�	���.�������
�������&��9�������	
��
������
��
��
	�2��	���
���
�
�.����	��
��9�������1��J
���
�����J
���
��6����
��
���
,�6������������
��

��
��	�����%�'��.����
�������
��������	�
���
�8����
	1���&�	�'!�0%

��������
����	����
�)���'!�0����	�����
	���
���	
���
�&	������
����������
��%�6�
����	�
��
����9��	���&��,��H,0�����	��

����������	
�
���

����
��������
����	
�
�
��	�2��	���
�,��������
��
�

$�
����&��	
�
�
��	�2��	���
�������,+@,���%� ����
�����
��������
��

��
��	�
1�������������	
�
�
��
	�2��	���
�%����	�&�	�����

����
���&������'
���������&�	����
	��
��'!�0��	
�
�
�����	�2��	��%

2) Experimental IPv6 Networks
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3) Pilot Projects
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4) R & D, Application Development & Support:
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5) Consultancy Support to Government Organizations: 
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6) IPv6 Network Auditing:
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7) International Collaboration Regarding Policies & Standards: 
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6.2 Indian Registry for Internet Names & Numbers (IRINN) 
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6.2.1 IRINN Structure
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6.2.2 IRINN Policy Features
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7.1 Case Studies

7.1.1 BHEL
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Roadmap of IPv6 Implementation in BHEL :
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Current Status of IPv6 in BHEL
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7.1.2 Smart Grid

Introduction to Smart Grid:
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Need for IPv6 in Smart Grids:
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The Proof-of-Concept (PoC):
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Figure- 10: IPv6 Smart Grid with Cellular Connectivity

Figure- 11: IPv6 Smart Grid with 6lowPAN
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e) Last Gasp Event :
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7.1.3 Flipkart
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Planning and Execution
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7.1.4 Tulip Telecom Limited
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Requirements for 6vPE Technique 
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Monitoring Challenges :
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Security Concerns :
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Reporting Challenges :
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IPv6 Monitoring and Reporting:
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The following quantitative and qualitative indicators parameters are proposed for monitoring 
and reporting:

Quantitative Qualitative

Networks `� Type of Networks
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7.3 Training Facilities
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7.3.1 Background 
The National Telecom Policy NTP-2012 recognizes the importance of training to develop a 
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8 Summary of Recommendations / Actionable Points 

1) Government Organisations :
 � The Government organisations should prepare a detailed transition plan for complete 
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2) Service Providers:
 Enterprise Customers

 �  All new enterprise customer connections (both wireless and wireline) provided by 
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Annexure A

IPv6 Implementation Activity Sheet

Name  :

Department:

Sr. No. Activity 
Proposed Target 

Date 
Status

�%� ;����
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(Parallel Activity)

A continuous 
process 
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per the plans 
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applications
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Annexure B

Details of Awareness Workshops 

Sl. No. Place Date

�% ?��1
�. �H%�@%����

2 Puducherry �Z%��%����

3 Bangalore ��%�0%����

+ 3
���	 ��%��0%�����

� Bhopal �@%�0%����

0 I��1
�
 ��%�H%����

E 6��


� ��%�H%����

H Guwahati �E$�Z$����

9 6�

���
	� 21-10-2011

10 Gangtok ��A��A����

11 Trivananthapuram �@A��A����

12 '���
� �EA��A����

13 �
�

 �0A��A����

�+ 3

��� �+A��A����

�� D���	
�
� �EA��A����

�0 Patna �EA��A����

�E '�


�
	 �+A��A����

�H Mumbai ��A�@A����

19 7
���	 �@A�@A����

20 Bhubneshawar ��A�@A����

21 ����� �@A�@A����

22 *�����
� ��A�+A����

23 Agartala �EA�+A����

�+ Port Blair �HA��A����
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Annexure D
Best Practices in Transitioning Mechanism 

Touch Points Area Component
Transition 

Mechanism
Protocol

Network >; 3����	� ��
��*�
�1 B*!�@,�'*'*�0,�
��!+�&�	�'!�0,�0!:,�
04!:,�'6J!�0

?; ?@�*> ��
��*�
�1 B*!�@,�'*'*�0,�
��!+�&�	�'!�0,�
'6J!�0

*���	��� Firewall ��
��*�
�1 B*!�@,�'!�0�;6?,�
 ;�++,� ;�0+,�
'6J!�0

'�* ��
��*�
�1,� '6J!�0
*�	��	� ��
��*�
�1

���1���� ��
��*�
�1
4�����6�
&�J6K ��
��*�
�1

'!�!��
�� ��
��*�
�1
>������ >������ ��
��*�
�1 All services to 

�����	��'!�0
Applications � * ��
��*�
�1 *����	��;;;;�

records
AAA ��
��*�
�1 *����	��3<6�@�0�

�D6! ��
��*�
�1 �D6!�0
:J*A J* ��
��*�
�1 '6J!�0

e-Gov Apps ��
��*�
�1 '6J!�0
*�	����� �
�
 ��
��*�
�1 All services to 

�����	��'!�0
4���� ��
��*�
�1 All services to 

�����	��'!�0
4���� ��
��*�
�1 All services to 

�����	��'!�0
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Annexure E

Status of the Major Service Providers

Name Status 
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���&�	��
��	�	������	�����%��3��
���.�	������5�.�	���
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��	���	�����
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��.�	1�.��������6!:������%�
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��	�	�����������	�%�
B���	��
8�	���	������	�����	�� :/�������������	�
�������������	,����@%�
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Annexure F

Checklist for IPv6 Readiness

Sl. No. Use case Special handling required 
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Annexure G

Status of Equipment Manufacturers

Sl. No. Name Product Offerings Status / Plan 
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Annexure H
IPv6 Adoption across Cloud Service  

Providers/ Data Centers
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Network Interface Cards (NIC) -Teaming Considerations
Another consideration applicable to the access layer is for hosts connecting to the access layer 
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Data Center Aggregation Layer
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The aggregation layer is sandwiched in between the access and core layers and provides external 
connectivity to those hosts residing in the access layer by linking those hosts to the outside (for 
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Bypassing IPv4-Only Services at the Aggregation Layer
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mode are as follows:
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this issue the routed mode module or appliance should be bypassed altogether in one 
of the following ways:
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Deploying IPv6-Enabled Services at the Aggregation Layer
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Implementing IPv6 in a Virtualized Data Center
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Design Considerations: Dark Fibre, MPLS, and IP
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Annexure I

IPv6 Forum Logo Program

1. Introduction 
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Forum offers this program under 2 categories managed by different entities as shown below:
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IPv6 Enabled WWW Logo:
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(ii) Validation test for IPv6 Enabled ISP logo
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(iii) IPv6 Enabled ISP Logo Program Test Levels - ���� '!�0� :
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Annexure J
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(IETF RFC Summary for IPv6 Readiness)

(1) Core Protocols for IPv6 Conformance
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(2) Core Protocols for IPv6 Interoperability
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(3) DHCPv6 Conformance and Interoperability
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(4) IPSEC (Internet Protocol Security)
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(a) Encryption Algorithms
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(b) Authentication Algorithms
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(5) Internet Key Exchange V2 (LKEV2) Conformance and Interoperability
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(7) Simple Network Management Protocol (SNMP)
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(8) Management Information Base (MIB)
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(9)  Session Initiation Protocol (SIP)
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Glossary
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