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Foreword

The Government has envisaged providing ‘Broadband on Demand’ by the year 2015 in the
recently unveiled National Telecom Policy (NTP)-2012. This is due to the fact that Internet acts as a
catalyst for socio-economic development of a country and serves as an effective medium for delivery
of various citizen centric services even in remote and rural areas. Since the current version of the
Internet Protocol (IPv4) has almost run out of addresses, the broadband revolution that is on the verge
of sweeping the country is sure to ride on next generation Internet Protocol version 6 (IPv6) which has
many inherent advantages as well. The NTP-2012 recognises the futuristic role of IPv6 and aims to
achieve substantial transition to IPv6 in the country in a phased and time bound manner. The adoption
of IPv6 based innovative applications in areas like rural emergency healthcare, tele-education, smart
metering, smart grid, smart building, smart city etc. have enormous potential to boost the socio-
economic development of the country thereby improving the quality of life of common man.

It is against this backdrop that the ‘National IPv6 Deployment Roadmap Version-II’ is being
released by Networks & Technologies (NT) Cell, DoT. This is in continuation of earlier ‘National IPv6
Deployment Roadmap’ released by DoT in July 2010 whose prime objectives have already been
achieved. The recommendations, some of which are mandatory in nature, have been formulated
and firmed up after extensive discussions with all stakeholders including industry associations and
Government organisations and adopting the pragmatic approach while incorporating the relevant
view points. Efforts have been made to incorporate all relevant inputs, material and experience gained
during last two and half years since the release of earlier Roadmap. It is hoped that this document
will prove to be an important milestone in the journey of IPv6 transition and adoption of IPv6 based
projects in different sectors of the economy. | sincerely hope that with this initiative and the support of
all stakeholders, the above aim envisaged in NTP-2012 will be timely achieved.

(R M Agarwal)

DDG (NT)



Executive Summary

This document is written on the foundation laid down by the National IPv6 Deployment
Roadmap-I, which was released by the Government in July 2010. Chapter-1 of this document gives
us a brief introduction about IPv6, the targets set by the Government in Roadmap-| and why there is
a need to release a second Roadmap for continuing the IPv6 journey in the country.

A number of initiatives were taken by the Government for IPv6 proliferation in the country.
A significant outcome of the first Roadmap was the formation of the India IPv6 Task Force, which
was an attempt to bring all the industry stakeholders to a common platform to decide and debate
on the issues for encouraging the adoption of IPv6 across the country. A number of activities were
carried out under the guidance of India IPv6 Task Force like conducting training programmes on IPv6,
empanelment of IPv6 consultants for the Government organisations, provision of IPv6 test bed by
TEC, formation of IRINN by DeitY in India, celebration of ‘World IPv6 Launch Day’ and ‘World IPv6
Day’, periodic release of IPv6 newsletters by NT Cell, DoT and many other such activities. A brief
about all such activities are covered in Chapter-2.

Adoption of IPv6 has picked up across the world and especially in the Asian region because of
the severe shortage of IPv4 addresses. Chapter-3 gives a glimpse into the various activities taken up
by different stakeholders across the world. The international scenario on IPv6 gives us a direction as
to where the world is heading and what the future holds for our country.

The Indian IPv6 ecosystem consists of many stakeholders like the Government organizations,
service providers, content and application providers, equipment manufacturers, cloud computing /
data centres providers etc. On the road to IPv6 adoption it is to be ensured that all stakeholders
perform the IPv6 journey in a coordinated manner. It is said that the strength of a chain is known by
the strength of its weakest link; similarly, it is necessary that none of the key stakeholders is left behind
in IPv6 adoption otherwise the whole ecosystem will be affected. Chapter-4 gives the status, details
of challenges faced and strategies to be adopted by the different stakeholders in the IPv6 ecosystem
including the timelines to be adopted by them in order to achieve the coordinated transition to IPv6
by all stakeholders.

One important aspect of IPv6 adoption is standardization. New technologies are adopted faster
when standards are in place. IPv6 being a new protocol, the standards are still evolving worldwide.
In India, TEC is responsible for formulating various standards and specifications for equipments used
by the telecom operators for providing telecom and internet services. For IPv6 testing of equipments
TEC has installed one IPv6 test bed in Delhi. Chapter-5 gives the details of standardization activities
in India and about the IPv6 test bed for the benefit of manufacturers and other stakeholders for getting
their networking equipments tested for IPv6 readiness, if required.

IPv6 adoption needs coordination with different types of stakeholders. The first institution
created by the Government to facilitate this coordination was the India IPv6 task Force with many
Working Groups entrusted with different activities. The main purpose of the task force was to give the
initial push required by the industry to move on the road to IPv6 adoption, which it has successfully
done. However, in the long term permanent institutional support is required in different forms to



solve the issues which all stakeholders will face during IPv6 transition. In this regard, two important
institutions, namely, the ‘Indian IPv6 Centre of Innovation’ and the ‘Indian Registry for Internet Names
and Numbers (IRINN) have been approved by the Government. Chapter-6 gives the details of these
two institutions, their status & structure, their functions and their roles with respect to IPv6 adoption
by India.

Chapter-7 explains some of the case studies on practical IPv6 adoption by some of the
organizations so that these may be referred to when other organizations plan for their own IPV6
adoption. Besides, this chapter also suggests some monitoring mechanisms for reviewing the
progress of different stakeholders and to know how successful the country is on the path of IPv6
adoption. The statistics collected through the monitoring mechanism will set the direction for future
IPv6 policy and remedial actions required, if any. There is also need to have adequately trained
IPv6 talent pool within the country to facilitate this transition. This talent pool will be required by the
different organizations when they work on IPv6 adoption. This chapter briefly describes the types of
courses which are needed to create a mix of basic, professional and expert level talent pool. With this
objective, separate action is being taken by the DoT for standardization of IPv6 course content and
empanelment of the training institutions.

Chapter-8 gives the summary of recommendations and actionable points for different
stakeholders especially the timelines as discussed in different parts of this Roadmap.
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1.1 Introduction

Information and Communications Technology (ICT) has been recognised the world-over as a
key enabler for socio-economic development of a country. It acts as a catalyst for rapid growth and
modernisation of various sectors of the economy and serves as an effective medium for delivery
of various citizen centric services even in remote and rural areas thus bridging the digital divide.
Accordingly, the Government has envisaged providing ‘Broadband on Demand’ by the year 2015 in
the National Telecom Policy (NTP)-2012 to ensure equitable and inclusive development across the
nation. Further, a target of 175 million and 600 million broadband connections by the year 2017 and
2020 respectively has been set. Since the current version of the Internet Protocol (IPv4) has almost
run out of free IPv4 addresses, the broadband revolution that is on the verge of sweeping the country
is sure to ride on next generation Internet Protocol version 6 (IPv6) .

1.1.1 IP, IPv4 and IPv6

The Internet Protocol (IP) is basically a communications protocol used for relaying packets of
data across a network. The most part of present day Internet, which has today become indispensable
for socio economic activities, runs on IPv4 i.e. Internet Protocol version 4.1t is about 27 year old protocol
having many limitations. The biggest limitation is its 32-bit addressing space resulting in about 4.3
billion IP addresses only. The rapid growth of internet, wireless subscribers and deployment of NGN
technology is leading to accelerated consumption of IP addresses with the result that IPv4 addresses
are almost exhausted today. India has at present about 35 million IPv4 addresses against a user base
of about 360 million data users which are primarily mobile data subscribers. Envisaging the shortage
of IPv4 addresses, Internet Protocol version 6 (IPv6) was developed by the Internet Engineering Task
Force (IETF) way back in early 1990s. The IPv6 improves on the addressing capacities of IPv4 by
using 128 bits addressing instead of 32 bits, thereby practically making available an almost infinite
pool of IP addresses. Besides, it has several inherent advantages as well.

1.1.2 Features of IPv6

The IPv6 offers several advantages over IPv4 as below:

a) Security — Internet Protocol Security (IPSec) is a part of the IPv6 base protocol suite.
It supports end-to-end security, authentication and non-repudiation thereby simplifying
end to end security into applications.

b) Auto configuration — This is a plug and play feature which simplifies network configuration
especially when the number of devices / nodes is very large like in typical sensor
networks. It helps networks to quickly respond to crisis situations and facilitate adhoc
network reorganisations.

c) Simplified Header format with better Quality of Service (QoS) — The header format has
been simplified in IPv6 which helps in faster routing and switching. There is also a traffic
class and flow label field, improving streaming for several applications such as VolP,
interactive gaming, e-commerce, videos etc.

d) IP Host Mobility — This feature enables a mobile node to arbitrarily change its location
on an IP network while still remaining reachable and maintaining existing connections.
Some practical uses of Mobile IPv6 could be enterprise on the move (e.g. courier



companies etc.), globally reachable home networks and internet enabled transport
(cars, buses, trucks etc).

e) Innovative Applications — IPv6 has been designed with many new features which make
it possible to develop innovative applications which are not easily possible in the current
IPv4 protocol e.g. Centralized Building Management System, Intelligent Transport
Systems, Rural Emergency Health Care, Tele-education / Distance Education, Smart
Grids etc.

f) Multicast — The ability to send a single packet to multiple destinations (multicast)
conserves bandwidth with efficient auto-configuration and service discovery.

9) Support for Jumbograms — The limit of payload size is not there in IPv6 and its size can
be as large as possible depending upon the Maximum Transmission Unit (MTU). This
greatly improves performance on high MTU paths.

1.2 Roadmap (Version-I)

The earlier Roadmap (Version- I) was released on 20th July, 2010. At that time, the Indian
ecosystem was in nascent stage of IPv6 adoption with low awareness level among the stakeholders.
During the discussion with industry members and stakeholders, it emerged that there is a need to
crystallize and firm up the transition strategy from IPv4 to IPv6 to facilitate the widespread introduction
of IPv6 in India. Accordingly, a policy document titled ‘National IPv6 Deployment Roadmap’ was
released by DoT. It was the first initiative of its kind by a Government anywhere in the world. The main
focus of the roadmap was to educate/ sensitise the Indian ecosystem about the issues related to IPv6
and enable it to take the first step in the transition towards IPv6. The following key policy guidelines
were therefore incorporated in the roadmap:

i) All Major Service Providers (having at least 10,000 internet customers or STM-1
bandwidth) will target to handle IPv6 traffic and offer IPv6 services by December-2011

i) All Central and State Government Ministries and Departments, including its PSUs, shall
start using IPv6 services by March-2012.

iii) Creation of IPv6 Task Force

1.3 Need of Roadmap Version-II

As a result of the initiatives undertaken by DoT, majority of the major service providers in India
have become ready to handle IPv6 traffic & offer IPv6 services. The Central and State Government
Ministries and Departments, including their PSUs have been sensitised about transition to IPv6 and
they are now geared up to take the next step forward with some of them already using IPv6 services. An
India IPv6 Task Force headed by Secretary (T) with 3-tier structure consisting of Oversight Committee,
Steering Committee and 10 Working Groups has also been formed. Thus, with the achievement of
prime objectives envisaged in the first Roadmap, the Indian ecosystem has come of age and attained
maturity level. Further, there is a need to consolidate the gains and build further on the milestones
achieved. The NTP-2012 also recognises futuristic roles of Internet Protocol Version 6 (IPv6) and its
applications in different sectors of Indian economy. The relevant extracts of the NTP 2012 related to
IPv6 are as under:



Preamble

R/
0’0

Objectives
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NTP-2012 recognises futuristic roles of Internet Protocol Version 6 (IPv6) and its
applications in different sectors of Indian economy.

Achieve substantial transition to new Internet Protocol (IPv6) in the country in a phased
and time bound manner by 2020 and encourage an ecosystem for provision of a
significantly large bouquet of services on IP platform.

Telecom Enterprise Data Services, IPv6 Compliant Networks and Future Technologies

To recognize the importance of the new Internet Protocol IPv6 to start offering new IP
based services on the new protocol and to encourage new and innovative IPv6 based
applications in different sectors of the economy by enabling participatory approach of
all stake holders.

To establish a dedicated centre of innovation to engage in R & D, specialized training,
development of various applications in the field of IPv6. This will also be responsible for
support to various policies and standards development processes in close coordination
with different international bodies.

As IPv6 is not backward compatible with IPv4, the transition to IPv6 is likely to be a complex,
mammoth and long term exercise during which both IPv4 and IPv6 will co-exist. The basic purpose
of Roadmap Ver-ll is to take the next step forward and lay down the important milestones to facilitate
substantial transition of our country to IPv6 in a phased and time bound manner. The policy guidelines
have been framed after extensive consultations/ discussions with all stakeholders in order to ensure
that they are implementable and practical in nature.
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Initiatives Undertaken

Since the release of Roadmap Ver-l in July 2010, a large number of initiatives for IPv6 adoption
have been undertaken which have been summarised in this chapter.

2.1 India IPv6 Task Force

In accordance with the policy guidelines stated in Roadmap Ver-I, a 3-tier India IPv6 Task
Force Task comprising of 2 Committees and 10 Working Groups was formed in December 2010 to
plan, co-ordinate and drive the IPv6 adoption across the nation. Each tier has members from different
organizations / stakeholders in PPP mode. The structure and details of the Task Force are as under:

Structure of "India IPv6 Task Force"

‘ Oversight Committee ‘

IPv6 Task

‘ Steering Committee ‘
Force

Secretariat

l l ! ! l
Training and Action Plan Standards and India6 Experimental
Awareness and IPv6 Specifications Network IPv6 Network
Working Network Working Working Working
Group Implementati Group Group Group
on Working
Group
. ] l ! l
IPv6 Pilot Applications Knowledge Security
Implementation Project Support Resource Working
in Government Working Working Development Group
Working Group Group Group Working
Group

Figure 1: Structure of India IPv6 Task Force

Oversight Committee - This is the apex body for making policy decisions and responsible for guiding
the task force by taking strategic decisions. The Oversight Committee is headed by Secretary (T), DoT
as its Chairman. Besides, it has members from DoT, TEC, DeitY, C-DOT, PSUs like BSNL & MTNL,
industry associations like CMAI, NASSCOM, COAI, AUSPI, ISPAI, ACTO, TEMA, IPv6 India Forum
etc alongwith representative of various stakeholders. It is scheduled to meet every four months.

Steering Committee — The Steering Committee is the second level body for coordinating the activities
of the Task Force. It oversees the activities of the different Working Groups constituted under the Task
Force for timely and smooth transition in the country. The Steering Committee is headed by Advisor
(T), DoT. Besides, it has members from DoT, TEC, DeitY, C-DOT, PSUs like BSNL & MTNL, various



ministries of the Government, industry associations alongwith representative of various stakeholders.
It is scheduled to meet every two months.

Working Groups — There are ten Working Groups and each one is responsible for the specific
activities associated with transition to IPv6. One of the member organisations of each Working Group
is the lead organisation in that group who is responsible for funding the activities of the respective
working group in addition to other activities like place of meetings, logistics, selection of members etc.
It is scheduled to meet at least once every month. The details are as under:

WG Number

Name

WG-1

Training & Awareness

Hands-on trainings in association with APNIC, IISc and
other organizations.

Trainings for nodal officers from Government.

Conducting Workshops, seminars and conferences.

WG-2

Action Plan & IPv6 Network
Implementation

Primarily responsible for studying the different network
scenarios and come up with action plans for individual
service providers / organizations.

Service Providers to be perused for IPv6 implementation.

WG-3

Standards & Specifications

Development of common IPv6 specifications for the
country, which will be followed by all stakeholders

WG-4

India6 Network

To plan transition pipe, make a project report and also
coordinate with the selected service provider/organization
to build this “Transition Pipe” called “India6 network” which
will then act as an IPv6 backbone network.”

WG-5

Experimental IPv6 Network

Setting up of an IPv6 network for demonstrating and
experimenting with different IPv6 transition scenarios.

WG-6

Pilot Project

Plan, prepare project report, prepare the funding models
and coordinate with different Government and service
providers to take up the deployment of such pilot projects
to demonstrate the IPv6 capabilities.

WG-7

Application Support

To facilitate the transition of existing content and
applications and development of new content and
applications on IPv6.

WG-8

Knowledge Resource

Development

To develop the IPv6 knowledge base in the country with
active participation of the educational institutes.

Pursue with the Ministry of HRD to take up study of IPv6
related issues by educational institutes, involve in basic
research on IPv6 etc.

WG-9

IPv6 Implementation in the
Government Network

Pursue with different government departments for
implementation of IPv6.

WG-10

Network Security Group

Define security policies, technical architectures and best
practices for IPv6 security adoption in India.




Besides, a Standing Committee has been formed to ensure proper co-ordination between
DoT and DeitY. It consists of senior officers from DoT and DeitY as its members. In addition, an IPv6
Core Committee has been constituted to look into various IPv6 transition issues, doubts raised by
various stakeholders and resolving the same on regular basis. The IPv6 Core Committee consists of
members from DoT, DeitY, TEC and various industry representatives.

To provide various technical inputs to the Core Committee, an Expert Group has also been
formed. It is a resource pool to address various technical issues/ problems encountered during IPv6
adoption. It consists of the members from premium Indian institutes (like IITs, 1ISc etc.), World IPv6
Forum, NAv6 Malaysia and representatives of various stakeholders.

2.2 Steps Taken For IPv6 Proliferation

A large number of steps have been taken for transition from IPv4 to IPv6 as under:

2.2.1 Meetings / Seminars /Workshops

i) Regular meetings of the Oversight Committee, Steering Committee and Working Groups
have taken place since their formation. As lead organisation of ‘Action Plan & IPv6 Network
Implementation’ Working Group, NT Cell, DoT has held a large number of review meetings to
pursue with major service providers (10 meetings), content & application providers (4 meetings),
OEM & equipment vendors (4 meetings) and end user device manufacturers (2 meetings).
Besides, various meetings (20 nos.) have been conducted with Central and State Government
ministries, departments and their PSUs to sensitise and gear them up for transition to IPv6. An
activity sheet (attached as Annexure-A) has been prepared and circulated to all Government
organisations to help them in the task.

i) NT Cell, DoT in association with BSNL, the lead organisation of ‘Training and Awareness
Working Group’ has also organised a large number (24 nos.) of IPv6 awareness workshops
state wise across the length and breadth of the country for the benefit of key decision makers in
the Government organisations and other stakeholders. All these workshops were attended by
about 100-125 nos. of participants from various departments / ministries of the State including
top ranking officers of the level of Chief Secretary / Principal Secretary (IT). The details of
the workshops are attached as Annexure-B. In addition, BSNL has also conducted 22 nos.
IPv6 training programmes at ALTTC, Ghaziabad and 14 nos. at the premises of the various
Government organisations on their request.

iii) As lead organisation of ‘Application Support’ Working Group, Tech Mahindra with the support
of DoT, ERNET and Airtel carried out a testing activity to test the various applications currently
used in the customer environment for different IPv6 transition scenarios. A scenario of an IPv6
user connecting to an IPv4 website using NAT64 mechanism was created. The key findings
which were presented in the workshop of content & application providers held on 04-05-2012
at Mumbai were as below:

° Instant messaging applications were unable to work normally on NAT64 due to lack of
IPv6 support on the IM clients.
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Applications that require point to point connections need to be supported by Application
Layer Gateway (ALG).

Public facing websites and applications should adopt IPv6 (dual-stack) due to the
following reasons:

R Avoid traversing multiple gateways — reduce impact on performance.
< Have a straight path with IPv6 and IPv4 — better user experience.
<> Reduce risk to online businesses — ensure business continuity.

A special workshop on IPv6 for officers of units/ organisations under Dept of Financial Services
was organised on 08" October, 2012 at Sanchar Bhawan, DoT HQ, New Delhi. The workshop
was attended by more than 60 nos. of senior officers. The presentations on the following topics
were made:

Progress of IPv6 transition across various stakeholders.

IPv6: issues involved in implementation.

Relevance of IPv6 to banking and finance domain and transition considerations.
IPv6: bringing a change in financial sector.

IPv6 implementation at the internet edge.

Security considerations in IPv6.

IPv6 Ready Logo certification for ISP’s, WWW etc.

A two days seminar on IPv6 for officers of DoT was organised on 05" and 06" November
2012 at Sanchar Bhawan, DoT HQ, New Delhi. More than 80 participants attended the two
days seminar covering various topics and issues of IPv6 at length. The following topics were
covered:

Government initiatives and progress of IPv6 transition across various stakeholders.
Why IPv6?

IPv6 addressing.

IPv6 applications, driving factors, 6LOWPAN and Internet of Things (loT).

Transition techniques and strategies for IPv6 transition.

How to start IPv6 deployment?

Security in IPv6: issues and best practices.

National Optical Fibre Network (NOFN): empowering rural India by digital convergence.
Case study on transition to IPv6: BHEL, Airtel & Tulip Telecom.

NIC: transition plan, address plan, SWAN & SDC address plan, transition techniques
etc.



A Quiz Contest was also organised at the end to add flavour and awareness in the seminar.
The average grading awarded to this seminar based on the feedback from participants was 9.3 (on a
scale of 0-10).

2.2.2 Empanelment of Consultants

In response to the demand and need of various Government organisations and to further
facilitate them in IPv6 transition, 11 organisations have been selected and empanelled by DoT to
provide IPv6 consultancy and/or implementation of IPv6 services. The consultants are as below:

Empanelled Consultants for IPv6é Implementation
e NIT Hamirpur » Ernst & Young
« TCS * Neosixth Technologies
« C-DOT » Tech Mahindra
« ERNET + TCIL
* Pricewatershouse Coopers « HCL
e BITCOE (lIT Kanpur)

However the Government organizations are free to appoint any other competent consultant for
their IPv6 requirement. The empanelled consultants have been categorized into three types viz. A, B
and C depending on the scope of consulting service as detailed below:

L. Type A - IPv6 Consulting:

The scope involves defining and carrying out consulting activities related to IPv6 transition
strategy and planning, through modes like interviews and sessions with various stakeholders to
understand and charter a strategy plan for IPv6 Implementation. This includes:

X IPv6 Transition Assessment and Gap Analysis:

a IPv6 Awareness across organization.

b. Current State of IPv6 readiness.

c. Existing IPv6 Adoption Plans and their State.

d. Infrastructure Readiness and network audit.

e. Detailed IPv6 Training and Education Roadmap and Plan.

> Strategy Planning:

a. Detailed IPv6 Implementation / Adoption Roadmap and Project Plan.

b. Detailed IPv6 Adoption Governance / Transition Management.

C. Procurement plan and Budget Planning for network infrastructure equipment, systems
and 3rd party applications.

d. Current IPv6 adoption strategy and implementation plans.

e. Key adoption challenges.

f. Creating documentation templates and comprehensive documentation roadmap.

1



R Network Planning and Design:

a. Addressing Planning based on existing and future requirements.
b. Creating an IPv6 Network Architecture as per requirements.
C. IPv6 Integration Planning - Transition Methodology Options — Identification, Evaluation
and Selection.
d. Network Design and configuration planning, as per selected transition methodology.
e. Identification of applications and services for transition.
f. Security Planning and considerations.
g. Network Implementation and Test Planning.
h. Documenting all the activities carried out in standardized formats.
IL Type B - End-to-End IPv6 Consulting:

The scope of work covers all aspects which include IPv6 Project Management in addition
to IPv6 consulting mentioned above. The responsibility encompasses the complete monitoring
and supervision of the actual implementation and ensuring a timely delivery by the implementation
organization. The details of Project Management activities are as mentioned below:

To create a project plan for IPv6 project management and carry out IPv6 project management
activities for IPv6 adoption including:

a. Detailed Project Management Plan — Objectives and Approach, Stakeholders Identification,
Project Scope and Timelines, Cost Management, Resource Planning, Document Management,
Change Management, Risk Management and Risk Mitigation Plan, Procurement Management,
Configuration Management etc.

b. Project — Execution and Progress Tracking.

IIL. Type C - IPv6 Implementation:

The scope of work for IPv6 Implementation covers all aspects of implementation of IPv6 as
given below —

a Applications and services transition.

b. Test IPv6 Network Implementation execution.

c. Production Network Implementation execution.

d. Test Plan creation and validation for test and production networks.

e. Post Implementation Support, Training and Knowledge Transfer to Staff.

2.2.3 Testbed

There was a need to have IPv6 test bed in India so that the vendors and stakeholders can test
their equipments for IPv6 compatibility and readiness. Accordingly, an IPv6 test bed has been installed
by Telecom Engineering Centre (TEC), the technical wing of DoT, to foster explicit IPv6 harmonisation
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across the entire ecosystem. The above test bed is under validation and in the process of acquiring
IPv6 Ready Logo certification. Till such time the lab gets ready, DoT has given approval for the
purchase of products certified by ‘World IPv6 Forum’ through their ‘IPv6 Ready Logo’ Program. The
details of the various products certified are available on the IPv6 Ready Logo website - https://www.
ipvbready.org . Besides, IPv6 standards have been released by TEC after taking into consideration
the USGv6 and IPv6 Ready Logo standards. Further, TEC is in the process of framing standards for
IPv6 ready handsets to provide momentum to IPv6 based services.

2.2.4 Initiatives in association with DeitY

i) DoT has been working in close association with DeitY to ensure smooth and seamless adoption
of IPv6 and its co-existence with IPv4. In order to lead by example, it has been decided that
the websites of all Government organisations maintained by NIC shall be transited to IPv6
(dual stack) by December 2012. NIC has made significant progress on this issue and has
already completed transition of considerable number of websites to IPv6 including that of
DoT. Further, the applicants are being encouraged to host their websites on dual stack when
they approach for domain name registration/renewal. All nodes of NIXI have been upgraded
and made IPv6 ready. Besides, NIXI has conducted 12 nos. of IPv6 trainings/ workshops in
association with APNIC. It has also sponsored free of cost training program to 115 engineers
across the country for IPv6 online training. To address the various issues being faced by
the stakeholders regarding IP address allocation from APNIC, the Indian Registry for Internet
Names and Numbers (IRINN) has been approved by APNIC in India for allocation of IPv6
address in a systematic manner with a large pool to cater to all future requirements. The IRINN
is expected to start functioning shortly. At present, the major requirement of IPv6 address
blocks of Government organisations is being taken care of by NIC. In addition, case has been
taken up with Computer Emergency Response Team India (CERT-In) for empanelment of
security audit teams for IPv6 as has been done for IPv4.

ii) In order to tap the several features of IPv6 which make it possible to develop new applications
which were not possible in the IPv4 protocol, State Governments are being encouraged for
various pilot projects in association with DeitY in areas like Centralised Building Management
System, Intelligent Transport Systems, Rural Emergency Health Care, Tele-education /
Distance Education, Smart Grids etc. National Knowledge Network (NKN) and other educational
networks are to be on IPv6 so as to proliferate IPv6 in educational institutions and encourage
them to develop novel applications exploiting the features of IPv6.

2.2.5 World IPv6 Launch Day (06-06-2012)

The ‘World IPv6 Launch Day’ was celebrated across the world on 6™ June, 2012 whereupon
major Internet Service Providers, networking equipment manufacturers and web companies around
the world (like Google, Yahoo, Facebook, Youtube, Bing etc.) came together to permanently enable
the next generation Internet Protocol (IPv6) for their products and services. It was intended to motivate
organizations across the industry to prepare for and permanently enable IPv6 on their products and
services. Its logo was aptly titled ‘Launch into the Future’. It built on the successful one-day ‘World
IPv6 Day’ event held last year on 8" June wherein a successful 24-hour global-scale trial of IPv6 was
done.
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On this occasion, an event was organised by DoT at Sanchar Bhawan, New Delhi. The event
was chaired by Shri R. Chandrashekhar, Secretary (T), DoT. There were around 100 invitees from
DoT, DeitY, major Service Providers, Content & Application Providers, ICT Vendors, Telecom Industry
Associations, BSNL, MTNL, C-DOT etc. Besides, invitees from press and media were also present.

Shri R. M. Agarwal, DDG (NT), DoT presented the status of IPv6 implementation in the country.
A presentation regarding case study for service providers, application & content providers and NIC
initiatives was also made by respective stakeholders. Shri J. K. Roy, Member (T), DoT in his address
said that the transition to IPv6 is likely to be a complex and long term exercise and added that efforts
are being made to have IPv6 Ready Logo Certification for the TEC Test Bed at the earliest. Smt. Rita
Teaotia, Addl. Secretary, DeitY said that Government websites on NICNET shall be transited to IPv6
(dual stack) by December, 2012.

Shri R. Chandrashekhar, Secretary (T), DoT said that the Government believes in leading
by example and will continue to put in place measures to ensure smooth and seamless adoption of
IPv6 so that advantages of unique IP addresses may be taken by all including IP based devices. He
further said that the innovative applications exploiting the new features of IPv6 will further drive the
proliferation of IPv6 in the country.

In continuation of above, a conference titled ‘IPv6 Launch Event: Switch to v6’ was jointly
organized by DoT and M/s Cisco on 07-06-2012 which was attended by around 100 top dignitaries
from key government and enterprise organizations. Eminent speakers from Government and leading
organizations shared some interesting insights and perspectives regarding IPv6 transition. This was
followed by an interactive session wherein questions were answered and key information was shared
in the quality panel discussions held at the forum.

2.2.6  World IPv6 Day (08-06-2011)

As a precursor to World IPv6 Launch Day, the ‘World IPv6 Day’ was celebrated on 8" June,
2011 across the world. Its aim was to motivate organizations across the Internet industry such as
web service providers, hardware vendors, operating system makers and other key players to prepare
themselves for successful transition from IPv4 to IPv6. The major web companies and other industry
participants successfully enabled and tested IPv6 on their websites for 24 hours on this day.

A function was organised by DoT at Sanchar Bhawan, New Delhi to mark the occasion which
was attended by senior officers of DoT, TEC, BSNL & MTNL and industry representatives. The first
‘India IPv6 Task Force Newsletter’ was released on this day by Shri R Chandrashekhar, Secretary
(T) alongwith a ‘Compendium on IPv6 Activities’ compiled by Telecommunication Engineering Center
(TEC).

Maijor service providers and content providers across India like Tata Communications, Airtel,
Reliance, Google, Yahoo and others participated in the World IPv6 Day and reported that the event
proceeded without any hitch with no major outages or security breaches being reported. Various
IPv6 Awareness Workshops were organised on this day including one by Internet Service Providers
Associations of India (ISPAI) at India Habitat centre, New Delhi. This day led to increased awareness
about IPv6 and its adoption across organisations.
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2.2.7 India IPv6 Task Force Newsletter

As lead organisation of ‘Action Plan & IPv6 Network Implementation’ Working Group, NT Cell,
DoT has been regularly releasing the ‘India IPv6 Task Force Newsletter’ on bimonthly basis. It serves
as microcosm of Indian IPv6 ecosystem and reflects the happenings taking place therein. It contains
details of policy decisions/ guidelines with respect to IPv6, important meetings alongwith outcomes,
awareness workshops, IPv6 readiness status of different stakeholders, upcoming events, events
around the world etc. A total of six issues have been released so far. It has been widely appreciated
by all segments of stakeholders and serves a useful purpose of spreading IPv6 awareness in the
country. It is available on the website of DoT at http://dot.gov.in/ipv6/ipv6newsletter.html.

Besides, the details of all the activities undertaken by DoT with respect to IPv6 are regularly
updated on its website under IPv6 activity link http://dot.gov.in/ipv6/ipv6activities.html. Further, the
major service providers have been directed to provide a link in their respective websites to IPv6
activity link of DoT website.

2.3 Efforts at International Level

i) As the age of IPv6 dawns on the Indian ICT horizon, India is making its presence felt at various
international forums. A delegation from DoT participated in the Asia Pacific Network Information
Centre (APNIC)-32 meeting in Busan (South Korea) from 28" August to 1t September, 2011.
The proposal submitted by DoT to APNIC community regarding reservation of a contiguous
IPv6 address block for different organisations / stakeholders in an economy was discussed.

i) Ateam from NAv6 Centre of Excellence, University Sains Malaysia visited DoT and TEC on 12"
December, 2011. The team was led by Prof. Sureswaran Ramadass, Director, NAv6 Centre
of Excellence, Malaysia. He presented the vision of the University Sains Malaysia highlighting
how life can be eased with the help of technology especially with the use of IPv6 .He also gave
useful insights on various aspects of IPv6 transition like planning of IPv6 adoption strategy,
estimation of IPv6 budget / costs, training issues etc. A few key highlights of the presentation

were:

° Although Asia has more than half of the world’s population, yet it controls only about 9%
of the allocated IPv4 addresses.

° IPV6 is gaining momentum globally and more so in Asia. The growth rate of Asian ISPs
is very high and they have no choice but to start using IPv6.

° Approximately 70% of the total costs involved in IPv6 adoption is towards training while
hardware and software upgrades account for remaining 30%.

° IPv6 adoption costs would be relatively low if the hardware and software upgrades are

done through regular upgrade cycles.

iii) The National IPv6 Task Force activities and the progress towards the same were presented
by Shri R M Agarwal DDG (NT), in Asia Pacific Regional Internet Conference on Operational
Technologies (APRICOT) meeting held at New Delhi on 27" Feb 2012. The key highlights-
achievements and the future plans of the National IPv6 Task Force were presented.

iv) The National IPv6 Task Force activities and the status of IPv6 adoption in India were presented

15



by Shri N Ram, Director (NT) in the APNIC meeting at New Delhi on 29" Feb 2012. In the
presentation, achievements and the future plans of the IPv6 implementation were shared.

Mr. Latif Ladid, President IPv6 Forum visited Sanchar Bhawan, Department of
Telecommunications on March 2"2012. He interacted with the members of the National IPv6
Task Force, Service Providers and Central Government IPv6 Nodal officers. An informative
presentation was made by him conveying the following key points:

° IPv6 adoption across the globe is on the rise.

° Presence of Indian Service Providers on IPv6 is on the rise but still only a few Service
Providers are present.

° IPv6 adoption takes time and has to be thoroughly planned.

° India is among the 2nd largest user of the key internet sites — Google, Facebook, Twitter
and so forth, but none of these websites is Indian.

° More and more of Indian websites and content should be encouraged and made
available on internet.

° BSNL, having the largest broadband retail network, has the potential to be the torch
bearer of IPv6 adoption across the nation.

° IPv6 adoption by BSNL would spur the IPv6 proliferation across all segments of Indian
ecosystem.

Mr. Latif Ladid also visited the TEC IPv6 test bed and interacted with the TEC/DoT officers with

regards to the IPv6 Ready Logo certification and the processes therein.

Vi)

vii)
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Shri R M Agarwal, DDG (NT) and Shri Nitin Jain DDG (DS) participated in the 43 Internet
Corporation for Assigned Names and Numbers (ICANN) meeting held in San Jose, Costa Rica
from March 11t — 16", 2012.

The first India Internet Governance Conference (IIGC) was organised on 4™ — 5" October 2012
at Federation House, Tansen Marg, New Delhi-110001 by Federation of Indian Chambers
of Commerce and Industry (FICCI) in association with DoT/DeitY. The conference covered
a wide range of topics: from network neutrality to global internet governance models; from
effective management of the transition to IPv6 to making broadband access available to all etc.
A special session on ‘Managing Critical Internet Resources — Transition to IPv6, Machine
to Machine Communications and Internet of Things’ was held in the conference which was
well received by the audience of about more than 200 participants. The session was moderated
by Shri R M Agarwal, DDG (NT) and had prominent international and national speakers like
Prof. Sureswaran Ramadass, Director NAv6, Malaysia, Mr. Tsuyoshi Kinoshita, MD, Cisco
Systems, Japan, Prof. K. Gopinath, Professor, 1ISc, Mr. B. Nagaraj, Senior VP, RIL, Mr. P.
Badrinarayan, Vice President, TCL, Mr. Durga Prasad Allada, VP, Mahindra Satyam, Mr. Anup
Pande, CSO, Sixmatrix and Mr. Ram Moham, CTO, Afilias etc. on the panel. The discussion
focused on how fast adoption of IPv6 is vital for growth of broadband alongwith various IPv6
based innovative applications like tele-education, tele-health, emergency response system,
smart grid etc. which are needed for socio-economic growth of the country.



During the India Telecom- an annual international conference & exhibition organized by
Department of Telecommunications (DoT) and Federation of Indian Chambers of Commerce
& Industry (FICCI) during December 13"—15™", 2012, a special session titled ‘Critical Internet
Resources and Way Forward’ was held on 14" December 2012, Commission Room,
FICCI, Federation, House, Tansen Marg, New Delhi. The session was addressed by Sh.
R. Chandrashekhar, Secretary (T), Sh. J. Satyanarayana, Secretary, DeitY, Sh. J K Roy,
Member(T), DoT, Mr. Latif Ladid, President, IPv6 Forum, Mr. Sanjaya,Sr. Director, APNIC,
Sh. Ramesh Chandra, GM, Bharti Airtel Limited, Dr. Avinash Joshi, Tech Mahindra, Mr. Sanjoy
Dass, Head, Technical Sales, Nokia India Pvt. Ltd, Mr. Arvind Mathur, Strategic & Technology
Officer, Cisco and was moderated by Shri R M Agarwal, DDG (NT). With the intent to understand
the potential of IPv6 in accelerating telecom sector and its impact on Indian economy, the
session focused on the following topics:

(i) Importance of IPv6 in India and its impact on socio-economic fabric of the country.
(i) IPv6 Transition — a Global Perspective.

(i)  Role of APNIC in IPv6 adoption.

(iv)  Initiatives by DeitY for transitioning e-Governance services to IPv6.

(v) Role of IPv6 in Service Providers network.

(vi)  Emergence of newer applications on IPv6.

(vii)  IPv6 readiness of end user devices.

(viii)  Case study of IPv6 transition in a State.

(ix)  National IPv6 Deployment Roadmap Version-II.
The session was followed by panel discussions and question/answer session.

Apart from the initiatives mentioned in this chapter, continuous efforts are being made to

encourage IPv6 transition in the country. Some of the noteworthy efforts currently in pipeline are
establishment of Centre of Innovation (Col) and empanelment of institutes for imparting training in the
field of IPv6 the details of which have been mentioned in subsequent chapters 6 and 7 respectively.
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3.1 International Scenario

Global Internet users are currently estimated at 2 billion Internet users and are further projected
to climb to 2.6-2.9 billion by 2015. The Internet accounted for 21 percent of the GDP growth in mature
economies over the past 5 years. As a result, Governments, policy makers and businesses globally
have recognized the enormous opportunities the Internet can create and its impact on economic
growth and prosperity. With the global IPv4 address pool having been exhausted the global economies
and businesses are faced with the major challenge of maintaining business continuity and sustaining
growth during the transition phase to IPv6. This chapter provides an insight on the global status of
IPv6 adoption vis a vis adoption in India.

3.1.1 Global Status

Global free IPv4 address space is exhausted at IANA on 3 Feb 2011 and the RIRs also have
exhausted or are on the verge of exhausting their free IPv4 blocks. The IPv4 exhaustion timeframe
across all the RIRs is projected as below:

RIR Projected IPv4 Exhaustion Period
ARIN June 2013
APNIC April 2011
AfriNIC Nov 2014
RIPE Aug 2012
LACNIC Feb 2014

The five distinct regions identified in terms of their IPv6 adoption status are as below:

a) North America: IPv6 adoption in the North America is at 1.97%. That translates into an
estimated IPv6 user base of 3.5 million users, the largest base of IPv6 users in the world. In
September 2010, the US Federal CIO released a new IPv6 directive that established a step-
wise approach for agencies transitioning to IPv6. This approach focused Federal agencies on
meeting a short-term goal of making their external and public-facing services IPv6 operational
by the end of FY2012. A mid-term goal was established to make agency internal services IPv6
operational by the end of FY2014. These goals would provide agencies with the operational
infrastructure to build truly robust IPv6-enabled end-to-end services in the future that would
take advantage of advanced IPv6 capabilities and features. A detailed roadmap is published
by the federal agency http://www.ipv6forum.com/dl/presentations/USGv6Roadmap.pdf.

Additionally US is also leading in activities related to IPv6 both in terms of standardization
and deployment/testing. Test and research networks of 6bone (www.6bone.net), 6 REN
(www.6ren.net) and 6 TAP (www.6tap.net) have their origin in this region.

b) Latin America: The IPv6 adoption status in Latin America is at a very nascent stage with
the countries of Brazil, Argentina, Venezuela, Columbia, Chile and Peru beginning their IPv6
transition.
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Europe: IPv6 adoption in Europe is gaining significant momentum with RIPE NCC having
announced its final /8 allocation policy for IPv4 address pool in August 2012. The Commission
of the European Communities released document “Advancing the Internet Action Plan for the
deployment of Internet Protocol version 6 (IPv6) in Europe” (http://ec.europa.eu/information
society/policy/ipv6/docs/european_day/communication_final_27052008_en.pdf.) In  this
Communication, the Commission sets Europe a target of getting 25% of EU industry, public
authorities and households to use IPv6 by 2010.0n a percentage basis, Romania is leading
the deployment with 8.43% per cent adoption rate followed by France at 4.69% .The rest of the
Eurozone including UK too has got initiated on IPv6 rollout with adoption rates at an average
of 0.5%.

Asia Pacific: The impact of IPv4 exhaustion is more acute in this region since APNIC having
exhausted its IPv4 address pool has initiated the final /8 allocation policy. With India and China
evolving in to large internet economies the need for IPv6 adoption is more significant in Asia
Pacific. Correspondingly activities have been initiated by the region towards the IPv6 transition.

- Regarded as one of the first countries to adopt IPv6, Japan began deploying the next-
generation Internet protocol in the late 1990s through its Widely Integrated Distributed
Environment (WIDE) Project. In March 2000, Japanese Telecommunications Company
NTT became the world’s first ISP to offer IPv6 services to the public. Millions of
smartphones, tablets and other devices in homes, offices and public spaces throughout
Japan rely on the country’s long-standing IPv6 network. Japan ranking highly at 2.04%
user penetration on IPv6 and is also leading the IPv6 initiatives on WIDE (www.v6.wide.
ad.ip), KAME (www.kame.net) and TAHI (www.tahi.org).

- As the country with the largest population of Internet users, China launched its five-year
plan for early IPv6 adoption in 2006. The program, known as the China Next Generation
Internet (CNGI) project, has been instrumental in helping the country build the world’s
largest IPv6 network. China showcased its CNGI project at the 2008 Olympic Games in
Beijing. Its expansive next-generation network connects millions of devices, users, and
security and transportation systems throughout the country. China which is often held
up as an example of a country that really needs IPv6, has penetration of approximately
0.67% on IPv6. Next Generation Internet project (CNGI), is a five-year plan with the
objective of cornering a significant proportion of the Internet space by implementing
IPv6 early. China showcased CNGI and its IPv6 network infrastructure at the 2008
Olympics in Beijing, using IPv6 to network everything from security cameras and taxis,
to the Olympic events cameras.

- India with its large base of mobile users close to 900 million and internet users close
to 23 million is poised for a major IP growth with the broadband users targeted to 600
million by 2020 and advent of newer services like 3G, LTE and cable digitization. IPv6
adoption rate in India is at a nascent stage with 0.24% adoption but is soon catching up with
the rest of the economies with major thrust and support from the DoT, Government of India.

- In 2008, the Australian Government Information Management Office (AGIMO) initiated
a three-stage plan for the country’s transition from IPv4. The AGMIO established a
December 31, 2012 deadline requiring every Commonwealth agency to have IPv6
compliance for all Internet gateways, applications and customer-facing systems. The
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AGMIO serves as Australia’s nominated agency for IPv6-related strategy, guidance and
governance. A strategy for the Implementation of IPv6 in Government Agencies (http://
www.finance.gov.au/e-government/infrastructure/docs/Endorsed_Strategy for the
Transition_to_IPv6_for_Australian_Government_agencies.pdf) was released in 2008
wherein the strategy outlined a three-stage process to transition to IPv6 with target
dates set for implementation of IPv6 across Australian Government agencies to be
completed by the end of December 2012.

- In Singapore IPv6 Transition Programme is a national effort spearheaded by IDA
(Infocomm Development Authority) to address the issue of IPv4 exhaustion and
to facilitate the smooth transition of the Singapore Infocomm ecosystem to IPv6.
The programme also promotes readiness and adoption of IPv6 in the local industry
through a series of projects. IDA has also published an indepth guide on the status
of IPv6 in Singapore(http://www.ida.gov.sg/~/media/lmages/Infocomm%20Landscape/
Technology/IPv6/download/IPv6AdoptionGuideforSingapore.pdf).

- In 2004, South Korea initiated widespread transition from IPv4 via IT839, making it one
of Asia Pacific’s earliest adopters of the next-generation Internet protocol. The policy,
established by the Ministry of Information and Communication, required the mandatory
upgrade to IPv6 in the public sector by 2010.

- Taiwan with 0.6% of IPv6 adoption is ahead of the few of the larger economies on IPv6
adoption curve .Taiwan National IPv6 program mandating IPv6 transition by 2016, the
country is well on its way to achieve IPv6 ready status in the future.

- The rest of the Asia Pac region of Hong Kong ,Thailand, Malaysia, Sri Lanka and
Indonesia are at a nascent stage of IPv6 adoption and have got started on IPv6 initiatives
with mandates for IPv6 transition around 2015-16 timeframes.

Africa: Africa being a late entrant in to the technology landscape also has the advantage
of direct IPv6 implementation .The IPv6 initiative in Africa is being led by AfriNIC. AfriNIC
has set up a virtual IPv6 lab that is used by educational institutions in Africa as a test bed to
increase IPv6 hands-on experience in the region. The region is witnessing slow but steady
growth in IPv6 uptake through various government initiatives .Kenya is one of the countries
leading in IPv6 awareness and adoption -- the .ke domain registry is IPv6-capable, and the
registry managers are working with the government to train and sensitize on the need for IPv6
adoption. But it is not all smooth sailing for most African countries. Some have yet to invest in
critical Internet infrastructure like IXPs and ccTLD registries, while others are grappling with
access issues.

Key Global Statistics on IPv6

Google, one of the most widely used search engine,
regularly collects statistics about the IPv6 adoption
on the internet by measuring the availability of IPv6
connectivity among Google users. The IPv6 adoption
across the globe is rapidly increasing as shown in |-
the adjacent figure 2. _] o

Figure 2: Percentage of users accessing Google over IPv6
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b. Globally the number of IPv6 Internet population as of October 2012 stands at about 3.9 million
of the total 2 billion or 0.19% of Internet population. The IPv6 adoption status across some of
the major countries as in October 2012 is as shown in the table below:

Country IPv6 adoption %
United States 1.7%
France 4.69%
United Kingdom 0.5%
Germany 0.21%
Czech Republic 1.09%
Romania 8.43%
Brazil 0.04%
Russia 0.2%
India 0.24%
China 0.67%
Japan 2.04%
Australia 0.31%
New Zealand 0.29%
Taiwan 0.60%
South Africa 0.14%
Central African Republic 0.41%
Source : http://www.google.com/intl/en/ipv6/statistics.html
C. The global IPv6 prefixes and AS announcing IPv6 are also on the rise and the graph below
shows the IPv6 prefixes actually in use on the Internet.
8000
7000
6000
5000
4000
3000
2000
1000 — LS -_______,r/—,
0
2005 2006 2007 2008 2009 2010 2011 2012

1 Announced |Pv6 Prefixes [} ASos announced IPv6 Prefixes

The globally announced IPv6 prefixes are nearing 8000. The no. of Autonomous System (AS)
announcing IPv6 is also on the rise and currently stands at nearly 6000.
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During the last few years the allocation of IPv6 prefixes by the RIRs to the ISPs is also rapidly
increasing as evident from the graph below:
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There are 13657 Default Free Prefixes (DFP) allocated to about 182 countries. Of these 5970
are visible on the Internet. India is at position 19 as can be seen below:A large number of
organizations from India have obtained IPv6 prefixes. Some of them are being actively used
but most are dormant. Details may be seen in the table given in Annexure C. It is expected
that with increasing adoption of IPv6 by customers, more and more IPv6 prefixes will become
visible on the Internet.

IPv6 DFP's per country

Total number of countries: 182

Pos|Flag|Country v A vP
1 gf United States 1234|3044 (8.61%
2 Brazil 164| ©53(1.14%
3| ™ [Germany 447| 803[3.12%
P} United Kingdom (Great Britain)| 296 672[2.07%
5| Bl |Australia 146| 555|1.02%
6| I |Russia 245| 550(1.71%
7| B |Netherlands, The 293| 483[2.05%
s| LN [France 187| 382[1.31%
o| [®] [3apan 190| 379[1.33%
10 Sweden 164| 304|1.14%
11| BN [canada 142| 291|0.99%
12| BEd |Switzerland 145| 265]1.01%
13| I8 [1taly 57| 241|0.68%
14| Bl |China 34| 234|0.24%
15| = |Poland 134| 232|0.94%
16| ™ [indonesia 73| 231|0.51%
17| B |Czech Republic 151| 217|1.05%
18| b= |Austria 130| 204[0.91%
19| b |India 31| 196|0.22%
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It is expected that there will be nearly two-and-a-half networked devices for every person
on the planet — roughly 19 billion connected devices by 2016. It's not only people that are
being connected, but also machines. Two billion M2M (machine to machine) connections are
expected by 2015. Not surprisingly, global IP traffic has increased eightfold over the past five
years and will increase threefold over the next five. The global IPv6 traffic is nearly 1% of the
total traffic and is growing steadily as more connections are beginning to originate on IPv6.

Nearly 3000+ websites globally are on IPv6. Major contents providers like Google, Akamai,
Yahoo, Facebook, You Tube etc. which account for significant percentage of Internet traffic
have enabled IPv6 on their websites.

Every new Top Level Domain is compulsorily required to support IPv6.The root name servers
contain NS records listing the name servers for the Top Level Domains (TLDs) and Aand AAAA
glue records to get to those name servers. Top level domains include domain name suffixes
such as .com .net .org .us .ca .in etc. Each TLD has specific authoritative name servers. To
support IPv6 these name servers should have an IPv6 address themselves and native IPv6
connectivity so that they can be reached over IPv6. Globally the number of Top Level Domains
(TLDs) stands at 316 with 217 TLDs having IPv6 name servers.

There are 13 root servers globally out of which 9 can be queried over IPv6. These 13 root
servers have multiple mirrors across the world in different locations. The Google map below
shows the locations of these root servers and mirrors. Of these, 329 mirrors are IPv6 capable.
Further, 48% of the rDNS name servers are reachable via IPv6. Of these, 70.1% are such that
IPv6 access is as fast as or faster than IPv4 (within 1 ms).
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3.1.3 Summary

With the increasing dependency of global economies on Internet to conduct business, the
countries are required to plan for their Internet transition to IPv6 well in time. Most of the countries at
present are at nascent stages but the right planning and strategy along with support from regulatory
bodies and Governments should see considerable uptake over the next few years. The planning by
both mature and emerging economies for substantial transition to IPv6 for catalysing their Internet
proliferation will result in improved user experience and quality of life of its citizens.

26



PART B
CHAPTER 4

Status, Challenges & Strategy
Alongwith Transition Plan of
Various Stakeholders






4.1 Government Organisations






4.1 Government Organisations

The power of Information and Communications Technology (ICT) to accelerate development
has been universally accepted by the Governments all over the world. It enables the Governments to
reach out to its citizens even in rural and remote corners of the country. Accordingly, a large number
of initiatives have been undertaken in India by various Central Ministries and State Governments in
recent years to usher in an era of e-Governance. The National e-Governance Plan of Government
of India seeks to create the right governance and institutional mechanisms in order to deliver public
services in a transparent ,efficient and effective way at the doorsteps of citizens through easy and
reliable access over the internet. Around this idea, a massive countrywide infrastructure reaching
down to the remotest of villages is evolving and large-scale digitization of records is taking place to
create a citizen-centric environment for governance. In order that the e-Governance infrastructure is
robust, scalable and does not become obsolete in near future, IPv6 adoption is a necessity. Besides,
the Government organisations, which include various Central and State Government Ministries /
Departments including their PSUs, are one of the largest users of information technology products
and services in the country. The Government organisations therefore form an important element of
the ecosystem and can lead by example through timely adoption of IPv6 within their networks.

4.1.1 Status

As a result of the initiatives undertaken since the release of Roadmap Ver-l, the Central and
State Government Ministries / Departments, including their PSUs have been sensitised about transition
to IPv6 and they are now geared up to take the next step forward. Some of the states like Tamilnadu,
Karnataka, Gujarat, Madhya Pradesh, Manipur, Assam, Nagaland etc. have already taken the lead
in the direction of IPv6 adoption. A few organisations like BHEL have even transited their network to
IPv6 thereby setting examples for others to follow. The Government organisations are further being
encouraged to take up various pilot projects regarding IPv6 based innovative applications.

The Government organisations are proceeding in a step by step manner as per activity
sheet (attached as Annexure-A) which has been prepared specially for Government organisations
keeping their networks

in mind. Accordingly the ® Central Ministry Departments s State/UTs
nodal officers for IPv6

implementation have Websites Enabled on IPv6

been appointed in 100%

and 95% of the States Plan of pilot projects

and Central Government
Ministries/ Departments
respectively. Further,
the status of the activity
sheet has been received
from 63% and 43% of
the States and Central
Government  Ministries/
Departments respectively.
The overview of status is
as in Figure 3.

Audit of equipments

Transition Team Formed

Activity Sheet Received

95%

Appointment of Nodal Officer 100%

Figure 3 :IPv6 Status in State and Central Government

31



4.1.2 Challenges

The following are the challenges faced by the Government organisations at present:

° The basic challenge that faces the Government organisations is the lack of awareness
about the IPv6 adoption and the issues involved therein. Although the Central and State
Government Ministries / Departments, including their PSUs have been sensitised about
transition to IPv6 through a large number of meetings and workshops throughout the
country, the concept is yet to percolate to all levels of management. There is still little
appreciation of the fact that IPv6 adoption is an eventuality that is to be accepted and
managed proactively. The point that needs to be driven across is that it is prudent
to get the IPv6 implementation done in a planned way rather than against time. The
general misconception amongst Government organisations that there is no immediate
requirement / urgency of planning the IPv6 adoption at present needs to be dispelled.

° Due to lack of awareness, the funds for IPv6 transitions have not been provisioned
in the IT budgets by a majority of the Government organisations. The lack of funds
would have serious implications on the timely adoption of IPv6 in the Government
organisations and could critically impact the ability to meet the e-Governance goals.

° There is a severe shortage of skilled IPv6 trained human resources capable of managing
the end to end IPv6 transition in the Government organisations. There is a need to
build specialised skills within these organizations failing which IPv6 adoption pace and
timelines may get impacted.

° There is a considerable legacy infrastructure and applications that would have to be
upgraded/replaced as part of the IPv6 adoption in the Government organisations. Till
such time these legacy infrastructures and applications are identified and gradually
upgraded/phased out, the Government organisations would have bottlenecks in
achieving complete transition to IPv6.

4.1.3 Strategy & Transition Plan

The Government organizations are recommended to follow a phased transition approach spread
over a period of time depending on the complexity and the IPv6 readiness of the current networks
and systems. They should follow the steps outlined in the activity sheet (attached as Annexure-A) to
achieve IPv6 transition in their organisation. The main stages involved have been described below:

IPv4 § Appointmento =N
Network Consultant
\4

Hlandnd Acquire |o
Strate 1Pv6 Testing
Formulation Address
AUdItm N o
w Management
IPv6
Network

Figure 4: Step by step approach to IPv6 implementation
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b)

d)

f)

Appointment of Consultant: After the appointment of nodal officer and formation of transition
team, it would be prudent to consider appointment of consultants with proven credentials
in the IPv6 domain to guide on the roadmap for IPv6 adoption in the organisation in case
sufficient expertise is not available in-house. As detailed in chapter 2, 11 organisations have
been selected and empanelled by DoT to provide IPv6 consultancy and/or implementation of
IPv6 services. However the Government organizations are free to appoint any other suitable
consultant for their IPv6 requirement.

Assessment:The transition plan should be discussed with all stakeholders and a detailed
assessment across the following should be conducted:

i Network Assessment

ii. Application Assessment

iii. Services Assessment

iv. Security Assessment

Plan and Strategy Formulation: This involves detailed planning and formulation of a transition
strategy on the basis of assessment gaps identified in the existing network and the plan for
the future networks and services. The equipment report thus prepared should be got audited
by the consultants or by an outside agency (whatever is considered as suitable) after which

an equipment replacement plan is to be prepared and initiated to phase out non-compliant
hardware and software.

Training: In order to have a seamless transition with minimum disruption due to human
error or lack of knowledge, it is of utmost importance to develop skilled IPv6 trained human
resources within the organisation. The required persons are to be identified for IPv6 training
and arrangements for their training to be made. This can go on as a parallel and continuous
activity.

Acquire IPv6 Address: The required IPv6 address blocks are to be acquired as per the IPv6
address plan firmed up during the planning and strategy formulation stage. It is recommended
that addresses may be obtained from IRINN (Internet Registry for Internet Names and
Numbers), formed in India recently, resulting in high flexibility and availability. The addresses
thus obtained are called Provider Independent Addresses. However, the addresses can also be
obtained from service provider(s) in which case they are called Provider Assigned Addresses.
Such addresses result in dependency on service provider(s).

Pilot Testing: A pilot test network either centrally or in one of the organizations has to be set up
for the purpose of detailed testing of the networks, applications and services before transition
to IPv6. The process will cover testing of the IPv6 readiness across hardware, applications,
services and their capability to interoperate with IPv4 for a seamless transition. The security
audit will also be included in this process.

Implementation: On successful completion of testing, itis required that organizations implement
the transition plan as per the plan finalised in step (c).This involves deployment of equipment
in the network and transition of applications.
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h)

Auditing & Commissioning: Post implementation it is important to audit the network and
applications to be able to run all the services seamlessly. Hence it is advisable to get the
audit of networks and applications done for complete IPv6 readiness. Post successful audit
the networks and applications will be certified as IPv6 ready for the services checked in audit.
These audits will have to be conducted on a regular basis as and when any changes in network
/ application take place.

Network Management: Since IPv6 is a new protocol, the IPv6 network management is important
to take care of any issues arising post implementation.

The Annexure D lists the suggested best practices in transition mechanism and the IPv6 fea-

ture support required across networks, applications and services touch points in a typical Government
organisation scenario. The Government organizations should however discuss and plan the same in
consultation with an IPv6 expert depending on their network status and complexity.

Central Government Ministry Scenario:

The transition plan of IT network of a typical Central Government Ministry alongwith the steps

involved is as under:

The network comprises of layers as below :

1.

34

Gateway Router: The router connects the department network to the NIC network or external
internet .The router is to be configured with the IPv6 address to support dual stack. In the event
the router does not support dual stack it is to be replaced with the new router with IPv6 support.
The uplink peering with NIC/Internet is to be configured for IPv6 peering.

Firewall: The firewall protects the department network from external attacks. The firewall is to
be configured with IPv6 to support dual stack. In the event the firewall does not support dual
stack it is to be replaced with the new firewall with IPv6 support. The firewall is to be configured
with IPv6 Access Control Lists (ACL’s) to protect against the network attacks similar to IPv4
ACL's.

Layer 3 Switch: The Layer 3 switch is used to connect all the department PC systems to the
network. The Layer 3 switch is to be checked for IPv6 support for VLAN, MLDv2 and ICMPV6.

PC systems: The end user operating systems are to be enabled with IPv6 protocol stack.
In case the existing operating systems do not support IPv6 they are to be upgraded to IPv6
supporting operating system. Once upgraded the systems can be configured in dual stack
mode with both IPv4 and IPv6 addresses.

- Router
. Firewall

e i
—— e
i

& & & &

Figure 5: IT Network of a Typical Central Government Ministry




State Government Scenario:

The SWAN and SDC are crucial components for IPv6 transition in a state. A State Wide Area
Network (SWAN) is one of the core infrastructure components under the National e-Governance Plan
of the Government of India. The main purpose of this network is to create a dedicated Closed User
Group (CUG) network and provide secured and high speed connectivity for Government functioning
connecting State Head Quarters, District Head Quarters and Blocks Head Quarters. State Data
Centres (SDC) are multiple data centers set up in various states of India to provide fundamental IT
infrastructure for various e-Governance programs being run as part of National e-Governance Plan
of India. The main purpose of these centres is to provide a physical facility for hosting various state
level e-government applications. Both the SWAN and the SDC need to adopt IPv6 so that various
e-services are delivered in a seamless manner to the citizens. The States need to incorporate the
provision of funds for IPv6 implementation in SWAN / SDC etc. in their IT projects and if needed, they
should revise their existing project estimates for the same. Similarly, the pilot projects for innovative
IPv6 based applications should preferably be add-on with the existing IT projects and not standalone
projects.

The basic strategy to be kept in mind by all Government organisations regarding IPv6
transition is that they should first focus on making public / external face of all Government projects for
delivery of citizen centric services IPv6 ready (Dual Stack). Attempting all-at-once cutover should be
discouraged. Efforts must be made to align and integrate the transition of the rest of the components
with the product / technology life cycles as per the need of the organisation so as to alleviate large
scale capital deployments to support the transition.

The Government organisations should integrate IPv6 requirements into their acquisition and
upgrade plans and procure only ‘IPv6 Ready’ equipments. They should include IPv6 readiness in
proposals for all new projects. Although directives to such effect have been issued way back in 2009
but due to lack of awareness, a few instances have been noticed where this requirement was omitted
in RFPs floated for procurement of equipments. Hence, there is a need to reiterate it.

Therefore, the following are the recommendations:

X The Government organisations should prepare a detailed transition plan for complete
transition to IPv6 (dual stack) by December 2017 based on the network complexity &
equipment/ technological life cycles. The plan should be prepared latest by December
2013 and accordingly the required budgetary provisions should be made in their demand
for grant. For this purpose, it is recommended that a dedicated transition unit in each
organisation should be formed immediately to facilitate entire transition.

- All new IP based services (like cloud computing, data centres etc.) to be provisioned for
/ by the Government organisations should be on dual stack supporting IPv6 traffic with
immediate effect.

X The public interface of all Government projects for delivery of citizen centric services
should be dual stack supporting IPv6 traffic latest by 01-01-2015. The readiness of
Government projects in turn will act as a catalyst for private sector transition from IPv4
to IPv6.
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The Government organisations should procure equipments which are also IPv6 Ready
(Dual Stack) and go for deployment of IPv6 ready (Dual Stack) networks with end to
end IPv6 supported applications. The equipment should be either TEC certified or IPv6
Ready Logo certified.

The Government organisations should go for IPv6 based innovative applications in
their respective areas like smart metering, smart grid, smart building, smart city etc.

The Government organisations should develop adequate skilled IPv6 trained human
resources within the organisation through periodic trainings over a period of one to
three years to have a seamless transition with minimum disruption.

The IPv6 should be included in the curriculum of technical courses being offered by
various institutes / colleges across the country.
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4.2 Service Providers

In a service provider network, IPv6 adoption is a fairly complex solution as it will involve a host
of elements in the network. Service providers will have to do a detailed audit of their network elements
to enlist the components as mentioned here to determine their IPv6 readiness. The various elements
which will be involved during the process of transition are given below —

° Basic network infrastructure — This will include hardware support, connectivity, IP
addressing, routing protocols, instrumentation etc.

U Networked infrastructure services — These include components like DNS, DHCP,
Load balancing and content switching, Security elements (firewalls, IDS, IPS etc.),
CDN elements, Optimization elements (SSL acceleration etc.), VPN access elements.

° Infrastructure device enablement — These will include mobility, email, VolP,
collaboration devices and gateways, Datacenters (Compute, storage, Virtualization
elements etc.)

° Middleware and databases — Many databases and middlewares may be used by the
service providers in their networks. All these should be identified and checked for IPv6
readiness. These may include the following —

o) Databases — MySQL, Microsoft SQL, Oracle, DB2 etc.
o] Application Servers — Weblogic, Liferay etc.

o) Webservers — Apache, IIS etc.

o] Middlewares — Messaging, Web services gateway etc.

4.2.1 Status

During the implementation of Roadmap-I the main focus has been to pursue the major service
providers to transit to IPv6. It was envisaged that with the transition of major service providers, it will
be much simpler for the minor service providers to transit because in most cases the minor service
providers are dependent on the major service providers. In this regard, most of the major service
providers have become ready to offer IPv6 services. The existing status of implementation of IPv6 by
major service providers is given in Annexure E.

4.2.2 Challenges

There are many challenges being faced by service providers at present. Some of the many
challenges faced by them are:

= Content & Application Providers need to be ready on IPv6 also.

L] End User Devices on IPv6 are minuscule in India. There is a special need to focus on
them, especially mobile handsets to make them IPv6 ready.

u Push from Government is needed to generate demand.

= Core network of service providers is ready for IPv6 but traffic is minuscule. Access layer
also needs to be made available on IPv6.

" Broadband growth is not encouraging.

. ISPs/ Vendors/Content Providers/End user device vendors are all looking for business

case and therefore IPv6 adoption is slow.
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4.2.3 Transition Strategies

There are 3 well known transition strategies — dual stack, tunneling and translation — and their
use will depend upon the specific situation. However, in most cases dual stack would be the most
preferable solution for enterprise IPv4/IPv6 co-existence strategy. Tunneling will be required when
there will be a need to connect islands of IPv4 or IPv6. Translation may be done to connect an IPv4
network to an IPv6 network or vice-versa. But translation is least preferred because it may adversely
affect the applications working. If there is no impact on the working of applications of an organization
then translation may be used. However, dual-stack is preferable solution. Another solution could be
6PE where service providers have MPLS backbones.

Apart from above, large service providers are also looking at CGN (Carrier Grade NAT) as
intermediate solution to facilitate the IPv6 adoption process. However, CGN is having its own set
of issues which makes the CGN solution expensive in the long run. This is mainly because of the
requirement of additional application level gateways (ALGs), extensive log-keeping required on the
CGN device due to security requirements and also performance degradation of the network thereby
impacting the user experience. Therefore, CGN may be deployed only for a short period of time till
the adoption of IPv6 picks up. Thereafter, the CGN equipments will be phased out and the service
providers will move towards native IPv6. Therefore, service providers should keep in mind that even if
CGN solution is available, it is a dead investment for the long run and therefore, it is always preferable
to adopt native IPv6 from day one. The strategies for different network scenarios are explained below:

4.2.3.1 Wireless Networks (GSM & CDMA)

The rapid uptake of data services by mobile users and increased penetration of smartphones is
rapidly exhausting the available IPv4 address pools with the operators. Even private IPv4 addresses
defined in RFC 1918 are becoming scarce, e.g. a 10.0.0.0 block can provide only 16.7 million IPv4
addresses. The GSM networks have already evolved to 3G and data speeds are improving with
HSPA, HSPA+ etc. thereby making data access on mobile very comfortable. Therefore, subscribers
using data services are increasing rapidly. Since 3GPP (Rel. 9 and above) has already defined the
standards for IPv6 deployment in mobile networks, operators should look to implement IPv6 at the
earliest.

The implementation of data access in GPRS/UMTS networks is depicted in the figure below:

GERAN
(2.5G)

ezmmm PDP Context

Figure 6: Implementation of data access in GPRS/UMTS networks
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The SGSN and the GGSN are the critical elements in mobile networks, which will handle the
PDP contexts/bearers for data traffic. The following are the possibilities:

(i) UE-GGSN link is IPv4 only.

(ii) UE-GGSN link is IPv6 only.

(i)  UE-GGSN link transports both IPv4 and IPv6 (It has a /64 prefix and IPv4 address
configured).

Different elements, their design considerations and the impact of IPv6 on them are described
in the table below:

Design Consideration when IPv6 is used for internet

Element L Impact of IPv6
and applications
eNodeB Radio layer. Can also use IPv4 backhaul No
RNC lu-CS/Iu-PS can use IPv4 backhaul No
SGSN Initiate mobile APN query and authentication Yes
HLR/HSS IPv6 capable Yes
GGSN IPv6 PDP, standard IPv6 features, prefix allocation Yes
Billing Mediation and processing of IPv6é CDRs Yes
Inventory System IP address inventory to be updated with IPv6 addresses Yes
CRM & provisioning system | IPv6 address to be assigned to customer & configured in Yes
various systems
DPI, Quote Server Prepaid implementation, IPv6 parsing and CDR capability Yes
WAP, Data accelerator IPv6 packet compressions, cache capability Yes
Firewalls IPv6 rules capability, performance Yes
DNS IPv6 DNS capability Yes
Device manager, PCRF Attributes for IPv6 and policy enforement Yes
Gi Router Carry IPv6 and IPv4 packets natively. Yes

All above devices are required to upgrade to support IPv6 in user plane and use IPv4 in
transport and management plane. RAN, RNC, NB, eNB shall also be required to support IPv6 at later
stage for end to end management and control plane on IPv6.The ultimate goal is to replace the use
of IPv4 addresses in the transport network with IPv6 addresses from end-to end. Therefore, all new
GSM/ CDMA customer connections provided by Service Providers on or after 30-06-2014 shall
be capable of carrying IPv6 traffic either on dual stack or on native IPv6.

4.2.3.2 LTE Deployments

World over the mobile operators are making serious efforts towards the deployment of all IP
based 4G networks for broadband access. The race to 4G is being driven by competition among
operators to capture the market share among the advanced subscribers using various types of
smartphone devices and applications that drive mobile data traffic growth. There are more than
113 operators in 46 countries already committed to LTE trials and deployments. Many operators
are investing in HSPA+ RAN equipment and IP capable backhaul to offer true high speed mobile
broadband performance as a key step to 4G LTE.
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The first wave of commercial LTE networks will be initially supported by only USB data cards,
embedded modems etc. offering high speed mobile internet access for notebook and netbook
computers. New LTE operators are looking for a growing portfolio of LTE smartphones from leading
vendors like Apple, RIM, Samsung, Motorola, LG, HTC, Nokia, Sony-Ericcson etc. In India various
providers like Reliance Infotel Broadband, Aircel, Airtel, Qualcomm, Tikona, Augere, MTNL, BSNL are
considering TDD-LTE deployments in the 2.3Ghz band after winning BWA spectrum. It is expected
that LTE deployments will go through 3 phases —

(i) Initial launch — Data only. Most operators have begun their LTE deployments this way,
providing LTE dongles and Data cards. This phase is expected to last about 2 years.

(i) Mass market — Data only. In this phase the LTE deployments would be targeted towards
the mass market and include netbooks, dual mode smartphones, dongles, data cards
etc. This phase is expected to last about 3 years.

(iii) Mass market — Data and voice. The LTE deployments would mature to include LTE
smartphones, netbooks, data cards, dongles providing both voice and data. Market
adoption rates would be much higher as compared to phase-1 and phase-2.

As regards IPv6, the adoption of IPv6 is going to be particularly important for wireless carriers
that are expecting a surge in mobile data traffic in the next few years, as they will need a fresh batch
of Internet addresses to handle the multitude of wireless devices that will hook onto their networks.
Some of the leading wireless carriers in the world have already made support of IPv6 compulsory
and the support of IPv4 optional. The situation of IPv4 addresses in India (about 35 million IPv4
addresses) is already poor so deployment of IPv6 should be compulsory for all LTE operators. Since
the operators are deploying new LTE networks the support for IPv6 should be insisted upon by them
to their vendors at this stage itself. Hence, all new LTE customer connections provided by Service
Providers with effect from 30-06-2013 shall be capable of carrying IPv6 traffic either on dual
stack or on native IPv6.

4.2.3.3 Wireline Networks

Broadband access on wire line networks is not growing fast enough as compared to wireless
networks. The PSUs, BSNL and MTNL are large players in this segment because of their already
established legacy wire line infrastructure. Few other service providers like Airtel are also providing
wireline broadband access in major cities. Service providers will have to transit existing wireline
connections to IPv6 and provide new wireline connections on IPv6. Therefore, all new retail wireline
customer connections provided by Service Providers on or after 30-06-2014 shall be capable
of carrying IPv6 traffic either on dual stack or on native IPv6.

Regarding transition of existing wireline connections, the main issue concerning IPv6
deployment is that the majority of the existing CPEs working at customer’s premises are not IPv6
ready. As a step towards complete IPv6 deployment, these CPEs will have to be changed gradually
over a period of time till the expiry of their life or when asked for by the customers. The CPEs are
however of two types —

° Service provider Owned CPEs - It is easier to track and replace/upgrade these CPEs.
All new CPEs deployed at customer premises from 30-06-2014 must be IPv6 ready
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only. The Service Providers shall endeavor to progressively replace/ upgrade the
Service Providers owned CPEs which are not IPv6 ready as per the following

timelines:
o Replacement / upgradation of 25% of CPEs by December 2014.
o Replacement / upgradation of 50% of CPEs by December 2015.
o Replacement/ upgradation of 75% of CPEs by December 2016.
o Replacement/ upgradation of 100% of CPEs by December 2017.
° Customer Owned CPEs — These CPEs are deployed by customers after purchasing

from the open market. In this case, it would be difficult to pursue the customers to
replace their CPEs. Therefore, regarding the customer owned CPEs which are not
IPv6 ready, the Service Providers shall educate and encourage their customers
to replace/ upgrade such CPEs to IPv6 ready ones. The service providers can resort
to customer education programmes to tell them about the advantages of replacing their
existing IPv4 CPEs with IPv6 ready CPEs. It is expected that with the passage of time,
when IPv6 contents grow, customers will be self motivated to replace their old IPv4 only
CPEs.

4.2.3.4 Enterprise Networks

For Enterprise Customers two main challenges are:

" Readiness of Content on IPv6 and
. IPv6 readiness of Customer IT Infrastructure/ Application.

Service Provider would enable IPv6 on new connections but customer has to overcome the
above challenges by upgrading the infrastructure on v6 and adopting transitions mechanism like NAT
64 or alternate solution to access v4 content. Enterprise Customers have to start with dual-stack
approach, allowing both IPv4 and IPv6 addresses to co-exist until the transition to IPv6 is complete.
This approach will make sure that the transition occurs with minimal impact on customers.

At the moment getting IPv4 addresses are basically free for enterprises (usually included in
the Internet connection fee and a relatively small component of the overall cost). Those enterprises
that have agreements to use provider-allocated (PA - also called provider-aggregatable) addresses
may find it difficult to change providers, due to an inability to acquire new PA space, thus increasing
“lock-in.” The IPv6 strategies for enterprise customers should be as under:

u Proper plan should be there to move smoothly and seamlessly from IPv4 to IPv6.

L] Always procure equipment /applications that support and are compatible with IPv4 and
IPVv6.

. Check with Upstream service provider the no of IPv4 addresses available. This will help

Enterprise to plan for faster IPv6 transition if there is shortage of IPv4 addresses.

. Not implementing IPv6 can limit enterprise customers from doing business with other
region who are ready with IPv6.

L Mandatory Training /Workshop is required on IPv6 for all enterprises customers.
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The enterprise network functions can be classified into three sections —

° Internet presence: All the services and content offered by the enterprise to the Internet
community. This includes customers and partners of companies, students of schools,
citizens of governments, potential donors to charities, and so on. The services and
content are usually located in an Internet data center. In Indian scenario, most of these
data centers are owned by the Telecom and Internet Service providers.

° Intranet end-user Internet connectivity: How the enterprise employees and
applications access services and content on the Internet.

° Intranet applications: All the services and content located inside the enterprise and
accessed only by enterprise users and applications. The services and content are
located in the enterprise data center.

These sections are explained below:

Internet Presence

The IPv4 Internet will not stop working for existing users on the day when there are no more
IPv4 addresses available from the RIRs. However, all new users in future will be using IPv6 addresses.
This means that the Internet presence of an enterprise should support both the existing IPv4 users
and the new IPv6 users. An enterprise Internet presence usually consists of three basic services
offered to its partners, customers, and to the Internet community —

° Email,
° Web servers, and
° Domain Name System (DNS).

Enabling IPv6 on those three services will make the enterprise present on both the IPv4 Internet
and IPv6 Internet. Certain operational support systems, network operations procedures and security
components like firewalls’fUTMs must also become IPv6-aware. Therefore, all new enterprise
customer connections (both wireless and wireline) provided by Service Providers on or after
01-01-2014 shall be capable of carrying IPv6 traffic either on dual stack or on native IPv6.

Regarding the existing enterprise customers which are not IPv6 ready, the Service
Providers shall educate and encourage their customers to switch over to IPvé.

Intranet end-user Internet connectivity

IPv4 address exhaustion may impact enterprise customers who do not have excess IPv4
addresses today and have a growing internal user base. But Enterprises generally use private IPv4
network address space along with NAT and application proxies which will dampen the impact of
exhaustion. Providing IPv6 Internet access will allow internal users to reach content on the outside
IPv6 Internet. There are a couple of deployment scenarios for an enterprise connecting to the IPv6
Internet —

° If the enterprise already has IPv4 access, then add IPv6 to provide a dual-stack solution;
this is the most probable scenario for the next several years.
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° If the enterprise cannot get IPv4 Internet connectivity from its ISP, it will be necessary to
obtain IPv6 addresses and rely on the ISP to carry the IPv6 traffic to the IPv6 Internet.

In the case of adding IPv6 to an existing IPv4 Internet access, the enterprise has a few
choices —

U Use of application proxies (including web and email proxies) between the intranet
and the IPv6 Internet - The intranet users can still be IPv4-only, as the proxies will be
able to do the AFT (Address Family Translation). When application proxies are not used,
the enterprise needs to obtain a globally routable IPv6 address block large enough for
the whole organization from its ISP or, in the case of having more than one ISP, request
provider-independent IPv6 addresses from their Regional Internet Registry.

° Native access from intranet users to the IPv6 Internet - This obviously requires that
the intranet hosts and all network devices are also dual stack.

° Tunneled access from intranet users to the IPv6 Internet - This requires that the
intranet hosts are dual stack, but the intranet network does not need to be dual stack as
tunnels can be used to transport IPv6 packets.

In the above cases, the choice of the solution and timeframe will depend upon the specific
scenario faced by the enterprise and accordingly it has to be worked out in consultation with the ISP.

Intranet Applications

IPv4 address exhaustion only concerns the Internet and not the internal networks (the intranet)
of most enterprises. Existing enterprises’ networks often use private IPv4 addresses (RFC 1918)
internally and rely on a perimeter NAT to access the Internet by sharing a few (or even one) public
IPv4 addresses for all their internal users. There will be no reason for this to change when IPv4
addresses are no longer available. Internal applications will be able to use IPv4 for years even after
the Internet stops using IPv4 and uses only IPv6.

Public IPv4 address space exhaustion might not be the primary driver for IPv6 adoption in
some enterprises. However, many enterprises do have public IPv4 address running on their Intranet,
for example, in the data center. If this is the case, the enterprise needs to plan for the impact of not
being able to obtain additional public IPv4 addressing in the future. However, transition to IPv6 for
intranet applications will most likely be a matter of choice for the organization rather than a compulsion.

Despite above reasons regarding IPv6 adoption by enterprises, it would be prudent for
enterprises to plan for proper transition to IPv6. They can start with their external public facing entities
starting with Internet presence and ending with Intranet applications. They should consult their service
provider for the same.

4.2.3.5 ChecKlist for IPv6 Readiness Assessment

During the process of adoption of IPv6 many questions may arise. In this context a checklist is
attached at Annexure F which will clarify many of the general issues concerning the adoption of IPv6
by service providers or an enterprise.
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4.3 Content & Application Providers

The exponential and explosive growth of internet over the past few years can be rightly
attributed to the availability of numerous user friendly applications and content over the internet. As
a result, the internet has evolved from a medium of mass information dissemination to a platform for
delivering various services like social networking, internet banking, e-commerce, e-governance etc.
The content and application providers, therefore, form an important link in the value chain of the ICT
ecosystem. As majority of the major service providers in India are ready to handle IPv6 traffic & offer
IPv6 services, IPv6 based services are gradually being made available today to customers on pan
India basis across all segments i.e. Fixed, Mobile and Enterprise. It is now the turn of content and
application providers to take the lead.

4.3.1 Status

As a result of the initiatives undertaken since the release of Roadmap Ver-l, there has been a
marked improvement in the awareness level of content and application providers with respect to IPv6.
From being thought of as something that they have to deal with in distant future, there is a growing
realization amongst content and application providers that IPv6 is right there upon them. The World
IPv6 Launch Day (06-06-2012) and World IPv6 Day (08-06-2011) have further contributed to this
realization with some of the major content providers like Google, Yahoo, Facebook, Youtube, Bing etc.
permanently enabling IPv6 for their products and services with effect from 06" June 2012. In order to
lead by example, it has been decided that the websites of all Government organisations maintained by
NIC shall be transited to IPv6 (dual stack) by December 2012. NIC has made significant progress on
this issue and has already completed transition of considerable number of websites to IPv6 including
that of DoT. Further, the content providers are being educated and encouraged to host their websites
on dual stack when they approach for domain name registration/renewal. A few leading Indian content
providers like Flipkart etc. have also transited their websites to IPv6.

4.3.2 Challenges

The foremost challenge still remains the lack of awareness about the IPv6 adoption and a
proper understanding of the issues involved. Although there has been a marked improvement in the
awareness level of content and application providers with respect to IPv6 adoption, yet there remains
a general perception in their minds that the transition is likely to be a costly affair. However, contrary
to popular belief, the transition is not a costly issue as has been demonstrated by some Indian content
providers like Flipkart etc. In fact, all that it took for Flipkart to transit their website to dual stack was
deployment of four engineers for two weeks time.

Another important issue concerning the content and application providers is the need to
make the payment gateways IPv6 ready. With mobile phone fast transitioning itself from a mere
communication device to an instrument of empowerment for accessing a whole gamut of services
including m-payment, it becomes all the more necessary to make the payment gateways IPv6
ready so as to ensure seamless delivery of services. This in turn is likely to have a multiplier and
transformational impact on the whole environment. The matter has already been taken up by DoT with
Department of Financial Services (DFS), Ministry of Finance and Reserve Bank of India to get it done
by December 2012 and the work is under progress.
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Other bottlenecks faced are the low subscriber base of native IPv6 users and the lack of IPv6
ready end user devices like mobile handsets, data card dongles, CPEs etc in the ecosystem. Further,
the availability of IPv6 trained manpower is also an issue which needs to be taken care of.

Strategy & Transition Plan

The content and application providers need to take the first step towards IPv6 adoption
immediately without any further delay for the following reasons:

IPv6 adoption is essential from the stand point of business continuity. It is a reality
that the numbers of native IPv6 customers are going to be sizeable very soon. Since
IPVv6 is not backward compatible with IPv4, these native IPv6 customers will be able to
access content on IPv4 only with the help of some transition mechanisms like NAT etc.
Every NAT suffers from a performance overhead, adding some additional latency to the
customer experience, potentially leading to business risk.

Since IPv6 adoption is an eventuality no business can shy away from, it makes sense
to start early. In this way, the organisations can afford to go through the learning curve
without much impact on their services since the number of IPv6 consumers is low today.

IPv6 adoption helps organisations to gain the early mover advantage and be one step
ahead of competition.

Since IPv4 and IPv6 will co-exist for along time to come, itis beneficial for content and application
providers to go for dual stack approach. The following transition plan is therefore recommended:

All contents (e.g. websites) and applications providers should target to adopt
IPv6 (dual stack) for new contents & applications by 30-06-2014 and for existing
ones latest by 01-01-2015.

The complete financial ecosystem including payment gateways, financial
institutions, banks, insurance companies, etc. should transit to IPv6 (dual stack)
latest by 30-06-2013.

The new registrations on ‘.in’ domain to be compulsorily on dual stack with effect
from 01st January 2014.The entire ‘.in’ domain should migrate to IPv6 (dual stack)
latest by June 2014.
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4.4 Equipment Manufacturers

The equipment manufacturers in the IPv6 ecosystem can be broadly classified in two categories.
The first category (hereinafter referred to as network equipment manufacturers) comprises of the
manufacturers of those equipments that are used in the networks of service providers to provide
service to the customers. The manufacturers of equipment / devices that are used by the end-users
in order to make use of the services provided by the service providers form the second category
(hereinafter referred to as end user devices manufacturers). In order to ensure seamless delivery of
services on IPv6 platform, on one hand it is important that the service providers are ready to offer them
who in turn depend on the backend readiness and support of network equipment manufacturers. On
the other hand, it is equally significant that the end user devices manufacturers do not lag behind in
this regard so that the user is able to the feel the enhanced user experience on an IPv6 network with
the active support of content and application providers.

441 Status

A majority of network equipment manufacturers are well aware of the issue and adequately
prepared as far as IPv6 readiness of their product offerings is concerned. As described in chapter 4.2,
majority of the major service providers in India are ready to handle IPv6 traffic & offer IPv6 services at
present. This has been made possible because of the support of network equipment manufacturers
as the equipments form the bedrock of telecom networks. The status of some of them has been
tabulated in Annexure G. As clear from the status, the manufacturers which are not ready / partially
ready are likely to be so in next 1-2 years time.

In contrast, the manufacturers of end user devices like mobile handsets, data cards dongles,
tablets, smart phones, DSL modems/routers etc. do not appear to be fully geared up to meet the IPv6
challenge . At present, barring a few high end devices like smart phones, tablets etc. only a small
fraction (less than 5%) of these devices is IPv6 ready. Nevertheless, it is notable that most personal
computers running recent operating system versions are IPv6 ready.

In order to take care of the testing and certification issues of the manufacturers, an IPv6 test
bed has been installed by Telecom Engineering Centre (TEC) wherein the equipments can be tested
and certified for IPv6 compatibility, readiness, conformability and interoperability. This test bed will
greatly benefit manufacturers especially Indian ones as it obviates the need to take the route of
expensive testing and certification process of other countries. IPv6 standards for India have already
been released by TEC after taking into consideration the USGv6 and IPv6 Ready Logo standards.
Further, TEC is in the process of framing standards for IPv6 ready mobile handsets.

4.4.2 Challenges

The main challenge of the equipment manufacturers is the low demand due to slow uptake of
services on IPv6 platform and low subscriber base of IPv6 users in the country. The low awareness
levels among the customers of end user devices about IPv6 also need to be addressed. As contents
and applications gradually start transiting to IPv6 and various features of IPv6 especially the better
multimedia performance and IPv6 based innovative applications are appreciated far and wide,
the equipment manufacturers in general and end user devices manufacturers in particular will be
stimulated to switch over to IPv6 with in an accelerated time frame.
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4.4.3 Strategy & Transition Plan

With major service providers in India ready to handle IPv6 traffic & offer IPv6 services, the
network equipment manufacturers are geared up as far as IPv6 adoption in their product offerings
is concerned. They are likely to further improve upon their preparedness in synchronization with the
service providers as the latter move forward in accordance with the timelines set in Chapter 4.2.

However, the readiness of end user devices still remains as area of concern. With the
Government envisaging providing ‘Broadband on Demand’ by the year 2015 under NTP-2012 and
setting a target of 175 million and 600 million broadband connections by the year 2017 and 2020
respectively to ensure equitable and inclusive development, the next wave of broadband revolution
is sure to ride on IPv6 resulting in an exponential demand of IPv6 ready end user devices. Besides,
the evolution of mobile handset from being a simple voice phone to a veritable computing device
with internet connection, a m-commerce instrument, a digital camera, a music system, a positioning
device, a mobile TV, a video phone, a messaging device, a video player and a voice phone all rolled
into one further underscores the need for such devices to be next generation Internet Protocol ready.
In addition, there is a requirement of Law Enforcement Agencies (LEA) for easy monitoring and
tracking of such devices in the national interest for which IPv6 offers a better solution as each device
can be assigned a unique public IPv6 address. The Government organisations have already been
directed to procure IPv6 ready equipments only.

The increase in demand of IPv6 ready end user devices will not be restricted in terms of
traditional broadband or mobile connection devices. With rapid advances being made in machine
to machine communication, cloud computing, tracking and positioning, controlling devices and
processes, smart meters, smart grids, smart homes , smart cities and various others innovative IPv6
based applications, the number of connected devices and human being would together exceed all
estimates that are being made today.

Therefore, there is a strong incentive for the equipment manufacturers to plan early and move
ahead in the direction of IPv6 adoption. The following transition plan is therefore recommended:

< All mobile phone handsets/ data card dongles/ tablets and similar devices used
for internet access supporting GSM /CDMA version 2.5G and above sold in India
on or after 30-06-2014 shall be capable of carrying IPv6 traffic either on dual stack
(IPv4v6) or on native IPv6.

< All wireline broadband CPEs sold in India on or after 01-01-2014 shall be capable
of carrying IPv6 traffic either on dual stack or on native IPv6.
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4.5 Cloud Service Providers / Data Centres

As IPv6 is adopted across the internet eco-system, the IPv6 adoption by Data Centers/
Cloud Service Providers is a critical component, whereby the applications and services being used
by enterprises and end-users can be IPv6 enabled. The IPv6 adoption across the Data Center/
Cloud Services provider will accelerate and hasten the IPv6 adoption by the content and application
providers.

In addition to encouraging the content/ applications providers to adopt IPv6, the IPv6 cloud
services will also bring in IT infrastructural efficiencies. Today newer services are evolving and
spreading at a faster pace which has resulted in need of scalable and agile computing systems. IPv6
provides the required networking related capabilities for scalability. The coming together of cloud and
IPVv6 introduces a major technology inflection in the area of Next Generation Data Centers.

IPv6 cloud - complex but justified

IPv6 and cloud computing are technologies which impact every aspect of the IT eco-system,
wherein the hardware, software & IT processes need to be adapted for IPv6. The exercise of building
the IPv6 cloud is an involved and complex exercise, requiring coordination across multiple strata of
technologies.

Cloud computing and IPv6 are technologies which when implemented together build a system
that provides the resources and capabilities to scale up cloud deployments. IPv6 simplifies the
manageability of distributed cloud resources and consumers. Executing one transition without the
other is likely to lead to suboptimal or short-term solutions.

Features of a scalable, shared and agile cloud data centre

Scalable

¢ Physical consolidation
and optimization

e Virtualization of
individual systems

e Systems, network and
energy management

Shared

e Highly virtualized
resource pools—
“ensembles”

e Integrated information

infrastructure

e Security and business
resiliency

e Green by design

Agile

e Virtualization of IT as a
service—“cloud
computing”

e Business-driven
service management

e Service-oriented
delivery of IT
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As the computing needs of organizations grow, the computing and the related networking needs
grow as well. The fact that IPv4 address space is exhausted is known, and would lead organizations
to adopt IPv6, so that the computing and the networking needs grow together in tandem. As these
organizations adopt cloud, they would also need to work with their Service Providers to ensure that
the networking related resources are available, be it from IPv4 or IPv6 perspective.

IPv6 and Cloud - The Components

The legacy Data Centers which were typically built to support 1:1 infrastructure needs, wherein
one physical server supported a single application has evolved to a virtualized environment wherein
a single machine or a cluster of machines, come together to provide services across multiple servers
and softwares.

The new Data Center systems have evolved to be a more agile and scalable IT computing hub,
wherein the various services provided are as follows:

laaS — Infrastructure as a Service

PaaS — Platform as a Service

SaaS - Software as a Service

A cloud is a virtualized data center to achieve the following objectives:

u Elasticity: Ability to scale virtual machines resources up or down

= On-demand usage: Ability to add or delete computing power (CPU, memory ) and
storage according to demand

= Pay-per-use: Pay only for what you use

u Multitenancy: Ability to have multiple customers access their servers in the data center

in an isolated manner

4.5.1 Status

The IPv6 adoption by Data Center Operators and Cloud Service Providers is in very initial
stages today. The Data Centers/Cloud Services provided by large Internet Service Providers (ISP)
are preparing to provide IPv6 services whereas the independent Data Center/Cloud Service providers
are yet to initiate the journey towards IPv6 adoption. Since Cloud is comparatively new concept and
most of the Cloud Data Center are built in last two-three years, it will be easier to transit to IPv6 as
hardware replacement requirement will be minimal.

IPv4 exhaustion timelines and timeline impact

The impact of the IPv4 address pool exhaustion on the Data Center/Cloud Service providers
varies based on the services provided and the customer base served. The impact of exhaustion will
be higher in the case where public services are provided to the various customers.

The ISPs typically provide public Data Center/Cloud services in addition to having their own
private captive data centers. This segment of the industry would be the torch bearer of IPv6 adoption
across the IT eco-system, wherein both the network and the data center services would be provisioned
for IPv6 first accordingly. In case this segment of the industry does not adopt IPv6 in the foreseeable
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future, the lack of IPv4 address pool will result in many of the downstream service providers and
content providers/applications providers, being unable to plan for their further growth of network and
services, resulting in stagnation of their internet business due to lack of IPv4 addresses, which would
be detrimental to their existence.

The Data Center/Cloud service providers will be significantly impacted by the exhaustion of
the IPv4 address pool as they are dependent on the internet service providers for the address pool
resources and network connectivity requirements.

4.5.2 Challenges

Business Drivers:

The lack of interest in IPv6 Services from end customers has been a cause of concern among
the Data Center/Cloud service providers towards IPv6 adoption.

This has resulted in lack of motivation for the IPv6 adoption across the Data Centers/Cloud
Service Providers, wherein it has placed difficulties in justifying the budget allocation for the IPv6
adoption across the organizations.

In addition to the above there is also lack of awareness about new IPv6 based Business
services which can be launched to help create new revenue streams.

Hardware/Software:

The limited availability of IPv6 ready hardware and software for creating cloud infrastructure
from all manufacturers is also a challenge for IPv6 adoption by data centres/ cloud service providers.

Network Connectivity:

The lack of adequate IPv6 network connectivity, more so in the area of access networks and
mobile networks has resulted in lack of retail end-user customers, which impacts the IPv6 business
case for content and application service providers and thereby the Data Center/Cloud services
providers.

Skills Availability:

The lack of adequate IPv6 skills has been a challenge towards IPv6 adoption, by the Data
center/Cloud services provider, more so in the following areas:

o] Networking
(o} Data Center
o] Network Management

4.5.3 Strategy & Transition Plan

The IPv6 adoption across the Data center/Cloud Service Providers would require a phased
approach spread across a few years, wherein the technology adoption and the business demand
would go hand in hand.
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Area

Strategy

Business Drivers

Awareness need to be built for in-house working team as well as
for the end customers towards IPv6.

IPv6 ready setup may be focused as USP in marketing campaigns.

Network Connectivity

Detail IPv6 networking compliance
Upgrade upstream connectivity to IPv6/ Dual stack

Prompt end users to have IPv6 connectivity

Hardware and Software

Assess the requirement of hardware and software upgrade to IPv6.

Set up gradation plan keeping in mind lifecycle and end users
requirements.

All new hardware/ software procured should be IPv6 ready.

Skills

Both networking and system administration skill set should be
upgraded to IPv6 in a time bound manner.

Pilot Projects

Initiate IPv6 pilot projects to have confidence as well as a model
for end customers.

The approach can take into consideration 2 categories of data centers —

(i) Old data centers — The old data centers will typically have hardware and software resources
which are not IPv6 ready. Therefore, they will need some time to replace and upgrade their
data centres to make them IPv6 ready. They may need one- two years time for this.

(i) New data centers — Data centers being established newly can choose to be IPv6 ready from
day one by choosing the appropriate hardware and software. They can provide services using

IPv6 connectivity immediately.

The Cloud Service Providers / Data Centres are encouraged to adopt IPv6 across their
commercial and captive infrastructures. The IPv6 adoption by this segment of the industry would
enable the ICT eco-system in India to adopt IPv6 services at a faster pace. The details of IPv6
adoption by Cloud Service Providers / Data Centres is given in Annexure H.

Accordingly, it is recommended that all public cloud computing service / data centres
providers should target to adopt IPv6 (dual stack) latest by 30-06-2014.
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4.6 Security Best Practices

This basic purpose of this chapter is to help organizations understand IPv6 security implications
and best practices to mitigate vulnerabilities in IPv6 deployment. Just like the early deployment of
many technologies, security is often left to the final stages of implementation which introduces many
challenges and also complicates the security deployment at later stage. The intent of this chapter
is to improve the security of IPv6 deployments from day one. This chapter provides guidelines to
organizations to aid in securely deploying IPv6.

While IPv6 is not directly compatible with its predecessor, it poses many of the same risks
associated with IPv4. In addition, IPv6 offers a number of new capabilities that could potentially
introduce additional vulnerabilities and threats to agencies. But, if implemented properly, IPv6 has the
potential to provide a foundation for creating a secure infrastructure for an organization as well as the
Internet as a whole. IPv6 provides many additional security features over IPv4 like extension header
based IPSec support and Secure Neighbour Discovery Protocol (SeND).

4.6.1 Background

Due to the exhaustion of free IPv4 (Internet Protocol version 4) address space and internet
device explosion, Government and private agencies have started using the IPv6 (Internet Protocol
version 6) protocol into their networks. Switching from IPv4 to IPv6 will not be possible in an instant
way but over a period of time with IPv4/IPv6 coexistence. During this phase, transition techniques
like dual-stack, tunnelling and translation have to be deployed. As IPv6 becomes more popular, the
attacks on it will increase. This is similar to the case that as the popularity of web browsers like Internet
Explorer, Chrome, Firefox etc. grew, so did the number of people working to find flaws with them. IPv6
is likely to follow the same course as the number of deployments increase and it becomes a focus
of new security research. The process of finding and correcting vulnerabilities will only make IPv6
stronger. The attacker community is gaining interest in IPv6 as it is an easy route for them with lack
of IPv6 expertise in organizations. It is therefore important for organizations to improve the security of
IPv6 deployments from day one.

IPv6 has some advantages over IPv4 but also have few unique security vulnerabilities. The
transition to IPv6 is inevitable; therefore organizations should understand the threats that exist in
IPv6 networks and protect against them. Organizations are most likely to face the below mentioned
security challenges during the deployment process:

° An attacker community that most likely has more experience and comfort with IPv6 than
an organization in the early stages of deployment.

° Difficulty in detecting unknown or unauthorized IPv6 assets on existing IPv4 networks.

° Added complexity while operating IPv4 and IPv6 in parallel.

° Proliferation of transition-driven IPv6 (or IPv4) tunnels, which complicate defences at

network boundaries

° If organizations elect to deploy IPv6 without security, it is like running a backdoor
protocol to the dual-stack systems that could potentially be exploited

Security vulnerabilities that exist for IPv4 also generally apply to IPv6 however there are
additional vulnerabilities that exist for IPv6 but do not apply to IPv4. These fall in three major categories:
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1. IPv6 Basic Protocol Vulnerabilities :
Attacks against ICMPv6: ICMPV6 is a required component of IPv6.
Extension Header (EH) attacks: EHs need to be accurately parsed.

Auto configuration: NDP attacks are simple to perform.
Mobile IPv6 attacks: Devices that roam are susceptible to vulnerabilities.

2. IPv6 Transition Mechanism Protocol Vulnerabilities :

Attacks on transition mechanisms: transition techniques are required by IPv6 for transition mechanisms
like Dual-stack, Tunnelling, NAT etc.

3. IPv6 Operational Vulnerabilities:
Operation vulnerabilities: Complex IPv6 filtering, padding option and new extension header introduction.

4.6.2 Proposed Approach for Secure IPv6 Deployment

Organizations should understand the security risks of deploying IPv6, as well as strategies to
mitigate such risks. Below is the recommended approach for secure IPv6 deployment:

Train staff on IPv6 i Allocate IPv6 Security Appoint Security
security Budget Consultant

1Pvb Security Teskng
IPv6 security Develop IPv6 Security Cone s ArhitTs

assesment Plan Performance, loT

\Z

SeaHre Security Audit

deployment

Figure 7 : Secure IPv6 Deployment

Step-1: Train Staff on IPv6 security:

Organizations must understand the differences between IPv4 and IPv6 and know how those differences
have security implications. IPv6 is going to coexist with IPv4 for a foreseeable future which means the
network is as secure as the least secure protocol; organizations should have the security architecture
in place for both protocols. Since both protocols do not inter-operate, it requires a transition technique
such as tunnelling, NAT etc. Organizations need to ensure a secure transition deployment.

As a first step, organizations should look to build IPv6 security skill sets equalling to IPv4 security
skill sets. Organizations should provide IPv6 security training for key operational personnel and policy
makers. The individuals should have enough information to be able to formulate IPv6 policy and
guidance for the organization, and to implement enough security safeguards to enforce the policies.
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Organizations should look to build IPv6 security skill sets equalling that of IPv4. Below are the
suggested topics which should be covered in depth in IPv6 security skill set development:

° IPv6 and IPv4 security differences
° IPv6 Security Features

° IPv6 Security Issues

° IPv6 Security monitoring

° IPv6 Network attacks

° IPv6 Security threat mitigation

° Secure transition mechanisms

° IPv6 Security best practices

Step-2: Allocate IPv6 Security Budget:

Organizations should do the budget allocation for IPv6 security in addition to IPv4. Budget calculation
should be based on efforts required for security assessment, design, testing and deployment.
Organizations should allocate additional budget if any hardware upgrade is required to meet the
security requirements.

Step-3: Appoint Security Consultant:

Organizations may choose to appoint external security consultants or internal staff for conducting IPv6
security posture analysis, build IPv6 security plan, testing and deployment. Based on organizations’
IPv6 security skill sets and the business needs, some or all of these activities can be outsourced to
experienced consultants.

Step-4: IPv6 Security Assessment:

IPv6 security assessment helps to understand the risks posed to an organization by vulnerabilities
present in the organization’s IP-networked systems including IPv6 and IPv4. Security assessment
should capture network, applications and services security posture and highlight the vulnerabilities
with possible mitigation techniques.

Step-5: Develop IPv6 Security Plan:

While IPv6 provides the foundation for the development and implementation of a more secure network,
organizations must be concerned with potential issues the new protocol may create. Examples of
these issues are:

° Poorly implemented IPv6 stacks

° Few network protection devices/tools support IPv6

° Improperly configured network elements like firewalls, IDS, IPS etc.
° New attacks

° Poorly implemented IPv6 routing protocols

° Inconsistent IPv4/IPv6 security features

° Few IPv4 network management tools ported to IPv6
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° Organizations not leveraging new security features
° New/existing applications unable to leverage new IPv6 features

The development of the IPv6 Security Plan should include a core understanding of all of the components
necessary to secure the organization’s networks.

Secure
Transition
IPv6 mechanisms Policy and
Securities Guidelines

IPv6 Best Business
Practices

Security
posture

Technologies SeCU r|ty
Plan

Figure 8: IPv6 Security Plan

Organizations should build the security plan by giving due consideration to all the above points.

Step-6: IPv6 Security Testing:

Validation of IPv6 features, interoperability and performance issues become critical factors for
organizations for smooth transition to IPv6. Since IPv6 is a new protocol stack it becomes important
to test the protocol implementations in vendor hardware and software as this could become critical.
Below are the suggested tests, organizations should perform before deployment:

° IPv6 security conformance testing

° IPv6 security Inter-op testing

° IPv6 security performance testing

° IPv6 security design validation Testing

Step-7: Secure IPv6 Deployment:
On successful completion of testing it is required that organizations implement the transition plan.

Step-8: IPv6 Security Audit:

Organizations should have a regular audit policy to ensure that new vulnerabilities are adequately
addressed in the network. It is recommended to have periodic security audits (e.g. at least one security
audit every year) to assess the security state of the network so that appropriate actions can be taken
proactively.
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4.6.3 IPv6 Security Best Practices

In order to achieve security parity with IPv4 networks, the emerging IPv6 networks should be
protected against all attacks for which IPv4 networks are currently protected. They should additionally
be protected against new attacks that are specific to new features. Below are a few best practices for
reference:

- Encourage staff to increase their knowledge of IPv6 to a level comparable with their current
understanding of IPv4

- Plan a phased IPv6 deployment utilizing appropriate transition mechanisms to support business
needs; don’t deploy more transition mechanisms than necessary

- Plan for a long transition period with dual IPv4/IPv6 co-existence

- Apply an appropriate mix of different types of IPv6 addressing (privacy addressing, unique
local addressing, sparse allocation, etc) to limit access and knowledge of IPv6-addressed
environments.

- Use automated address management tools to avoid manual entry of IPv6 addresses as they
are prone to error because of their length and form of notation.

- Develop a granular ICMPvV6 (Internet Control Protocol for IPv6) filtering policy. Ensure that
ICMPv6 messages that are essential to IPv6 operation are allowed, but others are blocked.
Security firewalls will have to be configured accordingly for IPv6.

- IPv6 brings many new vulnerabilities; organizations should test all products/solutions for IPv6
security before deploying in the network.

- Be aware of extension header threats and filter extension headers appropriately

- Drop packets containing Routing Header Type 0 and unknown option headers whenever
possible.

- Deny packets that do not follow the rules for extension headers.

- Perform Unicast RPF filtering to prevent spoofed source addresses.
- Deploy DNSSEC

- Restrict who can send messages to multicast group addresses

- Use IPSec (Internet Protocol Security) to authenticate and provide confidentiality to assets
that can be tied to a scalable trust model (an example is access to Human Resources assets
by internal employees that make use of an organization’s Public Key Infrastructure (PKI) to
establish trust).

- Identify capabilities and weaknesses of network protection devices in an IPv6 environment.

- Enable controls that might not have been used in IPv4 due to a lower threat level during initial
deployment (implementing default deny access control policies, implementing routing protocol
security, etc).

- Pay close attention to the security aspects of transition mechanisms such as tunnelling
protocols.

- Use Control Plane Policing for granular control over the router’s processes
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Ensure that IPv6 routers, packet filters, firewalls, and tunnel endpoints enforce multicast
scope boundaries and make sure that Multicast Listener Discovery (MLD) packets are not
inappropriately routed.

Use QoS policy to control misbehaving IPv6 applications and ICMPV6 flooding
Use Access Control Lists (ACL) to selectively filter IPv6 traffic.

Harden IPv6 firewalls.

Filter ICMPv6 messages on LAN devices but do not block NDP.

Follow the vendor offering, which should include protection against RA, ND, and DHCP attacks
Use authenticated DHCPV6 if applicable.

Deploy SeND to secure the LAN.

Use the management plane of your devices to observe IPv6 performance.
Harden your computers against malicious IPv6 packets.

Check on what ports your computer is listening for connections.

Review your neighbour cache for unauthorized systems.

Check for undesired tunnel interfaces.

Make sure that your IPv6 hosts are not unintentionally forwarding IPv6 packets.
Leverage IPv6-capable stateful firewall.

Secure deployment of tunnelling
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5.1 Standards & Testbed

Present telecom technologies/networks are moving rapidly towards IP. Next Generation
Networks (NGN) based on IP technologies are poised to register global expansion at a fast pace. IPv6
is a relatively new protocol when compared to the length of time IPv4 has been in use. The extensive
adoption of IPv6 has started only recently because of the exhaustion of the free IPv4 addresses
because of which the organizations have no option but to adopt IPv6 for ensuring the continued
growth of the Internet and other networks dependent on IP technology.

Standardization is a very important aspect in the growth and adoption of any new technology
and the same is in case of IPv6 also. Since IPv6 is relatively new, many aspects of the technology
are still being standardized and for this many global organizations like the IPv6 Forum, IETF, 3GPP
etc. are working to make its use unambiguous in different types of networks and scenarios. One big
problem being faced by users is how to ensure whether the IPv6 features promised in a particular
product by some vendor are complete or not. In case of India, manufacturers and vendors of IP
products are very few and most of them are imported. So it is high time to set up world class testing
infrastructure in the country to ensure interoperability, end to end performance, benchmarking, secure
application delivery, seamless mobility etc., for smooth uptake and growth of IPv6 and other NGN
technologies in the country. Establishing test labs in the country will ensure that only the right products
are imported and deployed by the service providers and other users. Some service providers have
their own in-house labs to do this kind of a testing but smaller organizations have nowhere to go for
such kind of a testing / validation. The IPv6 lab installed by TEC is the first public facility of this kind
where anyone can bring an IP product and get it tested for IPv6 readiness by paying a small fee.

51.1 About TEC & its Activities

TEC, the technical arm of DoT, is involved in formulation of Standards and Fundamental
Technical Plans and bringing out specifications and common standards with regard to telecom network
equipment, services and interoperability. It also interacts with multilateral agencies like APT, ETSI and
ITU etc. for standardization. It develops expertise to imbibe the latest technologies & results of R&D
and also provides technical support to DOT and technical advice to TRAI & TDSAT. To keep pace
with the advancement of technology and in order to meet the requirements of setting up NGN test &
certifications labs, TEC has taken the initiative to setup following labs in TEC:

a) Transport Lab

b) Control Lab

c) Service/application Lab

d) Access Lab

e) Customer Premises Equipment (CPE) (including terminals) Lab

f) These labs are proposed to be set up in phased manner in such a fashion that different labs
classified under separate disciplines in telecom are envisaged to be integrated at the backend
into a single test bed. Each lab has been conceptualized as a test bed created by a host of
DUTs (Device Under Test) offered by Telecom Equipment vendors connected in a network
configuration. This network would be connected by test equipment that are themselves capable
of emulating large virtual networks behind their connecting ports, and subjecting the test bed
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with simulated traffic relating to different tests. The testing shall require the utilization of multiple
scripts (coded programs) that will facilitate automated testing. The test solution providers may
have a back-end tie-up with original test equipment manufacturers. These labs are envisaged
to be self contained and centrally managed for all test operations and report generation.
They are intended to serve Indian and International Telecom equipment manufacturers,
Telecom operators, Regulators, Application/Content Service Providers, independent
Software developers, R&D Institutions, Educational Institutes, Chipset manufacturers etc.,
for conformance, performance, functional and interoperability among public networks and
to benchmark devices/applications/networks/ services for all real life scenarios. TEC shall
maintain the confidentiality of test results. Test results shall not be shared with any other party
without specific advice from concerned applicant. However, clients could publish/advertise/
share test results with due intimation to TEC.

To start with and in the first phase, TEC has installed NGN Transport Lab in New Delhi. The

lab is equipped with —

(i) Testing & Measurement System for IPv6 Conformance & interoperability.

(i) Testing & Measurement system for L2-L7 testing including Session Border Control
Function for IP based network elements

(i)  Router, Firewall, LAN/Ethernet Switch, Blade Server, Management console and work
stations etc.

(iv)  Exploitation Room Accessories including, Plasma display unit, overhead projector &
screen, heavy duty printer, copier/scanner etc.

(v) IPv6 Test Bed
The IPv6 test bed installed in NGN Transport Lab, TEC, New Delhi shall provide testing for

conformance, performance, functional and interoperability testing of DUTs (Device Under Test) for
following protocols.
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(i) IPvé Core Protocols like IPv6 Addressing Architecture, Neighbor Discovery, IPv6
Stateless Address Auto configuration, Path MTU Discovery (PMTU), Internet Control
Message Protocol for IPv6 (ICMPv6) which enables hosts and routers that use IPv6
communication to report errors and send simple echo messages, Multicast Listener
Discovery (MLD) which enables one to manage subnet multicast membership for IPv6

(i) IPSec, which is a protocol suite for Security Architecture for the Internet Protocol
communications by authenticating and encrypting each IP packet of a communication
session.

(i)  1KEv2, which is the protocol used to set up a security association (SA) in the IPSec
protocol suite.

(iv)  MIPv6 is the IP mobility implementation for IPv6.

(v) NEMO: The growing use of IP devices in portable applications has created the demand
for mobility support for entire networks of IP devices. Network Mobility (NEMO) solves
this problem by extending Mobile IP.

(vi)  DHCPV6 is the Dynamic Host Configuration Protocol for IPv6. DHCPv6 may be a more

suitable solution to assign addresses, name servers and other configuration information
as is being done today with DHCP for IPv4.



(vii)

(viii)

(ix)
(x)

SIP (Session Initiation Protocol) is an IETF-defined signaling protocol widely used for
controlling communication sessions such as voice and video calls over Internet Protocol
(IP).

Management (SNMP-MIBs) is a Management Information Base, a key component of
SNMP (Simple Network Management Protocol). More specifically, an MIB is a group of
managed objects within a network.

MLDv2 Interoperability Tests (RFC 3810, RFC 4604)
MLDv2 Router Conformance (RFC 3810, RFC 4606)

Augmentation of IPv6 Testbed:

The existing IPv6 test bed may be augmented in future to include the following -

(i)

(ii)

(iif)

Figure 9: NGN Transport Lab

6LoWPAN testing: 6LoWPAN is an acronym for IPv6 over Low power Wireless Per-
sonal Area Networks. The 6LoWPAN group has defined encapsulation and header
compression mechanisms that allow IPv6 packets to be sent to and received from over
IEEE 802.15.4 based networks. 6LoOWPAN provides a means for carrying packet data
in the form of IPv6 over IEEE 802.15.4 networks. The 6LoWPAN system is used for a
variety of applications including wireless sensor networks.

IPv6 compliance testing for mobile handsets: Efforts are being made to enhance the
capability of the existing test bed, so that testing of IPv6 compliant mobile handsets as
per RFC 3314 and 3316 may be performed.

Cloud testing: Existing test bed may also be augmented to include the capabilities for
testing cloud features.
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5.1.2

a)

b)

c)
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IPv6 Standards

Most of the high end networking equipments are currently being imported by the vendors
and manufacturers from other countries. Many of these vendors are getting their products
certified for IPv6 readiness from the IPv6 ready logo committee, which runs the ‘IPv6 Ready
Logo Program’. This is a globally recognised program, which is run by the IPv6 Forum for
certification of equipments, ISPs and websites for IPv6 readiness. The details of this program
are given in Annexure-l.

In India, TEC has established an IPv6 Test Bed in NGN lab Phase-I project for testing of IPv6
protocols with the purpose of giving approvals/certificates to equipments being offered for IPv6
readiness testing by different vendors. Since, TEC lab is the first public facility in the country
of this kind, it is expected that the lab will get many requests from industry for IPv6 testing. In
this regard the offered equipments will be tested for IPv6 readiness based on specifications
developed by various International bodies like IPv6 Forum, IETF etc. and TEC. The NGN test
lab equipments have been installed and the equipment vendors in industry, primarily dealing
w