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1 Introduction

Internet Protocol (IP) is the “language” and set ofswlemputers use to talk to each
other over the Internet. The existing protocol suppothegnternet today - Internet
Protocol Version 4 (IPv4) - provides the world with onlgilion IP addresses,
inherently limiting the number of devices that can be gavemique, globally routable
address on the Internet. The emergence of IPv6, prguvidewworld with an
exponentially larger number of available IP addressessiential to the continued
growth of the Internet and development of new appbecatieveraging mobile Internet
connectivity. Although the information technology (OQmmunity has come up with
workarounds for this shortage in the IPv4 environment, I®#e true long-term
solution to this problem.

Federal government agencies should prepare for the futaetvabrking and Internet
technology by enabling their networks to support IPv6 addsesse data packets. There
are many considerations when introducing any emerging texnaito an

organization’s infrastructure. Therefore, this type aigitgon should be done
methodically and mindfully, with full awareness oétbenefits, challenges, and caveats
surrounding the technical implementation of IPv6. Thisudeent outlines many of these
benefits, challenges, and caveats, and provides Federahgwmreg agencies with IPv6
transition “best practices” which can be used to infogenay IPv6 transition planning
and the adoption of IPv6 into their IT infrastructure.

1.1 Background

In August of 2005, the Office of Management Budget issued Mamdom M-05-22,
“Transition Planning for Internet Protocol Version 6 @Y establishing the goal of
enabling all Federal government agency network backborsgpmort the next
generation of the Internet Protocol Version 6 (IPv6Jinye 30, 2008.

The memorandum requires the agency’s network backboneréathe to transmit both
IPv4 and IPv6 traffic, and support IPv4 and IPv6 addresselyrigy30, 2008. Agencies
must be able to demonstrate they can perform attleas$dllowing functions, without
compromising IPv4 capability or network security:

* Transmit IPv6 traffic from the Internet and externpeérs, through the network
backbone (core), to the LAN.

* Transmit IPv6 traffic from the LAN, through the netwdr&ckbone (core), out to
the Internet and external peers.

* Transmit IPv6 traffic from the LAN, through the netwdrkckbone (core), to
another LAN (or another node on the same LAN).

The requirements for June 30, 2008 are for the networkobaek(core) only. IPv6 does
not actually have to be operationally enabled (i.e. tuamdy June 30, 2008. However,
network backbones must be ready to pass IPv6 trafficapport IPv6 addresses.

Applications, peripherals, and other IT assets whicmatdeveraged in the execution of
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the functions mentioned above are not required fordhe 30, 2008 deadline. Agencies
are expected to verify this new capability through tesirigrities. They are also
required to maintain security during and after adoptioPe6|

In support of these goals, OMB Memorandum 05-22 idensfegral key milestones
and requirements for all Federal government agenciasselrequirements are:

- By November 15, 2005
* Identify an IPv6 agency lead
» Complete inventory of IP-aware hardware devices in netlwackbone
- By February 28, 2006
* Develop a network backbone transition plan for IPv6
 Complete an IPv6 progress report
- By June 30, 2006
» Complete inventory of IP-aware applications and perigbeviah
dependencies on network backbone
* Complete an IPv6 transition impact analysis
- By June 30, 2008
e Complete network backbone transition to IPv6

All agencies are required to submit these deliverables tB OiMor before these due
dates. Requirements for Enterprise Architecture submssice described in Chapter 3
of this document.

The memorandum (05-22) indicated the CIO Council Architectnd Infrastructure
Committee (AIC) would publish transition planning guidan&elbsequent to the release
of OMB M-05-22, the AIC published three “chapters” of IPv@nBition planning
guidance. The first chapter, published on November 15, 2005, sedité®e use of
Enterprise Architecture (EA) to plan for enterprise-wided transition. This chapter
also included instructions to agencies on how to sultit tPv6-related artifacts with
their February 28, 2006 Enterprise Architecture assessri@etsecond chapter
discussed some of the more technical elements of agramsjtion, such as 1) IPv6
transition planning best practices; 2) networking & infrasture; 3) addressing; 4)
information assurance; 5) pilots, testing and demonstigt®) applications; 7)
standards; and 8) training. The third chapter discussed I&v&tion governance. It
described the management structure of the Governmentiu@dransition effort, as
well as the roles and responsibilities of each ofencies and organizations involved
(e.g. OMB, CIO Council, large and small agencies). Hoeisd and third chapters of
transition guidance were provided to agencies on Febru@0B, They were sent
directly via e-mail to agency IPv6 leads. Agency lead®weé/en an opportunity to
comment on the guidance.

This document is a compilation of these three chapfegsidance, incorporating the
feedback received from agencies.
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The AIC will be publishing an additional chapter of guidaneeich discusses
acquisition and procurement of IPv6-capable/ready as€mise this chapter is released,
it will be sent to agencies for comment, and subsequeatbrporated into this
document. This document will also be updated periodicalhyeasbest practices are
identified and as otherwise deemed necessary by the GI@cC Architecture and
Infrastructure Committee (AIC). Recommendations for upddhe content of this
document will be provided by the AIC IPv6 Working Group as trawsition strategies
are identified based on lessons learned.

1.2 Purpose & Scope

This document provides additional guidance on how to impiethe requirements of
OMB Memorandum 05-22. It includes:

» An overview of IPv6 features, benefits, and implemeaathallenges

* Guidance for agencies incorporating IPv6 into their @nis¥ architecture

* Instructions for Enterprise Architecture submissions dueNB

* Recommendations and best practices for IPv6 enterpaisgfdrmation planning
» A description of the Governance process and roles apdmsibilities

1.3 Document Organization

This document is composed of five chapters: Introductiorg [Pwerview, Integrating
IPV6 into the Enterprise Architecture, Understanding Keangition Elements, and
Governance.

The first chapterntroduction, provides background information and discusses purpose
and scope.

The second chaptdiRv6 Overview, provides a background on the emergence of IPVv6,
and an explanation of the features, benefits, andestgk of introducing IPv6 into the
networking environment.

The third chaptenntegrating IPv6 into Enterprise Architecture Planning, describes the
process for integrating IPv6 into the agencies stratdgimmmpg and enterprise
architecture activities. This chapter also discusses Reyefiverables.

The fourth chaptet)nderstanding Key Transition Elements, provides detailed “best
practices” and recommendations in several of the mid&tal aspects of IPv6 transition.
These areas are those relevant to a Federal governgasiayantroducing IPv6 into their
network environment. These areas are:

o Networking Infrastructure
Address Planning
Information Security
Transition Mechanisms
Standards
Training

o O 00O
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o Testing
o0 Cost of Transition

Chapter 4 also outlines the suggested content areas lBv@&transition plan. Agencies
may use the content areas included in this section peghair own IPv6 transition
plans.

The fifth chapterGovernance, details the governance processes supporting the Federal
government transition from IPv4 to IPv6.

2 IPv6 Overview

IPV6 is the next generation protocol for the Internesjgieed to support continued
Internet growth in number of users and functionality. Tleent version, IPv4, was
developed in the 1970’s and provides the basis for todayéiteteroperability. IPv4
suffers some limitations that may be inhibitors tovgfoof the Internet, and use of the
Internet as a global networking solution.

IPv4 allows for as many ad44,294,967,296) addresses. Although this seems like a
very large number, it is much too small for tomorroWmternet. Considering the
population of the Earth is approximately 6.6 billion peopiigh IPv4 we can not even
afford to give a single IP address to every person ondhé.E

IPv6 has been under development by the Internet commonioyver ten years and is
designed to overcome these limitations by greatly expgradailable IP address space,
and by incorporating features such as end-to-end secuabjlentommunications,
guality of service, and system management burden reduction.

The emergence of the Internet as a fundamental technf@ogommercial and social
activity has been most apparent since the creatiamedoMorld Wide Web in the early
90’s. The Internet has grown rapidly in the past fivargeto a scale well beyond that
which the original Internet designers envisioned oventygears ago.

Without sufficient global IP address space, applicatavasforced to work with
mechanisms that provide local addressing. In the inténene have been numerous
optional “workarounds” (such as Network Address Transktand extensions to IPv4 to
try to overcome its limitations. Network Address Tratish (NAT) allows multiple
devices to use local private addresses within an enterpnite sharing one or more
global IPv4 addresses for external communications. 8WWT has to some extent
delayed the exhaustion on IPv4 address space for thetaimoytit complicates general
application bi-directional communication. IPv6 easesdomplexity of providing end-
to-end security. IPv6 removes the common motivationhe use of NAT since global
addresses will be widely available.
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The true transition of the global Internet from IR84PV6 is expected to span many
years. During this period of transition, many organizatiotroducing IPv6 into their
infrastructure will operate in a dual-stack environment supppiPv4 and IPv6
concurrently, possibly for the foreseeable future.

There is not a one-size fits all transition stratEgyiPv6. The incremental, phased
approach allows for a significant period where IPv4 an® léan co-exist using one or
more transition mechanisms to ensure interoperabitywéen the two protocol suites.

2.1 |1 Pv6 Features and Benefits

The evolution of the IPv6 protocol represents the wérkany different Internet
Engineering Task Force (IETF) proposals and working gramkyepresents several
years of effort. IPv6 was designed to build on the exgsieatures of IPv4 and provide
new services and capabilities. The rationale is to:

« Extend the IP address space enough to offer a unique I€saddrany device.

« Enable stateless IP auto-configuration and improved “pldgoéay” support

« Provide support for network address renumbering.

- Enable mandatory implementation of IP Security (IlPsapport for all fully
IPv6-compliant.

« Improve support for IP Mobility.

Listed below is an overview of several features andfiteBv6 is intended to provide.

« Larger address space- IPv6 increases the IP address size from 32 bits to 128
bits. Increasing the size of the address field increasaber of unique IP
addresses from approximately 4,300,000,000 (4.3x&0
340,282,366,920,938,463,463,374,607,431,768,211,456 (3¥x1fcreasing
the address space to 128 bits provides the following addijianantial benefits:

o Enhanced applications functionality— Simplifies direct peer-to-peer
applications and networking by providing a unique address to eactedevi

o End-to-end transparency— The increased number of available addresses
reduce the need to use address translation technologies

o Hierarchical addressing— The hierarchical addressing scheme provides
for address summarization and aggregation. These appscaoiify
routing and manage routing table growth.

o Auto-configuration — Clients using IPv4 addresses use the Dynamic Host
Configuration Protocol (DHCP) server to establish an ad@ess time
they log into a network. This address assignment procea$lasl stateful
auto-configuration. IPv6 supports a revised DHCPV6 protocbl tha
supports stateful auto-configuration, and supports stateless a
configuration of nodes. Stateless auto-configuration doesequire a
DHCP server to obtain addresses. Stateless auto-catimuuses router
advertisements to create a unique address. This cregikgyahd-play”
environment, simplifying address management and administrali®ve
also allows automatic address configuration and reconfigarafl his
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capability allows administrators to re-number netwat#trasses without
accessing all clients.

o Scalability of multicast routing — IPv6 provides a much larger pool of
multicast addresses with multiple scoping options.

2.2 1Pv6 Challenges

The following challenges should be considered from eachcgtgeprogram perspective
in the development of the IPv6 transition plan.

2.2.1 Maintaining interoperability and security during transition

Agencies will need to maintain network interoperabilitylaesy transition away from
today’s IPv4-only environment. During the initial phasesafsition, agencies are
likely to move to an environment to accommodate natwb land encapsulated IPv6, in
a largely IPv4 network leading to a ubiquitous dual-stack emwiemt. As applications
transition and the use of IPv4 diminishes, agenciesopérate in an environment largely
as an IPv6 network. Hardware and software interopenabilil be essential as agencies
move forward with their IPv6 plans and interconneeirthetworks across dual
environments. Since maintaining interoperability and sgctoi these types of evolving
environments is the highest priority, the transitiongukshould be kept minimized.

There are many possible combinations of technical IPv6itiam strategies. There are
also a number of transition mechanisms (e.g. dual-staekeling, translation) which
agencies can choose from with more emerging from ttenieal community. The
introduction of IPv6 on an enterprise scale will intraelacnumber of challenges
including scalability, integration, and security. In tle&anterm, there is concern about
creating vulnerabilities in existing IPv4 networks by dgpig IPv6 and its transition
mechanisms. This risk can be mitigated by development ofarall phased approach
to IPv6 network transition which addresses end-to-endoipegability, performance, and
security issues. Agencies may also want to consaigralling the use of IPv6 on IPv4
networks that carry classified traffic until the netk®rcarrying unclassified traffic have
been successfully transitioned and tested. An intedi@td coherent strategy should be
developed to allow IPv4 and IPv6 to operate on these netwsitkg emerging IPv6
security products. Furthermore, in many cases, ther&evdn on-going need for
interaction with IPv4 enclaves outside of the ageaequiring transition mechanisms to
be planned accordingly.

2.2.2 1Pv6 Standards and Product Evolution

Today, IPv6 technology is still evolving and this evolutiiikely to continue through
the federal transition period. This is as expected sachormal evolution of the Internet
standards. While the base set of IPv6 protocols areestadll mature, and product
implementations are emerging, many of the standards supgpwealue-added IPv6
features are still evolving. Therefore, agencies acewgaged to ensure the IPv6
capabilities being procured have a viable upgrade path.
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3 Integrating IPv6 into Enterprise Architecture Planning

IPVv6 is an enterprise transformation driven by busirersaronmental, and technology
factors, the scope and impact of which extend well beybe IT organization. Since
IPv6 has the potential to impact agency decisions aboutdsssperformance, business
processes, information, technology infrastructure, sigcand other strategic initiatives,
IPv6 should be incorporated within the agency’s stragigiening and enterprise
architecture (EA) development activities.

3.1 Agency Responsibilities
To appropriately address the requirements in OMB Memorar@hi?, related to
agencies’ enterprise architecture submissions to OMB iruegp2006, agencies should:

v Incorporate IPVv6 into their IRM Strategic Plan,
v' Update their enterprise architecture, including:
0 The baseline architecture
0 The target architecture
0 The transition strategy
o Other enterprise architecture documentation, as negessa
v' Complete their IPv6 transition plan, and
v' Complete their IPv6 progress report.

Only scorecard agencies are required to provide enterprisieeatare submissions. For
other, non-scorecard agencies, OMB will be lookintheir IPv6 Transition Plan and
IPv6 Progress Report. For guidance on developing an IRur&ition Plan, refer to
Chapter 4 (Transition Elements). Additionally, whifeadl agencies are not required to
submit enterprise architecture plans, they can stillfiiefnem the guidance provided in
this chapter.

Agencies should create a cross-functional team to supp@ttransition planning and
implementation, including representatives from agenmslof business, infrastructure,
application development, security, enterprise architectapital planning, and
procurement. The IPv6 team should remain activelyga@javith agency leadership
through all phases of the transformation effort.

3.1.1 IRM Strategic Plan

Implementing IPv6 represents a strategic opportunity fon@ge to provide improved
services with greater efficiency. Several benefiteewtiscussed in Chapter 2 of this
document.

The first step to incorporating the benefits of IRu® the agency’s strategic and EA
planning processes should be to incorporate IPv6 as a strialiigtive within the
agency'’s Information Resource Management Strategic Alaa.IRM plan documents
the agency’s strategic goals for IRM over a multi-ylearizon and aligns them to the
agency'’s overall strategic plan as required by OMB CarcAl130
(http://www.whitehouse.gov/omb/circulars/al30/a130transi.pdf
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In particular, agencies should identify:

» Strategic drivers for the adoption of IPv6 by the agency.Agencies should link
IPV6 to specific strategic goals and objectives for the@ageFor example, IPv6
may advance agency goals associated with expandingoglieagjovernment,
improving services to citizens, or other goals speaifiedch agency’s mission.

* How IPv6 could benefit agency lines of businessAgencies should identify
which programs and lines of business will achieve improveapeaince through
IPv6 adoption. Moreover, IPv6 may enable the agencyawage additional
services to citizens, businesses, or other organizations.

* How IPv6 could benefit cross or multi — agency lines of busess Agencies
should identify programs and lines of business which willeae improved
performance or strategic advantage through IPv6 adopfionexample, IPv6
may be a key enabler for improving communications infuattire for first
responders.

* The impact IPv6 adoption will haveon other enterprise activities such as
organizational planning, budgeting, procurement and human cesour
management

» Performance objectivedfor the IPv6 transition program itself. Creating
meaningful performance metrics for IPv6 deployment israarstone of effective
transition planning and will enable agency business owoessd the return the
IPV6 business case represents.

3.1.2 Updating the Enterprise Architecture

Per OMB Circular A-130, agencies are required to have gmigery elements within
their enterprise architectures: a baseline (as-is)tanthre, a target (to-be) architecture,
and a transition strategy that defines the processgrating from the baseline to the
target architecture. 1Pv6 should be incorporated into eftttese perspectives of the
agency enterprise architecture.

The baseline architecture should include IT assets affegtéelv6 transition as per the
IP device and technology inventories required by OMB Menauen 05-22. The target
architecture should reflect not only the impact on ageetyworking components, but
should also reflect the impact of IPv6 on other architel views such as Business,
Strategy and Performance, Data, Service Componertindtgy, and Security and
Privacy. The agency’s IPv6 transition plan shoulddiesistent with the EA transition
strategy.

3.1.2.1 Baseline Architecture

OMB Memorandum 05-22 requires agencies to perform an iomeaf their existing 1T
infrastructure to determine which assets will be affebtethe transition of the network
backbone to IPv6. The initial inventory to be completed bye¥nber 15, 2005 must list
networking hardware within the backbone. The second ioweto be completed by
June 30, 2006, is much broader and should include not only netgydwidware, but

-10 -
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applications, operating systems, and other devices implagtie transition of the
network backbone to IPv6.

Agencies should utilize the inventory data to update theutechnology and service
component views of their baseline architecture, spetifica

» TheService Componentarchitectural view should be updated to incorporate IP
dependency information for agency IT assets. Assetswd@pend on IP (but are
not IPv6 compliant) can be identified directly frone lwrchitecture and prioritized
accordingly within the agency’s capital planning activities.

» TheTechnologyarchitectural view should be updated to reflect which tecgyol
assets within the agency either provide or require IP ssvand whether those
assets, such as routers and servers, are capablegtipgiaded to support IPV6.

3.1.2.2 Target Architecture

IPV6 represents a common technology standard foeddir&l agencies. As such, it
should be incorporated as an element of the agenceygsttarchitecture for 2008 and
beyond. However, the effect of the transition todxtends well beyond the selection
of agency networking components. The agency’s targettectinie should reflect the
impact of IPv6 within all architectural views, specifigall

» TheStrategy and Performancearchitectural view should reflect the fact that
IPv6 will represent a strategic change within the agesm&yocumented in the
agency’s IRM Strategic Plan. Specifically, the targatdiould document:

o Strategic drivers for the adoption of IPv6 which willlunbe
compliance elements such as Memorandum 05-22, but more
importantly, business opportunities to improve servicelsediiciency

o Changes to the agency’s IRM strategic goals and objectives

o Performance measurement indicators for the IPv6iti@msnitiative,
aligned to the FEA Performance Reference Model

» TheBusinessarchitectural view should be updated to incorporate changes t
the agency’s business and investment activities resuitng IPv6 adoption,
specifically:

o New or modified lines of business for the agency thhte enabled
through IPv6 adoption, including cross-agency initiativiessée
agency lines of business should be aligned to the FEABssi
Reference Model

o Dependencies and impacts of IPv6 adoption on agency jpnegra

o Changes to the agency’s IT investment portfolio; this wdlude not
only the IPv6 transition initiative itself, but other @stments that will
realize new risks, benefits and costs from the itiango IPv6

» TheData view may or may not be affected, depending on the scaibe o
agency’s data architecture. Specific issues to considedecl

o IP address representation. IPv6 addresses differ betruicture and
in length from IPv4 addresses. Agencies that currentlyrcelP

-11 -
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addresses within data resources may need to modify thaiscdaemas
accordingly.

» TheService Componentview of the architecture should clearly document
changes to agency IT services and applications thatesillt from IPv6
adoption. The target should include:

o0 Additional agency IT services that will be enabled throliRyt
adoption

o0 Service and application dependencies on specific versidRs of

o Changes to the agency applications portfolio necessibgtéelv6
adoption

* TheTechnologyview of the architecture should be updated to address:

o Changes to technology standards. IPv6 is not a single pedlis
standard but rather a collection of Internet EngimgeTiask Force
specifications, known as Request For Comment (RFC) dodamen
Agencies should clearly define an IPv6 compliance standartheir
agency that may incorporate a subset of RFC featuresjased.

o Changes to additional technology infrastructure and standards
necessitated by the need for IPv4/IPv6 interoperabsiigh as
translation gateways, tunneling mechanisms and others

o Changes to technology hardware and software products

o Changes to the agency networking topology, if the agenboynoéagy
architecture extends to this level of detail

e Security and Privacy may be represented as a cross-cutting concern rather
than a separate view of the target architecture. IPv@gegint within the
network backbone may have a substantial impact otatget security
architecture, including:

o Changes to network security standards and configuratiomessith of
the IPv6 end-to-end security model

o Changes to IT security policy

o Privacy considerations

3.1.2.3 EA Transition Strategy

OMB Memorandum 05-22 requires agencies to develop an IBrSition plan, and
provide the completed plan as part of the February 2006 &&Sssent submission to
OMB. Although all agencies are expected to developaleétlPv6 transition plan as
part of their regular project management activitiesyeszard agencies do not need to
include this particular document as part of their February E#0&ssessment.

For scorecard agencies, OMB will be reviewing agency Esxdition Strategies in order
to gauge progress towards the June 30, 2008 deadline. Agencilessstnit their EA
Transition Strategy document as part of the February 280&sEessment. Agency EA
Transition Strategies should reflect IPv6 key activjtieselines, milestones, and
dependencies.

IPv6 will require careful attention to several spedifansition strategy analysis
activities, including:

-12 -
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» Detailed dependency analysis and sequence planninDependency on a
specific version of IP may be widespread and requirarelseand testing on the
part of agencies. The successful transition of aselVice to be IPv6-capable
includes not only the networking hardware, but might alsadeworkstation
and server operating systems, applications, and perlglevaes. These “ripple
effects” must be effectively documented within the ageaoget architecture if
the transition is to succeed. This analysis is a atitiput to the development of
a sequencing plan that organizes all of the major elenaéPv6 deployment as
subprojects within the larger initiative.

» Interrelationships with other infrastructure programs. The adoption of IPv6
within the agency network backbone is a major init@that will have far-
reaching consequences for agency EA transition plannings dé&option should
not be treated as an isolated initiative, but shoulcabefually coordinated with
other agency modernization initiatives, such as lindsisiness outsourcing,
HSPD-12, COOP, and RFID,

* Ensuring the transition strategy drives IT investment deci®ns. Agencies
should use their transition strategy as a basis &kimg future IT investment
decisions, including ensuring IT investments appropriately asldigency IPv6
requirements.

» Establishment of quarterly performance milestones.The transition strategy
should incorporate specific quarterly performance milestéorelPv6 adoption.
These may include elements such as address allocatimhydre deployment,
and the completion of user training. Problems with IRl@péion can then be
identified early in the transition so managers can ncakese corrections and
develop risk mitigation strategies as appropriate.

Agencies should refer to the OMB EA Assessment FrarleWersion 2.0 (issued in
November 2005) for more detailed information on the compisnef an effective EA
Transition Strategy.

3.1.2.4 Other EA Documentation

With the release of the OMB EA Assessment Framewerision 2.0, OMB will
evaluate whether and how the EA is actually being ustdnathe agency to achieve
results. As a result, the revised Framework incorpsratnumber of new assessment
criteria to evaluate agency performance. There isfgppolicy-alignment criteria for
IPv6, which clearly identify the documentation and ag@sitrequired to achieve a
specific maturity level. However, IPv6 adoption wil@play a substantive role in
assessing agency maturity levels for several othessssat criteria, namely:

» EA Governance and ManagementGovernance is the mechanism by which EA
planning decisions are realized and enforced within the ag€&heyefore,
agencies should be prepared to provide governance chagerglas, minutes and
other documentation to demonstrate that:

-13-
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o0 The agency body responsible for EA governance is aofdie
requirement for IPv6 transition and the specific réled plays within the
agency’s target architecture;

o0 The agency body charged with implementing IPv6 is cootidimats
activities with the EA governing body, and changes to effeor IPv6
implementation policies are effectively communicatedaoh group;

o0 The EA provides agency managers with the ability to olesdv current
state of the IPv6 transition within the agency andmisact on other
strategic agency initiatives

* CPIC Integration: The EA should drive the selection, control and evalnatf
agency investments and other capital planning activitiesach@ve this goal,
agencies should be prepared to provide evidence through Bi€lrdtiides,
business cases and investment review board minutes that:

o IPv6 compliance is clearly established as a requiremithin the
agency’s procurement and investment review guidelines

o0 The agency EA is capable of reporting which agency investnaeat
included in the IPv6 implementation within the agencyvoek backbone

* Business Driven:Agencies should be able to clearly establish a linegbt si
between the agency’s strategic planning activities antPii&implementation,
specifically:

o IPv6 transition planning is clearly identified as a mapdrative within
the agency’'s EA Program Plan;

0 The strategic drivers supporting IPv6 adoption identified withe
agency IRM Strategic Plan are clearly documented witlgragiency’s
target strategy and performance view

o Performance measures associated with IPv6 implemamiate clearly
documented within the agency’s target strategy and perfoemaewy and
are organized using appropriate measurement indicators ieléntithin
the FEA Performance Reference Model

» Business Process and Service Improvemenigencies should leverage the
analysis they performed as part of the IRM Stratelgzio B document the
business benefits they expect to achieve through IPvieé mgmtation,
specifically:

0 Agency lines of business that are expected to attain samjrovement
or cost savings as a result of IPv6 implementation

o New or modified lines of business and agency programs ehtisteugh
IPv6 technologies

o0 Expected impact on agency programs as a result of IPuénmeptation

* IT Implementation Improvement: Agencies should be able to demonstrate that
their IPv6 transition strategy is directly integrateid their methodology for
implementing agency IT projects. Specific evidence shimgldde:

0 Guidance to IT projects (whether custom-developed or G@EStifying
specific technical requirements for IPv6 compliance

o Documenting the impact of IPv6 adoption on the agendgisspto
establish a service-oriented architecture infrastructure
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3.1.3 IPv6 Progress Report
The IPv6 progress report should include the following:

v’ Status of the second IP devices and technologies inygittiachment A of
OMB Memorandum 05-22),

v Status of the IPv6 impact analysis (Attachment B of OM&norandum 05-22),
and

v' Overall agency progress towards June 30, 2008 IPv6 transitipet date

Agencies should include interim milestones and datdseiptogress report for each of
the deadlines specified by OMB Memorandum 05-22. Thesestaries should align
with those included in the agency IPv6 transition plachBA transition strategy.

Agencies should also include any challenges, issuesksrthey are facing with
completion of the second inventory, impact analysigtber aspects of the agency’s
transition to IPv6.

Subsequent to the February 2006 EA assessment, OMB wilhgerto monitor the
progress of agency IPv6 efforts through the standard, gydfi&rassessments and
provide feedback to the agencies as appropriate. The OMBpERE Architecture
Assessment Framework Version 2.0, and the agency EA TioanSirategy, will be used
to assess agency progress.

3.1.4 Submission to OMB

Scorecard agencies are to provide the following infaonab the FEA PMO (via email
atfea@omb.eop.gg\as a part of their standard February 28, 2006 EA submission:

= Agency EA Assessment using Version 2.0 of the OMB Entsgrchitecture
Assessment Framework,

= A complete inventory listing of all EA documentatioreddo complete the
February 28, 2005 Assessment,

= A copy of all your agency’s current EA program documentsaatifacts,
including a copy of the IRM Strategic Plan and EA TramsiGtrategy, and

= A copy of your agency’s IPv6 progress report

Non-scorecard agencies are to provide the following to @WHemail
ipv6 @omb.eop.govby February 28, 2006:

= |Pv6 Transition Plan
= |Pv6 Progress Report

Following the initial February 28, 2006 submission, agencie$ sulsnit quarterly IPv6
status reports, showing progress against previously estabhsifestones, and updated
transition plans (or EA Transition Strategies), on 8@yf each quarterThese quarterly
reviews will begin in FY 2006 Q3, and correspond with theer@\schedule established
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for other OMB initiatives, such as E-Gov Implementatitlan Scorecard assessments
and EA assessments. To ensure progress is being mdriioseghout the transition
period, agencies are required to submit these materialsiBt@rough the earlier of the
guarter ending June 30, 2008 or the completion of the agemetyvork backbone
transition.

Agencies which have an EA should submit their Entergisaitecture Transition
Strategy and IPv6 Progress Report with each of theitepliareviews. These agencies
should be prepared to provide their IPv6 Transition Plasdpporting documentation, if
requested by OMB. Agencies which do not have an Enterprgdetecture should
submit their IPv6 Transition Plan and Progress Repolt @ach of their quarterly
reviews.

4 Transition Elements

Since IPV6 is the “next generation” Internet protocw atroduces new standards,
agencies are faced with the challenge of limited IPu@sttian “success stories” on
which to model their enterprise transformation stratefiyis chapter is a compilation of
existing recommendations and best practices around IPu@esteransformation
planning, gathered from the experiences of public sector oegamg (particularly the
Department of Defense), the private sector, and tleeret research and development
community (such as the North American IPv6 Task Force).

The intended audience of this chapter includes the indiwdeaponsible for
development of agency IPv6 transition plans, such axgder6 program leads, chief
architects, and other technologists working in IPv6 tremmsar future maintenance of the
IPv4/IPv6 environment. Both agencies providing their own agtwervices and those
purchasing services from a provider are required to develgnsition plan. Agencies
purchasing network services are expected to work closéhytiae provider in developing
the transition plan and monitoring the status of ptivities.

This chapter presents a discussion of:

- Best practices and recommendations for:

o ldentifying Networking Infrastructure Requirements
Identifying Address Planning Requirements
Identifying Information Security Requirements
Identifying Transition Mechanisms Requirements
Identifying Testing Requirements
Identifying Standards Requirements
Identifying Training Requirements

o0 ldentifying Transition Costs
- Components of an effective IPv6 transition strategy

O O0OO0OO0OO0Oo
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Due to the varied business and technical environments ofdfggsernment agencies
there is not a “one size fits all” IPv6 transitiolaptemplate. Therefore, the content of
this chapter is not intended to be prescriptive or directHowever, agencies may use
the information provided as a guide for development of IR&6 transition strategy.

4.1 Understanding Key Transition Elements

There is a set of key transition elements which agsrghould consider as they adopt
and begin to deploy IPv6. The initial considerationgrfansition are as follows.

4.1.1 Identify Networking Infrastructure

One of the initial activities agencies should undergmiassessment and identification of
their existing network infrastructure. Each agency shoeNiew their overall

networking infrastructure and perform an inventory assedsnidns was a requirement
of OMB Memorandum M-05-22. The result of this analysispvovide agencies with

an initial template of those components required forsiteon to IPv6. In addition to
performing a raw inventory of assets, there are othes faayagencies to think about
their current architecture which can assist agencidsregjuirements gathering, and
determination of the most appropriate transition ptarttie agency.

The first of these activities is to categorize tyyetof transition that is going to be
executed. Appendix B lists three “typical’ IPv6 trangitg&cenarios. This is not an
exhaustive set of scenarios, but a base set of geraesed from which to work. Once an
agency determines which scenario most closely alignstiagihenvironment, the caveats
listed will provide a sense of the transition requiretsevhich require consideration in
the development of a transition plan.

4.1.2 Identify an Addressing Plan and Request Addresses

Prior to requesting IPv6 addresses, each agency should detehmilPv6 address space
it will require over the next five year period. Onbattis determined then the agency can
request an IPv6 address assignment for deployment eithetHeoAmerican Registry

for Internet Numbers (ARIN) or their Internet Seevierovider, as appropriate.
Additionally, agencies can review IETF RFC 3513 IPv6 AddngsArchitecture
(ftp://ftp.rfc-editor.org/in-notes/rfc3513.tkand IETF RFC 3587 IPv6 Global Unicast
Address Formatftfp://ftp.rfc-editor.org/in-notes/rfc3587.9xto develop an understanding
of the IPv6 Addressing Architecture in general.

Each agency will need to define the network topologyra@darchy of their network and
whether mobility is to be part of the long term depleytnof IPv6. As such, the
following questions will need to be answered:

* Number of External Networks to be accessed from witienaigency and means
of access to Service Providers

* Number of Local Area Networks within the agency

* Number of devices, nodes, and in general number of nkddantities that will
be assigned IPv6 Addresses
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* Whether seamless mobility must be supported on the ageintgtnal network as
well as remote mobility over external networks

» Definition of multicast communications and affectetinarks

» Transition strategy for migrating current IPv4 netwarkRv6; 1Pv4/IPv6
interoperability plans, and expected rate of transition

Once this information is identified, an agency will lieato architect its IPv6 address
routing topology to support their core infrastructure eneedges of their network.
Subsequent address assignment to local area networksswile@possible. The
addressing plan should consider a clear and concise magpheyardresses to the
networks physical topology. Schemes used to combine oegage the data should
maximize efficiency of the administrators’ network.

Developing an addressing plan is an individual organizat@ffait for each agency and
needs to be planned considering the operational requireptentsition strategy, and
network infrastructure components within each agenogta/ork of operations.
Identifying the various management components for an adagygsan is an important
part of performing this exercise because the architeatbcates involving aggregation
of the address space can make the management of theketare efficient. Some of
the management considerations to examine when definiagdressing plan are as
follows:

* Management and allocation of IPv6 addresses on the rietwo

* Management of routing protocols to be used across theretw

* Management of devices, nodes, etc., to use IPv6 stateftdteless auto-
configuration

* Management and allocation of the IPv6 resource infoomati

* Management of DNS domain names to IPv6 addresses and/é¢ngere

* Management of Internet Services on the network

* Management of IPv4/IPv6 transition and interoperabiliywees

How do | request IPv6 addresses if my agency provides its owntérnet Services?

Federal agencies performing operations as an Internec&é&movider (ISP) are the only
agencies that need to acquire IPv6 address space from tNe Most agencies that
perform as an ISP already have a Registry Serviceefggat (RSA) in place for their
IPv4 address allocations so there should be few modifitatequired to institute an
RSA for the IPv6 allocation. An Address Allocatiomj@ate is located at
http://www.arin.net/reqgistration/templates/index.htrftlis important to note that the
minimum allocation size is /32. If agencies have questwith respect to the
requirements, they may contact the National Telecomations and Information
Administration (NTIA) or the General Services Adnsimation (GSA) for assistance.
(Please refer to Appendix A for contact information.)
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What if my agency receives Internet Services from a provider?

Federal agencies that receive their Internet servieean Internet Service Provider
(ISP), telecommunications provider, or the GSA Fedeeahhology Service will acquire
their IPv6 address space from their ISP. Agencies ghmauln contact with their service
provider to address this issue as soon as possible and te gresprovider is fully aware
the federal government is transitioning to IPv6. The adopéan will need to address the
origin of the contracted IP service and the availghdf IPv6 service offerings for your
physical location. Transition plans need to addressgehan provided services or a
change in the service providers that may offer additidhaervices.

4.1.3 Identify Information Security Plan

Agencies are required to conduct risk assessments and pleeelarity plans in
accordance with the Federal Information Security Manageict (FISMA) and as
required by National Security Policy, OMB Policy, ancatordance NIST standards
and guidance as necessary.

Several security implications of adopting IPv6 withinagency are provided below as
initial guidance to identify a network security infragtture plan within each agency.

Security applications infrastructure currently use@wihPv4 network will need
to be replicated, with an expectation that the sawel lof assurance is provided
in the IPv6 network. Examples of those applicatamesintrusion Detection,
Firewalls, Network Management of IP Packets, ViruseDégbn, Intrusion
Prevention, Secure Web Services Functions, etc.

» If end-to-end IPsec security is to be implementaetet will be a need to identify
PKI, key management, and policy management infrastrisctbad meet the
scalability and security verification requirements fara-network
communications (e.g. nodes, devices, and sensors).

* If end-to-end IPsec security is implemented, theecimetwork perimeter
security infrastructure applications (e.g., firewallsiuston detection systems)
that depend on accessing and viewing IP transport data payhsti®e aware
that they will not be able to view that part of tikedacket and alternate
mechanisms should be deployed.

* If VPN tunnels are used to encapsulate IPv4 withi® By IPv6 within IPv4 as a
transition method for deployment:

0 The tunnel endpoints between the VPN should be secutée &sffic
transits the VPN.

o When an encapsulated IPv6 packet enters or leaves thehdPIntrusion
Detection is required, it should be understood that thiadiain Detection
application or other network security method used to pexmécket on
that network, has been ported to IPv6, as previously foeghti

* Wireless network access from IPv6 nodes requidepth security analysis for

implementation when stateless auto-configuration is useatidition to current
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methods to secure IPv4 wireless networks.

* Seamless Mobility with IPv6 will need to support the nexflisecurity as
identified by the agency to permit secure access to therewhether across the
internal network, or remote from an external networ

e |IPv6 on a network should not be turned on by default sialkksietwork security
infrastructures are implemented. (Note that some produsyshave IPv6
enabled out-of-the-box.)

With the current upgrading of agencies' technical environmerasy products have
IPv6 capabilities already. It is anticipated many newwdts and vulnerabilities will arise
as attackers devote more attention to IPv6. As suckfut@lanning anddditional
attention to operating in a dual environment will be needetkal with potential new
threats and must be addressed by the agencies accprdigb can be implemented
securely on a network, but the guidance above is imgddato it in the most secure
manner possible.

4.1.4 Identify Transition Mechanisms

The objective of this section is to identify the difigréransition mechanisms options
available to an agency while planning its adoption of IPviees& mechanisms are
intended to ensure interoperability between IPv4 and IPg&an categorized in the
following three broad classes: dual-stack, tunnels, mmslation mechanisms. For a
description of these technical mechanisms, pleaseteefgopendix C.

In order to identify the best suited transition mechasifor an agency, it is
recommended that the agency have an in-depth up-to-datestamieng of its current IT
environment. This understanding will help choose the et#d transition mechanisms.
It is important to note that one size does not fit While selecting a mechanism the key
objective should be to reduce the impact on the existimgament. It should also be
noted that an agency does not have to only use oné&itrameechanism, but can select
multiple transition mechanisms as best fits their algpent needs.

When selecting a transition mechanism one must considdunctionality required, its
scalability characteristic, and the security implicas of each mechanism. It is also
important to request that IPv6 products comply with theirements, and to monitor
CERTS alerts as the introduction of new IPv6 featunessaftware code could lead to
vulnerabilities. Also, domain name system (DNS) serweust support IPv6 resource
records.

4.1.5 Identify Network Testing Strategy

Before an agency deploys IPV6 it is important to teg6lfor the network. In some cases
cross-agency collaboration for IPv6 testing of implatagons will reduce the effort for
testing, but each agency will need to identify their $menetwork testing requirements.
In addition, agencies can work with industry to testrthetwork access and some of the
IPv6 features that require wide-area-network testing. @tiee existing industry IPv6
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network pilots is the Moonv&ww.moonv6.orgnetwork. The AIC CIO IPv6 Working
Group members will work together to determine test stresegi

4.1.6 Identify Standards

The Office of Management and Budget, CIO Council AlICaRVorking Group, and
NIST will work together to identify the standards to bediwithin the Federal
government. Inthe interim, it is suggested that agsrm@eome familiar with the IEFT
web site; the IETFWww.ietf.org) defines Internet Protocol Standards.

4.1.7 Identify Training Needs

There are a number of factors that will affect thecess and duration of the transition
process. At the top of that list of factors are: adegjpanning, a well developed IT
strategy, and training. IPv6, while built on many of tiledamental principles of IPv4, is
different enough that most IT personnel will requirerfalized training. The level of
training required will vary and depend upon the role a mewibidre organization’s IT
staff plays in developing, deploying, and supporting IPv6 integrat~or the purposes
of clarification, four main categories of education specified:

Awareness— This is generalized information about IPv6 and IPvGedlgssues. This
type of education is most commonly found via workshopsjrees) conferences, and
summits. These types of events typically provide a&rmoew of IPv6 technologies,
identify vendors that support IPv6, and provide participarts aviudimentary
understanding of the IPv6 technology, as well as businessrslrdeployment issues, and
potential services/products enabled by IPv6.

Architectural — Training in this category should be very detailed and @tetowards
those individuals who will have primary responsibilitiesarchitecting and deploying
IPv6. Although the type of subject matter will be quitead, particular attention should
be paid to the fundamentals of IPv6, DNS and DHCPV6, eavfiguration, IPv6 address
allocation, transition mechanism, security princip@siPv6 environments, and mobility.
Additional topics covered should be routing, multicagtend principles for connecting
to the IPv6 Internet. These topics are the areas vpaetieipants will encounter the
greatest number of new subjects (relative to IPv4) vahdhave the greatest impact on
the development of successful integration plans.

Operational — Once IPv6 has been integrated into the network, inedd to be
supported. Operational training will consist mostly of gplecific education targeted to a
participant’s job responsibilities. Core topics suckhasundamentals of IPv6, auto-
configuration, and transition mechanisms will undoubtéélyovered. However, the
bulk of operational training should focus on supporting appdinator protocols that

have IPv6 underneath them. One example is trainingyiem administrators focusing
on supporting IPv6-enabled e-mail and web servers. Opaabtiaining will often be
hardware or software specific, generally produced by, mafparticular vendor product.
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Specialized- As IPv6 deployment advances and the base level ofstaddmg become
more pervasive, the need for specialized training will gmeiThis type of training
should focus less on IPv6 specifically and address gressfenological topics where
IPVv6 plays an important role. An excellent exampteilg be the area of Mobility.
Projects such as MetroNetiti{p://www.cav6tf.org/html/metronet6.htjpfocus on
utilizing 1IPv6 and Mobility concepts for improved communicatgystems for first
responders. Course work in this area would cover notMabile IPv6, but also topics
such as MANET, NEMO, mobility-specific security issuascess media, and possibly
low bandwidth compression algorithms.

The Federal CIO Council AIC IPv6 Working Group will work@onjunction with
agencies, industry, and OMB to identify specific agencyitigineeds and potential
solutions.

4.1.8 Identify Cost of Transition

Transition costs will stem from several sources valitikely come from software and
hardware, training, application porting, consulting serviaed operational costs.

IPV6 is to be phased into the agencies' infrastructure andatpis through their
lifecycle management processes. Agencies are expeaeduoe IPv6 capability while
upgrading infrastructure as part of the normal technologyrézation/replacement
lifecycle. The availability of transition mechanismw#l allow agencies to replace only
that equipment deemed necessary to facilitate IPv6 atiegr As equipment is replaced
with newer equipment, native IPv6 capability will be p#rthe equipment’s basic
operating capability. Consequently, the cost of tramsiiom equipment replacement
should be significantly minimized.

Training will be an important part of the integration mex Agencies will potentially
need to make plans for training their staff. The specdgt of training each person will
depend upon the role they play in the integration process.

While the June 30, 2008 deliverable applies only to transitiohmgétwork backbones
to support IPv6, some agencies may decide to begin migrpiplications (e.g.
enterprise applications other than those that suppostank operations) prior to or
following June 2008. Costs for porting applications willyan the complexity of the
port, the size of the application (measured by line®déy; and what, if any, new
features are being architected into the application.

Professional services will be another cost of inteagmat These professional services may
come in the form of transition planning assistance, l[dpweent of a test plan,

deployment assistance, and/or help desk support. Regawtitbsstype of services
acquired, professional services are likely to be a compai@my agency’s transition
costs.

Finally, agencies will incur operational costs as thagirbenaking their network
backbones IPv6-ready so they are positioned to levehagaenefits of IPV6.
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4.2 Components of an | Pv6 Transition Plan

The following is a list of components that could be useth@basis for an IPv6
transition plan. Although agencies are not requiredcdtude all of these components in
their transition plan, it is recommended that agenmiess-check their own plan against
this list to ensure no critical transition elementgehbeen overlooked.

Identification of strategic business objectives

Identification of transition priorities

Identification of transition activities

Transition milestones

Transition criteria for legacy, upgraded, and new capadsliti

Means for adjudicating claims that an asset shouldraosition in prescribed

timeframes

7. Technical strategy and selection of transition mechanisregpport IPv4/IPv6
interoperability

8. Management and assignment of resources for transition

9. Maintenance of interoperability and security during traomsit

10.Use of IPv6 standards and products

11. Support for IPv4 infrastructure during and after 2008 IPv6 netwarkidoene
deployment

12. Application migration (if required to support backbonasiion)

13. Costs not covered by technology refresh

14. Transition governance

a. Policy

b. Roles and responsibilities

c. Management structure

d. Performance measurement

oahrWNE

e. Reporting
15. Acquisition and procurement
16. Training
17. Testing

5 Governance

Planning and execution of the government-wide adoption ob IRquires close
coordination and cooperation among all of federal agenciEpartments, and
organizations. This section discusses the IPv6 mareagestructure and roles and
responsibilities of agencies and other entities, tiude

» Establishment of an IPv6 Advisory Group to support, adviseigform OMB,;

» Establishment of an interagency IPv6 Working Group, urlgeptirview of the
CIO Councill, to escalate and address critical implentientéssues on a
continuing basis;

* Ongoing and open communication between OMB, the Fed&aOoduncil, and
agencies through formal and informal channels;
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» Sponsorship of inter-agency forums to share transitemmng best practices,
challenges, and experiences;

* Instantiation of an IPv6 collaboration and informat&haring work space on
CORE.gov;

* Acquisition of IPv6 address-space;

* Implementation of common IPv6 acquisition and procurgrpelicy, through the
Federal Acquisition Regulations (FAR); and

» Issuance of IPv6 standards and guidance by the Natistaute of Standards
and Technology (NIST) as necessary.

OMB will issue additional policy or guidance, as needeedefal government agencies
are responsible for executing the policy/guidance provid®dB will evaluate agencies’
status through existing budgetary and acquisition review mesedAs the transition to
IPv6 proceeds, the need for additional IPv6-focused entitik be continually
evaluated.

This chapter is composed of two sections: Managementt@teuend Roles and
Responsibilities. The first sectioklanagement Sructure, identifies the Federal
government agencies (and other entities) involved in IRar&ition oversight and
execution, and outlines the relationships between thgsamiaations for the purposes of
oversight, reporting, and implementation. The secmution,Roles and

Responsibilities, further defines the role of each organization identifiethe
management structure.

5.1 Management Structure

The Federal government has the unique challenge of implexgéRt/6 with a “one
enterprise” approach in an environment where agencieshigteeically operated as
independent, autonomous entities. Therefore, a mamadestnucture for this IPv6
transition like must provide adequate controls, overs@id,support for common
solutions, while still enabling agencies to develop tramspians and solutions that best
fit their unique environment. The following management stinechas been developed to
address these needs.

[ Office of Management and Budget }
[ IPv6 Advisory Group
CIO Council

Architecture and Infrastructure Committee

[ Federal Government IPv6 Working Group]
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5.2 Rolesand Responshilities

The following list of responsibilities is focused on enggtthat all critical aspects of
IPv6 transitioning are addressed in a timely fashion starsi with the already existing
roles and missions of the agencies. It is not intemoleedefine, reallocate, or otherwise
alter existing agency roles and missions.

5.2.1 Office of Management and Budget

OMB is responsible for oversight of the governmerdentransition to IPv6. OMB wiill
assess agency progress and compliance with Memorandumtb&agh the FEA PMO
quarterly enterprise architecture review process. AsnmaduOMB will report to
Congress on the Federal government’s progress with |IBuSition.

As needed, OMB will establish government-wide policylR¥6 implementation,
including consultations with General Services Adminigira(GSA) to implement
Federal government IPv6 acquisition policy.

OMB will also engage the support of an IPv6 Advisory Grdupughout the transition
process to inform and assist in execution of IPv6-rélatanagement and oversight
activities.

5.2.2 IPv6 Advisory Group

An IPv6 Advisory Group has been established and is coetpatselected subject
matter experts and other Federal government resour¢es group will serve as an IPv6
advisory group to OMB leadership throughout the transitioth vat provide

information on current market trends and transition pesttices related to IPv6. The
IPv6 Advisory Group consists of subject matter expertsaaihthe expanded as needed
to ensure appropriate representation of the followingtioins:

* IPv4/IPv6 transition

» Cybersecurity and personal privacy

* Technology standards

* Acquisition and procurement

* |IP address acquisition and management
* Network management and testing

The IPv6 Advisory Group is assisting OMB with executidPv6 oversight activities,
including (but not limited to) development of IPv6 guidance rdmation and
documentation of common processes and procedures reldBadbtansition,
communication with agencies, and facilitation of pulidicims.

5.2.3 CIO Council Architecture and Infrastructure Committee

The AIC of the CIO Council has selected John McMabeguty CIO and CTO of
NASA as the IPv6 lead. This individual serves as chain@1Pv6 Working Group and
functions as the primary Working Group liaison to OMB.
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Per OMB Memorandum 05-22, the CIO Council has published IRwSition guidance
to Federal government agencies and additional guidancdeviéiloped as necessary.
The CIO Council will distribute this guidance to ageneiese-mail, and will post all
guidance documents on the public CIO Council web sitew.cio.goy) and OMB E-
Gov web site yww.whitehouse.gov/omb.eghv

Additionally, the AIC will assist OMB in communicagrFederal government IPv6
policies, documents, and related information to agene§ I@ads (primarily though the
Federal CIO Council e-mail list-servs and Core.gov).

5.2.4 1Pv6 Working Group

An IPv6 Working Group was established in February 2006, alhdpérate, at a
minimum, until the completion of the network backbraasition from IPv4 to IPv6.

The IPv6 Working Group is comprised of all agency IPv6 leadd,other subject matter
experts (as determined and requested by the membershipgobtim). The IPv6

Working Group will also charter sub-working groups focusingseveral functional areas
relevant to Federal government IPv6 transition, asssecg. Some of the functional
areas include (but are not limited to):

» Standards

* Cybersecurity

» Testing

» Address Allocation and Management
* Acquisition

The IPv6 Working Group Chair is responsible for commuimgadirectly with agency
IPv6 leads regarding membership, and will facilitate @&étmgs of the Working Group.
The Chair is responsible for regularly reporting staduSMB. The Group is responsible
for developing and documenting plans, such as a charssiom vision, goals, action
plan, etc. The IPv6 agency leads are also responsib®fmmunicating IPv6
requirements to their agencies and serve as a primadypidint of contact for their
agencies.

5.2.5 Agencies

As per OMB Memorandum M-05-22, all large and small Fedgyaérnment agencies
are responsible for ensuring that IPv6 data packets carcbessfully transmitted on
their network backbones by June 30, 2008, while maintaintegaperability with all
other components of their IT infrastructure. Agenciesadso responsible for ensuring
continuity of operations and security of all networkd agpstems, throughout the IPv6
transition.
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Agencies must comply with the requirements of Memoramti+05-22, as clarified by
IPv6 guidance published by the CIO Council.

In addition to the requirements established in Memorande®®-22 (i.e. submission of
first IP-device inventory, IPv6 transition plan, stategort, second IP-device inventory,
and impact analysis), agencies must also submit qualBué status reports, showing
progress against previously established milestones, and updatsitidn plans (or EA
Transition Strategies), on day 60 of each quartfdrese quarterly reviews will begin in
FY 2006 Q3, and correspond with the review schedule establishethés OMB
initiatives, such as E-Gov Implementation Plan Scam assessments and EA
assessments. To ensure progress is being monitored thubtiggaéransition period,
agencies are required to submit these IPv6 materials to tbMBgh the earlier of the
guarter ending June 30, 2008, or the completion of the agemetyi®rk backbone
transition.

Agencies which have an EA should submit their Entergisaitecture Transition
Strategy and IPv6 Progress Report with each of theiteplyareviews. These agencies
should be prepared to provide their IPv6 Transition Plasdpporting documentation, if
requested by OMB. Agencies which do not have an Enteprgdetecture should
submit their IPv6 Transition Plan and Progress Repait @ach of their quarterly
reviews. More detailed information about these requirgsis included in Chapter 3
(Integrating IPv6 into Agency Enterprise Architecture Plaghof this document.

Scorecard agencies are to provide the following infaomab OMB, with their EA
assessment materials, via emailda@omb.eop.govNon-scorecard agencies are to
provide their information to OMB via email fov6@omb.eop.gav

It is also strongly recommended that all agency IPa@ldegarticipate in the interagency
IPv6 Working Group. In order to ensure interoperabilitypagst Federal government
agencies and take advantage of best practices, agencexareaged (where deemed
appropriate by the agency) to leverage solutions recommendéd v6 Working
Group.

5.2.6 Other Agency Responsibilities
In addition to the above responsibilities, the follegvagencies have responsibilities.

5.2.6.1 National Institute of Standards and Technology (NIST)

As the Federal government technical standards-making b8y, will work with OMB
and the IPv6 Working Group to evaluate the need for constaondards and technical
guidance.

NIST will work with stakeholders to ensure any standarddémae developed is in
alignment with existing industry standards and is inbé& interest of the Federal
government. Furthermore, NIST will provide the IPv6 AdwsGroup and OMB with
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additional guidance as necessary and maintain represenatihe IPv6 Advisory
Board.

5.2.6.2 National Telecommunications and Information Administration
(NTIA)

To help facilitate the address space acquisition procdds,, Mithin the Department of
Commerce, will assist OMB in its role as the cdrmnt of coordination in advising
agencies requiring guidance as they proceed with identifyinglEhé requirements.
NTIA will also facilitate and assist agencies, as ssagy, as they interface with ARIN.
(For information on acquiring IPv6 addresses, refer ti@e4.1.2 of this document.)

NTIA will provide guidance in a manner which reinforces Feldgoaernment cyber-
security policy and best practices. NTIA will also ntain representation on the IPv6
Advisory Board.

5.2.6.3 General Services Administration (GSA)

GSA will update the Federal Acquisition Regulation (FA& deemed necessary by the
FAR Council, for the acquisition of IPv6-capable asseis services. The FAR will
reference the acquisition requirements. GSA wilh @ssist OMB, as necessary, with
developing an acquisition strategy to support the networkdoae transition.

The Core.gov portalfww.core.goy will be used as the primary Federal government site
for interagency IPv6 collaboration and information sigri GSA will initiate the 1Pv6
information sharing site on Core.gov, for use by thé&I¥®iorking Group and other
individuals involved in the transition. GSA will be resgle for ensuring individuals
have proper instructions for registering and using theasie will facilitate a Core.gov
training session for all agency IPv6 leads. The Coretgam will respond to agency
inquiries about the site. GSA will also ensure thislsdte the appropriate level of

security and access control. GSA and the Core.govwehmork with the IPv6

Working Group throughout this process.

Additionally, GSA will maintain representation on /6 Advisory Board and provide
support for cross-agency initiatives related to IPv6 througti® transition period.
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Appendix A: Points of Contact

Listed below are the primary points of contact forahganizations listed in this
document, as it relates to Federal government IPv6 ti@ansi

OMB General IPv6 Inquiries
IPv6@omb.eop.gov

OMB

Carol Bales

Senior Policy Analyst
carol_bales@omb.eop.gov
(202) 395-9915

IPv6 Working Group

John McManus

Deputy CIO and CTO, NASA

Chair, IPv6 Working Group, CIO Council AIC
jmcmanus@nasa.gov

(202) 358-1802

National Telecommunications and Information Administration
Cathy Handley

chandley@ntia.doc.gov

(202) 482-0012

National Institute of Standards and Technology
Doug Montgomery

Advanced Network Technologies Division
dougm@nist.gov

(301) 975-3630

Sheila Frankel

Senior Computer Scientist
Computer Security Division
Sheila.Frankel@nist.gov
(301) 975-3297

General Services Administration
Lee Ellis

lee.ellis@gsa.gov

(202) 501-0282
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Appendix B: Transition Scenarios

This appendix lists three “typical” IPv6 transition sagos. This is not an exhaustive set
of scenarios, but a base set of general cases froomwhivork. Once an agency
determines which scenario most closely aligns with #m#ironment, the caveats listed
will provide a sense of the transition requirements Wwheguire consideration in the
development of a transition plan.

Scenario I Wide-scale/total dual-stack deployment of IPv4 and iEag&ble hosts and
network infrastructure. Agency with an existing IPv4 ratawishes to deploy IPv6 in
conjunction with their IPv4 network.

« Assumptions: The current IPv4 network infrastructunas an equivalent
capability in IPv6.

» Caveats: Do not disrupt existing IPv4 network infrastrucagseimptions with
IPv6. IPv6 should be equivalent or "better” than thevaek infrastructure in
IPv4. However, it is understood that IPv6 is not reglitesolve current network
infrastructure problems not solved by IPv4. It may atsiobe feasible to deploy
IPv6 on all parts of the network immediately.

Scenario 2: Sparse IPv6 dual-stack deployment in IPv4 network infrasireic Agency
with an existing IPv4 network wishes to deploy a set diqdar IPv6 “applications”
(application is voluntarily loosely defined here, epger to peer). The IPv6 deployment
is limited to the minimum required to operate this setpgflications.

» Assumptions: IPv6 software/hardware components foapipdication are
available, and platforms for the application are |Papable.

» Caveats: Do not disrupt IPv4 infrastructure.

Scenario 3: IPv6 dominant network infrastructure with some |IPagable
nodes/applications needing to communicate over the Iréstructure. An enterprise
deploying a new network or restructuring an existing netwagkides IPv6 is the basis
for most network communication. Some IPv4 capable nappi¢ations will need to
communicate over that infrastructure.

* Assumptions: Required IPv6 network infrastructure islalaba, or is available
over some defined timeline, supporting the enterprise plan.

! References to the term “network infrastructure” arfindd as the software, network
operations and configuration, and methods used to operateark in an enterprise.
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» Caveats: Interoperation and coexistence with IPv4 métmérastructure and
applications are required for communications.

Another activity which can assist agencies with requanraisigathering is to answer a
series of questions about the segments of their netwibastructure. The network
infrastructure components are identified below provide aialingmplate to ascertain the
requirements to determine an agency plan to trangaidPve.

* Network Infrastructure Component 1
o Agency Provider Requirements

= |s external connectivity required?

= One site vs. multiple sites, and are they withinedéht
geographies?

= |sthe private wide area network (WAN) infrastructueay(, leased
lines) shared (e.g., VPNSs/ISP)?

= If the agency has multiple sites, how is the tragfichanged
securely?

= How many global IPv4 addresses are available to the ggenc

= What is the IPv6 address assignment plan available fiem t
provider?

=  What prefix delegation is required by the agency?

= Will the agency be multi-homed?

=  What multi-homing techniques are available from the provider?

= Will clients within the agency be multi-homed?

= Does the provider offer any IPv6 services?

= Which site-external IPv6 routing protocols are required?

= |sthere an external data center to the agency, susdrasrs
located at the Provider?

= |s IPv6 available using the same access links as IPwifferent
ones?

* Network Infrastructure Component 2

o0 Agency Application Requirements
= List of applications in use?
= Which applications must be moved to support IPVv6 first?
= Can the application be upgraded to IPv6?
= Will the application have to support both IPv4 and IPv6?
= Do the enterprise platforms support both IPv4 and IPv6?
= Do the applications have issues with NAT v4-v4 and NATV62-
= Do the applications need globally routable IP addresses?
= Do the applications care about dependency between IPvAgéd |

addresses?

= Are applications run only on the internal network?

» Network Infrastructure Component 3
0 Agency IT Department Requirements
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= Who "owns"/"operates" the network: in house or outsourced?
= |s working remotely (i.e., through VPNSs) supported?
= Are inter-site communications required?
= |s network mobility used or required for IPv6?
= What are the requirements of the IPv6 address plan?
= |sthere a detailed asset management database, inchafbts,
IP/MAC addresses, etc.?
= What is the agency's approach to numbering geographically
separate sites that have their own Service Providers?
=  What will be the internal IPv6 address assignment proe@dur
= What sites internal IPv6 routing protocols are required?
=  What will be the IPv6 Network Management policy/procedure?
=  What will be the IPv6 QOS policy/procedure?
=  What will be the IPv6 Security policy/procedure?
= What is the IPv6 training plan to educate the enterprise?
=  What network operations software will be impacted by6P
 DNS
» Management (SNMP & ad-hoc tools)
» Enterprise Network Server applications
* Mail Servers
» High Availability Software for Nodes
 Directory Services
» Are all these software functions upgradeable to IPv6?
* If not upgradeable, then what are the workarounds?
» Does any of the software functions store, displaliow
input of IP addresses?
» Other services (e.g., NTP, etc.)
=  What network hardware will be impacted by IPv6?
* Routers/switches
* Printers/Faxes
» Firewalls
* Intrusion Detection
* Load balancers
* VPN Points of Entry/Exit
» Security Servers and Services
* Network Interconnect for Platforms
* Intelligent Network Interface Cards
* Network Storage Devices
» Are all these hardware functions upgradeable to IPv6?
* If not, what are the workarounds?
» Do any of the hardware functions stores, display, onall
input of IP addresses?
» Are the nodes moving within the agency network?
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» Are the nodes moving outside and inside the agency
network?

* Network Infrastructure Component 5
o0 Agency Network Interoperation and Coexistence

=  What platforms are required to be IPv6 capable?

=  What network ingress and egress points to the siteeguered to
be IPv6 capable?

= What transition mechanisms are needed to support IPv6 rietwo
operations?

= What policy/procedures are required to support the transdion
IPv6?

= What policy/procedures are required to support interoperaiibn w
legacy nodes and applications?

In addition to the Networking Infrastructure componentsitified, another exercise that
can benefit an agency planning for the transition andgepEnt of IPv6 is to develop a
matrix of the choices it has to deploy IPv6 within isrent IPv4 network.

Table 1 shows a matrix of ten possible transitionse ilformation below was taken
from the informational IETF RFC 4057 IPv6 enterprise saesalocument. Agencies
may reference this documentfiat:/ftp.rfc-editor.org/in-notes/rfc4057.txt

Implementations may require analysis and the seleofian IPv6 transition mechanism
for the notional network. Each possible implementaiorepresented by the rows of the
matrix. The matrix describes a set of notional neks@s follows:

» The first column represents the protocol used by the applicand below, the
IP-capability of the node originating the IP packets. (Agpion/Host 1 OS)

* The second column represents the IP-capability of dseretwork wherein the
node originated the packet. (Host 1 Network)

* The third column represents the IP-capability of the serprovider network.
(Service Provider)

» The fourth column represents the IP-capability of thetidation network wherein
the originating IP packets are received. (Host 2 Network)

* The fifth column represents the protocol used by the egtjin and, below, the
IP-capability of the destination node receiving the origngal P
packets.(Application/Host 2 OS)

As an example, notional network 1 is an IPv6 applicatésiding on a Dual-IP layer host
trying to establish a communications exchange with argegtn IPv6 application. To
complete the information exchange the packets mstifaverse the host's originating
IPv4 network (intranet), then the service provider's, @estination hosts Dual-IP
network.
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Obviously Table 1 does not describe every possible scenain@l hotional networks
(such as pure IPv4, pure IPv6, and ubiquitous Dual-IP) areddo¢ssed. However, these
ten represent the vast majority of transitional $itunes likely to be encountered in today's
enterprise. Therefore, we will use these ten to addra example analysis for enterprise
IPv6 deployment.

Table 1 - Enterprise Scenari o Deployment Mtrix

[----------- | Net wor k| Provi der | Network| ---------- |
| Host 1 OS | | | | Host 2 OS |
el Ll
| | Pv6 | | Dual | P | | | Pv6 |
A | I1Pv4 | or | Dual | P| |
| Dual P | | 1Pv4d | | Dual IP |
| | Pv6 | | | | | Pv6 |
B | | I1Pv6 | IPv4 | IPv4 | |
| Dual IP | | | | Dual IP |
| | Pv4 | | | | | Pv4 |
C | | IPv4 |Dual IP| IPv6 | |
| Dual IP | | | | Dual IP |
| | Pv4 | Dual | P | | | Pv4 |
D | | or | 1Pv4d | IPv6 | |
| Dual IP | IPv6 | | | Dual P |
| | Pv6 | Dual | P | Dual | P | Pv4 |
E | | or | Dual 1P| or | |
| Dual IP | IPv6 | | 1Pv6 | Dual IP |
| | Pv6 | | | | | Pv4 |
F | IPv6 | IPv4 | IPv4 | |
| Dual IP | | | | Dual IP |
| | Pv4 | | | | | Pv6 |
G | | IPv6 | Dual IP 1Pv6 | |
| Dual P | | | | Dual P |
| | Pv4 | | | | Pv6 |
H | | IPv6 |Dual 1P| IPv4 | |
| | Pv4 | | | | Dual P |
| | Pv4 | | | | | Pv6 |
[ | I1Pv6 | IPv4 | IPv6 | |
| | Pv4 | | | | Dual IP |
| | Pv6 | | | | | Pv4 |
J | | I1Pv4d | IPv4 | IPv6 | |
| Dual P | | | | Dual IP |
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The reader should note that scenarios A-C in Table Yarations of compatible hosts
communicating across largely (but not entirely) homogenetisorks. In each of the
first three scenarios, the packet must traverse sit ¢eee incompatible network
component. For example, scenario B represents anpeise which wishes to use IPv6
applications, but has yet to transition its internaloeks - and its Service Provider also
lags, offering only a v4 IP-service. Conversely, Sdera represents an enterprise
which has completed transition to IPv6 in its core eks (as has its Service Provider),
but continues to require a legacy IPv4-based

Scenario D represents the unusual situation where tbgegse has transitioned its core
Intranet to IPv6, but (like scenario B) its ISP provides lget to transition. In addition,
this enterprise continues to retain critical legacyiHBased applications which must
communicate over this heterogeneous network environment.

Scenarios E-J represents transitional situations vtherenterprise has both v4- and v6-
based instantiations of the same application that caurginue to interoperate. In
addition, these scenarios show that the enterprisediampleted transition to IPv6 in
all its organic and/or Service Provider networks. Irttieanaintains a variety of
heterogeneous network segments between the communiapphgations. Scenarios E
and J represent distinctly different extremes on egherof the spectrum. In scenario E,
the enterprise has largely transitioned to IPv6 in ldsthpplications and networks.
However, scenario E shows that a few legacy IPvédagpplications may still be found
in the enterprise. On the other hand, scenario J showaterprise that has begun its
transition in a very disjointed manner and, in whichéHPased applications and network
segments are relatively rare.

Agencies serving as Network Providers can also review fhe BF=C 4029 Scenarios
and Analysis for Introducing IPv6 into ISP Networkstgt//ftp.rfc-editor.org/in-
notes/rfc4029.txt Additionally, since Seamless Mobility is considetedbe one of IPv6
advantages over IPv4, an analysis for these networkbeceeviewed within IETF RFC
4215 Third Generation Partnership Project (3GPP) Networfks:4aftp.rfc-editor.org/in-
notes/rfc4215.txt
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Appendix C: Transition Mechanisms

Listed below is a description of the different trangsitmechanisms options available to
an agency to ensure IPv4 and IPv6 interoperability. Theshamisms are categorized in
the following three broad classes: dual-stack, tunneltufias configured and automatic
tunnels), and translation mechanisms.

Dual-stacks

The term “dual-stack” refers to TCP/IP capable devices gimyisupport for both IPv4
and IPv6. It is important to understand that having a déacey able to communicate
over both IPv4 or IPv6 does not necessarily means thaplications operating within
this device are capable of utilizing both IPv4 and IPv6. t€ha “Dual-stack routing”
refers to a network that is dual IP, that is to sayaalters must be able to route both IPv4
and IPv6.

Requiring all new devices be both IPv4 and IPv6 capable etingise devices to have
the ability to use either IP protocol version, dependintherservices available, the
network availability, service, and the administrativéigyo A transition scenario which
calls for “dual-stack everywhere” provides the most bBéxobperational environment.
Dual-stacked hosts running on a dual-stack network allowcapiphs to migrate one at
a time from IPv4 transport to IPv6 transport. Legacyiappbns and devices that are
not yet upgraded to support access to the IPv6 stack eaisicwith upgraded IPv6
applications on the same network system.

Tunnels

The term “tunneling” refers to a means to encapsulateversion of IP in another so the
packets can be sent over a backbone that does not sugpenctpsulated IP version.
For example, when two isolated IPv6 networks need to conwuaie over an IPv4
network, dual-stack routers at the network edges caisdx to set up a tunnel which
encapsulates the IPv6 packets within IPv4, allowing tké Hystems to communicate
without having to upgrade the IPv4 network infrastructure tkiatsebetween the
networks.

Configured Tunnels

The term “configured tunnels” is used when network adminissat@anually configure
the tunnel within the endpoint routers at each end afuimeel. Any changes to the
network like renumbering must be must manually refleotethe tunnel endpoint.
Tunnels result in additional IP header overhead siregdhcapsulate IPv6 packets
within IPv4 (or vice versa).
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Automatic Tunnels

The term “automatic tunnels” is used when a device dyrentate their own tunnels to
dual-stacked routers for shipping IP packets within IP. Pwé Tunnel Broker (RFC
3053), 6to4 (RFC 3056), Teredo (Tunneling IPv6 over UDP throughsNAnd ISATAP
(Intra-Site Automatic Tunnel Addressing Protocol) ship IPvekeecwithin IPv4 and
can be referenced as IPv6-over-1Pv4 mechanisms whildVD®ual-stack Transition
Mechanism) ships IPv4 packets within IPv6 and can be rete@ntPv4-over-1Pv6
mechanism.

The IPv6 tunnel broker mechanism uses dual-stacked ssitterg between IPv6 and
IPv4 networks to assist in the set up of a configured tuoreehost. 6to4, Teredo and
ISATAP allow end host systems to create their owomatic tunnels to dual-stacked
routers for shipping IPv6 packets within IPv4. While ISAT ARmainly for IPv6-over-
IPv4 tunneling within a domain, all of the other IPv6-ovevdimechanisms are designed
to tunnel IPv6 packets out of an IPv4-only administratioenain. Like configured
tunnels, automatic tunneling has double IP header overhread,tsnnels encapsulate
IPv6 packets within IPv4 (or vice versa).

DSTM technique provides a unique solution to the IPv4-IPv&itian problem. This
mechanism is designed to rapidly reduce the relianceahrtRiting and is intended for
IPv6-only networks in which hosts still occasionally nezéxchange information
directly with other IPv4 hosts or applications. Netwadkninistration is simplified and
the need of IPv4 global addresses is reduced. DSTM camdggated with an IPv6
Tunnel Broker for tighter security integration. DSTMiters can be coupled with IPv4
Firewalls and Intrusion Detection systems to securé tBrmnel endpoints from IPv4-
based attacks.

Special consideration must be given to the secuskyassociated with automatic
tunneling as it allows user-nodes to establish tunnelsrhgtbypass a site’s security
checkpoints such as firewalls and intrusion detectiotesys In general, a full dual-
stack along with IPv6-capable firewalls, guards, intrusioeal&tn, and end-host
security may provide a more secure and interoperable IBuSition solution than
tunneling. However, for network infrastructures thattaonlPv4-only or IPv6-only
routing coupled with dual-stack end-nodes, automatic tunnptimgdes a flexible
transition strategy. Again the risks associated alitpotential solutions must be
carefully considered.

Protocols Translators

The term “translators” refers to devices capable of kating traffic from IPv4 to IPv6 or
vice and versa. This mechanism is intended to eliminataeld for dual-stack network
operation by translating traffic from IPv4-only device®frerate within an IPv6
infrastructure. This option is recommended only astar&sort because translation
interferes with objective of end-to-end transparencyatwork communications. Use of
protocol translators cause problems with NAT and highlytcaimsthe use of IP-
addressing.
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