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MS Enterprise Network Overview

e Network Environment
e 15K v4 routes/3K vE routes

o Stats
+ ~600 sites globally
« 1800 Routers
« 7900 Switches
« 20500 AP’s

e Primarily Cisco
e Homogenous @S environment
e Security considerations

« Open Network
« Domain Isolation: security enforced at tne noesisw:

MS Enterprise Network Overview
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The Industry

e Drivers
o Governmental pressure

e Internet Protocel version 4 (IPv4) address
depletion and increase in address demand

e Blockers

o No application, service, or solution te dRve
adoption

e Limited Internet Protocol version 6 (1EV6)
content on the Internet

The Industry
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The Industry

o |PVv6 statistics

e | ess than 1% of Internet traffic transiting ma|or
Internet exchanges Is currently IPv6

o Fewerthan 25% of large enterprises are
planning for adoeption in the future

e Drivers are becoming more compelling

« Address depletion
« Recent Gov. statements

The Industry
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MSIT Enterprise v6 Drivers

o Infrastructureras a platform for product
development and research

o Evangelism/showcase
o Adoption guidance to enterprise CUSIGMIErS
o DirectAccess

o Preparation for |IPv4 address depletion

MSIT Enterprise v6 Drivers
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MSIT Drivers: IPv4 Address Depletion

e With correct contrels in place, current pupliciand
RFC 1918 space for Microsoft should berstificient
for MS enterprise addressing needs for REXLHTIVE
years

o MSIT will migrate majority of internal netwenks o
RFC1918 space to give online services sufficient
public [Pv4 space to meet future requIirements

« Providing public |Pv4 addresses for exiernal=iacing
properties IS the correct use of remaining |EVAsspace

« Stariing now on one-io-two-year impIementationhﬂlgn

MSIT Drivers: IPv4 Address Depletion
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MSIT IPv6 Deployment Philosophy

e Define the business drivers

e Adoption of IPv6should happen as a nermal
evolution(rhythmiefithe business) as [erg as
proper planning 6ecurs

e Specific investment in enabling IPv6 should netine
necessary, withilimited exceptions

o Infrastruciure components must be enabled TeriEVE at
each upgradercycle

o Reliance on transition technologies shoulaiee
limited

MSIT IPv6 Deployment Philosophy
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MSIT IPv6 Deployment Philosophy

e A readiness planning process must be created
across all | T groups

e Prepare an |IPv6iscorecard o track the readiness of
each area of the enterprise

e Assign a senior. resource for each | T organizalionio
evaluate ifs environment and prepare a gap analysis

o Create a virlual'team at senior managementievels o
evaluate the gaps and budget requests In erderio
determine the correct direction based on bBUSIRESS NeEed

MSIT IPv6 Deployment Philosophy
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MSIT IPv6 Adoption Strategy

Dual-stack and limited n ative network deployments support IPYE needs
IPvEG relies heavily on transition technologies{lSATAR)
Gapsin tools, network, and produ cts block aggressive adoption

Achieve parity between IPvd and IPvE wherever possible
Enable native IPvE routing globally/Eliminate tran sition technologies
Migration to IPv6E naturally happens during network and server U pagrade cycle

IPvE displaces [Pvd
o » Management control plan becomes IPvE capable

S+ Qlder systems may still require IPwd (printers, environmental )
Fy14-—7

MSIT IPv6 Adoption Strategy
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MSIT V6 Deployment History
o 2001-2004

« Deployed using experimental 6bone address space.

« Native vé Deployedon dedicated devices due to popr perfefimance on
existing routing platferms

ISATAP deployedito support connectivity where infrastructureis not
capable

e 2004-2008

« Managementissueswith.connecting native vé “clouds® drivelenabling
native v6 routing onenterprise backboneAWAN.

« Readdressioeliminatereliance on legacy 6Bone addressialiocations
« ISATAP scaling, issues

o 2009-Current

« Redesign|SATAP infrastructure
« MWEERheEEiERtEnd iserver 05 Decome dual stack capEn] e eaiE EEEN GNTECe
IssUESWIttansitiEntechnol ogies
- |ssueswithmanagement visibility and feature parity: blogkenterprise
witle adoptionof native v

MSIT V6 Deployment History
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Current State

o Native IPv6 has been enabled across thermajorty.
of the network backpone for the past fiveyears

o Native host connectivity Is enabled onanias-
needed DasIS

« Adopftioniislimited to development, test; and
researchisegments due to lack of features and
management visibility

¢ Development process is native |[Pv6
o Still rellant oniISATAP as a transition (echnelegy

Current State

Page: 12




TN-110125-BMurray.pptx

Current Statistics

e 40% of access networks are native enabled

e 3,100 corporate |Pv6 routes (4.260 internet routes
*potaroo.net)

e 80% of clients are dual stack

e 40% of servers are |[Pv6 capable
e Cannot monIter or measure native |PVeiraific

Current Statistics
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Lessons Learned

o Network Issues
o Router adveriisements
o Routers software switching traffic
o Lack of feature parity

o Operations and froubleshooting

o Multiple clientinterfaces (ISATAP, nafive, |IEv4)
complicate troubleshooting issues

o Lack of comferiwith'new technology |eads {0/ peor:
troubleshooting methodology and immediaie
escalations to'fier 4

Lessons Learned
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Lessons Learned

e [ransition Technolegies

 Reduce reliance on transition technologies Whenever.
possible
o« Be aware of Impact on traffic patterns, map logical
network to physical network
o |SATAP: Take measures to ensure that trafficiS ol
funneled through routers
« Ensurethat all native IPv6 servers are running ISATAP service
= Deploy a single prefix or static routes

Lessons Learned
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Focus Areas for Planning

e Determine business need and time frame fior
adoption

e Develop connectivity plan

« Define addressingand routing plan
e Define the roleefiiransition technologies

e Create a scorecard to determine readiness of
existing infrastructure

Focus Areas for Planning
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Scorecard Components

e Network

e Define IPv4 feafures currently deployed: Web Eache
Communication Proetocol (WCCP), Virtual Router,
Redundancy Protecol (VRRP)

« Determine |[PvGicapanilities of current haraware:
routing, switching, VWAN optimizers, firewall; load
balancer

e [eslto undersiand performance impact ofienaikling
IPv6: TCAM

e Determine impact to VWAN services (Multipreiocol
Label Switching [MPLS]),

Scorecard Components
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Scorecard Components

¢ |nfrastructure services

e Ensure that Domain Name System (DNS), BDyRamic
Host Configuration Protocol (DHCP), and Aclive
Directory DomainiServices (AD DS) are |Pv6 capable

e Eliminate reliance on WINS

e Client/server

o [rack deploymenis of operating systems io determine
readiness

Scorecard Components
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Scorecard Components

e Management (ooIS

e |IPv4 may be usedas transport, but all management
tools (IP address management, configuration
management, statistics collection and reporingjimust
have awareness of IPv6 statistics and Services

e Security

« Monitoring (intrusion detection system, IntrisIon
prevention sysiem) , control (firewall), and poelicy
management.

Scorecard Components
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Scorecard Components

e Operations

e Provide base |Pvo training for all operations siaiffearly
in deployment process

e Provide detailed training for network and Serverssupport
teams

o |dentify a group 61 IPv6 experts in the operalions

environment forintensive training

+ Provide feedback and guidance to engineering staff
+ Act as escalation point for issues

Scorecard Components

Page: 20




TN-110125-BMurray.pptx

Scorecard Components

e Application envirenment

o |IPv6 compatibility’should be tested with each revision
cycle

o All user acceptancetesting (UAT), lab, andtest
environments should have IPv6 enabled o IndERuny
ISSUes

o Typical IPv6 compatibility issues include:
+ |Pv4 addresses embedded in application
+ Security based on IPv4 address
+ Reliance on older services, such as Windows®: Internet Name
Service (WINS)
« Database schema not sizedto deal with |Pv6 128-bitaddress

leg gt . Micr

Scorecard Components
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IPv6 Resources

e Foradditional infermation try the following SIies

« For More Microsoft I T Showcase Content:

IPv6 Resources
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Questions and Answers

o Submittext questions using the “Ask
button

o Don't forget to fill out the survey

o For upcoming and previously live webeasts:

o Got webcast content ideas? Contact us at:

Questions and Answers
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Microsoft

Your potential. Our passion.”

OR IMPLIED, INTHIZ

Slide 24
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https:// msevents. m crosoft.com cui /Wl conePage. aspx?Event | D=1032472597&cul
ture=en-US

[ Web Slide 1]
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