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DREN Details

Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
Introductory remarks—

e Inthedidesthat follow, replacethe phrase“DREN |IPv6
Pilot” with “ Cor porate planning team” or “Enterprise
Implementation group” or “Company deployment
committee” , asappropriateto your situation

e Inthedidesthat follow, theterm enclave/site may not
directly apply to your situation. Substitute the term branch,
office, division, or other organizational unit, asappropriate
to your situation

® Thedeployment processisdescribed 3times: asa 2-dlide
synopsis, as a 5-dlide overview, and the full details




DREN Details

Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
O stepsin conducting a successful | Pv6 deployment:

“Technology makes

Establish the Change Team change possible,
Describe Desired State Ut peoplo make.
Baseline Current State it happen”
Analyze the Gap

Develop the Solution(s)
Trial the Solution(s) (on alocal test bed)

Roll Out the Solution(s) and then build on prior successes
Start small with one subnet (but with external connectivity)
Test and verify | Pv6 deployment
Expand scopeto next logical increment
Repeat until deployment completed

9. Analyze Lessons L earned

Sourcethe Carnegie-M ellon Software Engineering I nstitute (SEI), see
http://www.sei.cmu.edu/pub/documents/98.r epor ts/pdf/98tr 004.pdf %

ONOOGTAWN




DREN Details

Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
O stepsin a successful | Pv6 deployment: notional timeframe

2. Establish ChangeTeam .

3. DescribeDesired State  —

4. BasdineCurrent State @ ——

9. Analyze Gap s

6. Develop Solutions —_—

/. Trial Solutions (on alocal test bed) —
8. Roll Out Solutions —
9. LessonsLearned >

Q3 Yxx Q4 Qlyxx+l Q2 Q3 Q4 Q1lYxx+1 %
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
O stepsin a successful technology deployment (continued):

Reference M odel DREN IPv6 Pilot At your gite

Most team leaders Someone at your

already knew 1Pv4, site hasto know

and that helped. (or learn) | Pv4,

Some already knew and then | Pv6.

| Pv6; otherslearned All of your team

it duringtheearly memberscan be

stages. lear ning I Pv6 as
they go through
steps 2 through 6
of the deployment
process. Don’t wait
to get started until
after learning | Pv6!

%‘Tj -
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
O stepsin a successful technology deployment (continued):

Reference M odel

2. Establish the
Change Team

3. DescribeDesired
State

DREN |Pv6 Pilot
These arethe team

leadersfor the pilot

Functional Areas
(FA).

Thisistheresult to
be achieved across
the DREN IPv6
Pilot infra-
structure at at
each local site

(These 2 steps often are done together.)

At your Site

An early action for
your siteisto
Identify the site
deployment team
leader and
member ()

Aspart of the

| Pv6 deployment,

your sitewill build
a dual stack 1Pv4/
| Pv6 environment

(on...?)
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
O stepsin a successful technology deployment (continued):

Reference M odel DREN I Pv6 Pilot At your site

4. BasdineCurrent  TheFA team serves You need to locally
State asthefocal point  identify all thelT
for collatinginfor- resourcesthat are
mation about the  or will be present
existing infra- at your siteduring
structure the deployment

9. Analyzethe Gap TheFAteam has  UsingthelPv6
talked with vendors knowledge base web
and developers, and site, review thel T
started the process resources at your
of discoveringand siteto see what
documenting needed will need to be
changeson theweb updated/substituted/

Site remediatm |
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
O stepsin a successful technology deployment (continued):

Reference Model DREN IPv6 Pilot
6. Develop the The pilot team will
Solution(s) collate any known

solutions available
for enabling I Pv6
on the knowledge
base web site

/. Trial the Solution(s) The FA team will
(on alocal test bed) collate previous
outcomes from the
FA team, vendors,
and other pilot sites
on the knowledge
base web site

At your site

Draw on the know-
ledge base web site
to collect or develo
the updates need
for thel T resources
at your site

This step may have
already been done
for you by another
site, or you may be
ableto assist later
sitesin deploying

| Pv6
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
O stepsin a successful technology deployment (continued):

Reference M odel DREN I Pv6 Pilot At your site

8. Roll Out the TheDREN IPv6  Thisisthechallenge
Solution(s) pilot implemen- for your site: to
tation plan laysout preparealogical
the overall schedule schedule of the
for %ettln_g sites changesto be made
Involved in the at your site
| Pv6 pilot program

9. AnalyzelLessons  Aseach sitegoes  Providefeedback
L ear ned through their local early and often to
| Pv6 deployment,  thePv6 pilot team
the pilot team will  on what works and
updatetheinfoand what doesn't, to
Ia anson theknow- enableusto assist

edge base web site others %
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

e HPCMPtalksand tutorials(slides available on knowledge base)
- |Pv6Training and Learning article
DREN 2004 and 2009 (1 Pv6 tutorial by Ron Broersma)
- sd.wareonearth.com/woe/Briefingsipv6.ppt
Networ ker s 2000 (I Pv6 introduction by Phil Dykstra)
® Other sites
- Many linksgiveninfilelinked at IPv6 Training and Learning article
® Industry sites

- www.ipv6tf.org, http://www.ipveforum.org/ - | Pv6 world-wide
- gogonet.gogo6.com/, www.ipvenews.info - industry news and links

Modernization
Pragram
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

e Internet2/Abilenetalksand workshops
- Ipv6.internet2.edu/wor kshops/index.shtmi
Hands-on 2-day wor kshops on various | Pv6 topics
- (presentationsno longer freely available— must attend wor kshop)

An early workshop slide set from 2002 is still available at
http://ipv6.inter net2.edu/wor kshops/index.shtml

e Commercial sources
- www.hative6.com/ (avariety of IPv6 cour ses)
- Www.tonex.com (2-day workshop | Pv6 Fundamentals)
- www.sunsetlear ning.com (2-day workshop Cisco based)

® \Web search “IPv6 tutorial” returns hundreds of hits

- Quality, timeliness, infor mation content vary widely
- Afew good onesin filein IPv6 Training and L earning article

%‘Tj -
ogra
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

® Reference sources

- Books (there are dozens, these are worth looking at)
Under standing I Pv6 by Joseph Davies, published by Microsoft
Press| SBN 0-7356-1245-5
| Pv6 Essentials by Silvia Hagen, published by O'Reilly &
Associates | SBN 0-5960-0125-8
| Pv6: Theory, Protocol, and Practice, 2nd edition by Peter L oshin,
published by Morgan Kaufmann Publishers | SBN 1-5586-0810-9

- On-line
RFC pagesand I nternet-Dr afts
»  http://www.ietf.org/ and http://www.fags.or g/faqs/
Various documentsand presentations
»  http://www.ipv6forum.org - worth searching presentations
»  http://playground.sun.com/pub/ipng/html/ - older but useful
| Pv6 Working Group (and other working groups)
»  http://lwww.inter net2.edu/wg/index.html
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
2. Establish the Change Team

e Anearly step for your siteisto identify the site deployment
team leader and member (s).

— Ateam leader (any member of theteam)

- At least one network administrator (depending on the complexity of
the networkswhere | Pv6 isto be deployed

- At least one system administrator (for each class of systemswhere
| Pv6 isto be deployed

- Application support manager (s), if you have many applicationsto be
| Pv6 enabled

- Arepresentative from each local network monitoring organization
(internal or external organization)

- Alsorepresentativesfrom security, customer support, data center,
operations, major usersor user group representatives, et cetera.

Theseareall part time positions, not full time. It isimportant
for successthat no area beleftout that will be affected by

the deployment.




DREN Details

Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
3. Describe Desired State

® Aspart of thelPv6 deployment, your sitewill establish a dual
stack | Pv4/IPv6 environment (on...?)

e Someof theavailable goal setting approachesinclude;

1. Thewhole enclave. An initial goal only if you have a small
enclave or arevery courageous. Thisisyour ultimate goal

2. Alogically or physicaII?/ segregated subnet. Aninitial
oal might betoroute [Pv6 packetsto that subnet only.
resources migrateto thissubnet in stages

3. Anintegrated subnet. An |n|t|alc90al might beto have a
few |Pvb enabled I T resources. Other | T resourceswill
Ignorethe | Pv6 packets, which aren’t addressed to them
anyway. Add additional | T resourcesin stages

4. Use some small combination of (2) and (3) to get started,
ultimately expanding to the whole enclave %




DREN Details

Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
4. Baseline Current System

® You need toidentify thelT resourcesthat are or will be
Installed at your site during the | Pv6 deployment period:

- Suggestion: start at the bottom of the network and work up:

Layer 2& 3 networking infrastructure, including routers,
switches, gateways, dial-up modem server banks, and thelike
Networ king services software, such asDNS, NTP, SMTP, SNMP,
and thelike.

Security infrastructure, including firewalls, proxy servers, IDS,
VPN servers, PKI, KDC, Active Directory domain controllers,
and the security software on/accessing thisinfrastructure
Computers (HPC, visualization, mass stor age, file, mail, and web
servers, desktop systems, and others)

Anything else with an 1Pv4 address may need an | Pv6 address
(printers, scanners, FAX machines, and thelike)
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

4. Baseline Current System (continued)

— On computersand other IT resourceswith an operating
system or software that can be changed, identify:

Operating system version
System leve utilitiesand librariesversions

Terminal emulation, file transfer, web, mail, and other
communications applications versions

Application programs, including

» Infrastructure applications such as Kerberos

» Third-party user applications (COTSand GOTS
programs)

» User-developed aepCJoIications (suggested by
Involved/interested program/project users)

%‘Tj -
ogra
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
5. Analyzethe Gap

e Us ngf_the knowledge base web site as a starting point, review
thel T resources at your siteto see what will need to be
upgraded/substituted/remediated.

® Onepossible approach:

- Quick basdline of candidate networ king and computing
environment, per step 3 (Baseline Current System)

- Check to seewhich of your I T resources are already present on
the knowledge base web site

- Inparalld:

For itemson theweb site, make plans using availableinfo

Refine and complete basaline of your environment to fill in blanks,
and repeat this step until baselineis completed

%‘Tj -
ogra
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

5. Analyzethe Gap (continued)

— What about I T resourcesthat can’t be | Pv6 enabled?

Example: Model XYZ doesn’t support | Pv6 until 2015 timeframe

» One Solution: Front-end/bastion host to allow remote | Pv6
access. Continueto allow 1Pv4 accessto local fileservers

Example: Old router that can’t do I Pv6?

» One Solution: Replacewith later equipment

» Another Solution: Move outside of enclave where | Pv4
equipment is still useful

Example: Parent organization’s DNSwill not support IPv6in FYQ09

» One Solution: Identify alter native source of name service

» Another Solution: Work with parent organization to accelerate
schedule for technology upgrade of DNS (policy, after all)

%‘Tj -
ogra
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
5. Analyze the Gap (continued)

- What about I T resourcesthat
can’t be I Pv6 enabled?(continued)

Example: | Pv6 equipment on | Pv4 network
» Onesolution: Moveto an | Pv6 subnet
» Another solution: 6over4 tunnel

— Consder atunneg broker

| Pv6 tunnels on demand through | Pv4
networ ks using Gogo6 appliance
http:// gogowar e.gogo6.com (also a 6to4 gateway)

- Status:
Operational, tested on XP, Vista, Linux, and Mac OS X, so

- HrG
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Preparation for | Pv6 deployment
(Thelocal implementation — how each enclave will do it)
6. Develop the Solution(s)

e Usingthe knowledge base web site as a resour ce, collect the
necessary updates and testsfor the | T resources at your site

— ldentify any purchases needed (likely few, mostly SW),
and initiate procurement

— ldentify any patches, and contact vendorsto obtain. (If
maintenance has lapsed, initiate corrective action.)

- ldentify any configuration changes necessary for the
har dwar e and software you will be using to deploy | Pv6

- Determineif useful scriptsfor any changesare already on
the knowledge base web site. If not, develop and give back
to be placed on knowledge base web site

Modernization
Pragram
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
Develop the Solution(s) (continued)

e Usingthe knowledge base web site as a resour ce, collect the
necessary updates and testsfor the I T resourcesat your site
(continued)

- For testing, identify and get or develop any data setsor
softwar e needed for post-deployment tests.

- Testingtips:
Need an external | Pv6-only address? ipv6.google.com

Need an external point to test your local | Pv6 access?

»  Glvewww.ipv6tools.orgatry. It showsyour | P addressand
allowsyou to ping, trace, and query DNSvia | Pv6

» UsethegogoCLIENT from gogoware.gogo6.com and the
authenticated.freenet6.net server in Montreal, CA to get
tunnel broker accountsfor testing | Pv6 before your local

infrastructureis|Pv6-enabled (registration requiredi




DREN Details

Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
7. Trial the Solution(s)

® Thisstep may already been donefor you. All deployment
results and testing experience asreported by sites are collated
on the knowledge base web site. It isa living collection of

lessons lear ned reported by and for the benefit of the whole
| Pv6 community.

® For any scripts, data sets, or software you must develop
locally, try to get assistance from a vendor or from another
sitethat may have deployed |Pv6 on similar I'T resources

— Intheideal case, what you need for your local 1 Pv6
deployment will have been tried out by someone else

before, but thiscan’t always be the case. Someone must
alwaystakethefirst step

Modernization
Pragram
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roall out the Solution(s)

e Thisisthechallengefor your site: toprepare_alogical
schedule of the changesto be made at your site

- Aspart of preparing the deployment schedule, arrange
for on-site or remote assistance during deployment at
your site (if you fed it isnecessary)

- Have everythin%you need for a change on hand before
you makeany changes (W, documentation, | P

Ie_lﬂd)ressm, DNS entries, responsible individuals, and the
ke

- Review thereversion process for a changejust before
making that change

- Resist spur-of-the-moment improvisations and short-cuts

Modernization
Pragram
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
8. Roall out the Solution(s) (continued)

e Thisisthechallengefor your site: to preparealogical
schedule of the changesto be made at your site

= Ctonsider thefollowing in preparing a schedule for your
Site:

1.  What theIPv6 addressing plan for your sitewill look like
2. What order you will enablethelT resourcesat your site

3.  How you will assign I Pv6 addressesto them

4. What domain names will be associated with them

5.  What security protections need to be applied to them

6. How and when to involve variousother organizations

7. Wherewill new I Pv6 addresses and domain names appear
8. Whereesemight old | Pv4 addresses need to be updated
o0. Whereedsemight utilities need to be updated/changed

E

ach of these decisions can have long-ter m impact

Modernization
Pragram
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roall out the Solution(s) (continued)

— Congder thefollowing in preparing a schedule for your

gte:
}(\l/(hat the IPv6 addressing plan for your site will look
ke

1.

»

»

»

»

Your goal should be a plan that can endure growth and
change without having to be re-address everything

Get your | Pv6 prefix from your organizations
designated source

Think big. You have 65,536 subnetsto allocate!
<— Network— Site

2001 | XXXX | sssn |subnet Interface ID

_ /32 /48  [64 /128
Serioudly rethink continued use of Network Address

Trandation
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roll out the Solution(s) (continued)

e Congder thefollowingin preparing a schedule for your site:
2. What order you will enablethelT resourcesat your site
|.  Begin with your border router:

» Contact the network NOC and schedulea timeto
configure | Pv6 on the local subnet

» Verify with the NOC your | Pv6 prefix you were
assigned, so your border router can statically
routeit

» Start enabling | Pv6 on your infrastructure

» A Dborder router connected to you | SPwill bethe
first IT resource. Configureitsinterfacetothe
network with the I Pv6 addressthe NOC gives you

» Verify you can ping an external | Pv6 address

Modernization
Pragram
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Preparation for | Pv6 deployment

Thelocal implementation — how each enclave will do it)
8. Roll out the Solution(s) (continued
e Congsder thefollowingin preparing a schedulefor your site:
2. What order you will enablethelT resourcesat your site
|.  Begin with your border router (continued):

» Configurea static default route (::/0) pointing at
the your | SP connection point

> Enable!Pv6 on your border router’sinterfacesin
the order you want to bring up 1 Pv6 on your
L ANs. Assign | Pv6 addressesto those inter faces
following your 1Pv6 address plan

> Enable!Pv6 on the layer 2& 3 devices on those
L ANs. Manually assign | Pv6 addressesto any
routerson those L ANs, and configure the address
policy you want enforced on that L AN segment

> Verify that hostson those LANsthat are
al rr]eady I Pv6ed enablefd autho-ccr)]nflgure
when powered up after the change %
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
8. Roll out the Solution(s) (continued)

e Consder thefollowingin preparing a schedulefor your site:

2. What order you will enablethe | T resources at your site

II. Follow the order you identified in step 4 — Baseline
~ Current System —to enable additional | T resources
I1l. Hereare some additional suggestionsfor ordering:

» Thesecurity requirementsof thel T resources
(start with those having fewer requirements, for
example, serversin your DMZ)

» Thehomogeneity of the I T resources (start with
those having common features, like the same
make and model, or the same operating system) —
Keep It Smple

» Thecriticality of the I T resources (start with non-
mission essential resour ces)

» Theageof thelT resources (newest firm
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
8. Roll out the Solution(s) (continued)

— Consder thefollowing in preparing a schedule for your
site:
3. How will you assign | Pv6 addressesto them?
» A single device will have multiple I Pv6 addresses
assigned
e Alink-local address, automatically configured
0O Atr%ditional unicast global address (see next
page
e Several multicast address(es)
(moreif thedeviceisarouter)
e Possibly anycast address(es)
(used today mostly for routers)
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9 Preparation for Pv6 deployment

(Thelocal implementation — how each enclave will do it)

e Unicast: Destination address Onicast oy @@@
ecifies exactly onetar get. souree
e Multicast: Destination address Multicast
specifiesa group that includes © @@
It I t et Source -
multipletar gets iy O @
© @@

® Anycast: Destination address
specifiesjust one (the closest) of

multiple targets Source /

No Broadcast address!

Modarnization
Program

Anycast
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roall out the Solution(s) (continued)
— Congder thefollowing in preparing a schedule for your
site:
3. How will you assign I Pv6 addressesto them (continued)?
» A single device can be assigned a unicast addressin
one of several ways:
e Remember, |Pv6 deviceswill learn the correct
link-local prefix from thelocal router
e Option 1. Thetraditional manual configuration
method (laborious, but possibly necessary given

your cor porate or local security requirements)

v Remember, the ultimate goal isto assign both the | Pv4 (A record)
and | Pv6 (AAAA record) recordsto a single domain name.
However, because of flawsin many client programs and | P stacks,
giving separ ate domain namesto the | Pv4 and | Pv6 addressesis
not currently recommended. Theflaw isasfollows: the client
requeststhe AAAA record when it exists, even when thereisno
| Pv6 path to the remote host. Consequently, a noticeable delay

occurswhilewaiting for the attempt to use IPv6to % |
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roall out the Solution(s) (continued)
- Consider thefollowing in preparing a schedule for your
site: (continued)
3. How will you assign I Pv6 addressesto them (continued)?
» A singledevice can be assigned a unicast addressin

one of several ways. (continued)

(continued) accessthe remote host, a time out occurs, and the
client fallsback to using IPv4. Most Linux/UNIX implementations
havethis flaw.

v Windows XP SP3 and later Windows versions usually do not
behavein thisway, so an enclave that only plansto support access
by Windows systemswon’t need assign separ ate domain names for
user convenience (though it is still very useful for testing).

v Thisdelay annoysthe end user, and can be avoided as follows: For
now, consider assigning separ ate domain namesto the | Pv4 and
| Pv6 addresses. The new | Pv6 domain name might be of the form
host-v6.domain or host.v6.domain or ipv6.host.domain, as
examples. These separate domain names should only be temporary
and will be used primarily by the group supporting I Pv6
deployment. When | Pv6 deployment is complete, such names

should be removed from DNS. %
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roall out the Solution(s) (continued)
- Consider thefollowing in preparing a schedule for your
site: (continued)
3. How will you assign I Pv6 addressesto them (continued)?
» A sin?Ie device can be assigned a unicast addressin

one of several ways. (continued)

v Becareful with Windows clients: By default, they assign random
public | Pv6 addressesrather than using the |ETF standard
method of generating | Pv6 addresses based on the M AC address of
the network interface. Seethe Enabling IPv6 in Microsoft
Windowslegacy versions article or the Enabling | Pv6 in Windows
Vista and Server 2008 article for guidance on how to disable
random address generation.

v Also be careful with Vista and Windows 7 clients: By default, they
will attempt to storetheclient | Pv6 addressin the Active Directory
controlled DNS, prior to any planned deployment of | Pv6 by your
organization. As part of deployment, check to seeif any AAAA
recor dswer e created by such clientsand found their way into DNS

— F}(/ou may want to remove them isyou plan to use |ETF standard

| Pv6 address gener ation.
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
8. Roall out the Solution(s) (continued)
- Consider thefollowing in preparing a schedule for your
site: (continued)
3. How will you assign I Pv6 addressesto them (continued)?
» A sin?Ie device can be assigned a unicast addressin

oneo

®
v

[
v

several ways. (continued)

Option 2: Stateless autoconfiguration — Preferred.
Typically prior manual DNS entry will be necessary. AAAV6 could
dothisfor you (but it isnot ready for primetime)

Option 3: Stateful autoconfiguration — DHCPVG.

Getting DHCPv6 and DHCPv4 to work together in a dual-stack
environment is hard. Windows XP SP3 and Macintosh OS X don’t
support DHCPv6. The v4 and vé DHCP server s usually won't
coordinatetheir data base updates.

See“1Pv6 and DNS’ knowledge base article for
moreon thistopic

Modernization
Pragram
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roall out the Solution(s) (continued)
— Congder thefollowing in preparing a schedule for your
site: (continued)

4. What domain names will be associated with them

» With all the new | Pv6 addresses, you will probably
want to add new AAAA recordsto your favorite DNS
server (s). May we suggest:

e Each canonical host name having an “A” resourcerecord
etsan “AAAA” record. CAUTION: do thisonly after the
108t isreachablevia | Pv6 and any serviceson thehost are

listening for both | Pv4 and | Pv6 servicerequests, otherwise
resolversand clientswill timeout or get confused

e How IPv6 addressesare assigned (see 8.3) influencesthe

ways that new host names get entered in DNS, and when
they should be

e PTRrecordsinIP6.ARPA and INADDR.ARPA DNS

domains should eventually both point to the same host name
record, usually the domain name previously associated with

the | Pv4 address. %
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roall out the Solution(s) (continued)
— Congder thefollowing in preparing a schedule for your
site:
5.  What security protections need to be applied to them
» |Pv6 portsand protocolsfiltering islike I Pv4 (the ports
and protocols are the same)
» |Pv6isdifferent (the syntax to implement filterson
{ilgve\z/tsallsand routerswill vary, and is probably unlike
6. How and when to involve various other organizations
» Makeyour help desk/customer service personnel aware
» What will your local and cor porate security offices
think of all this?
» What will happen during the next local security review
(and until then)?

» Who will update your accreditation package(s)

%‘Tj -
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

8. Roall out the Solution(s) (continued)

— Congder thefollowing in preparing a schedule for your
ste:

1.

Wherewill new | Pv6 addresses and domain names
appear

» Network monitoring logs and databases

» Procedure manuals and scriptsfor operations

» What web pages need to be updated, when, and by
whom?

» When, how, andetgl.whom will AAAA and | P6.ARPA
records be entered into the DNS hierarchy?

» Whitelists— opt-in to receive AAAA records

» Do DNS serversand resolvers have | Pv6 access? (Thisis
not required but will make life ssimpler)

» How will serversc(ilike mail or web) accept requests
from clientsthat do not have | P6.ARPA records?
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8.

Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
8. Roall out the Solution(s) (continued)
— Consider thefollowing in preparing a schedule for your
ste:
Where else might old | Pv4 addresses need to be updated/
replaced with new | Pv6 addresses

»
»
»

»
»
»

»
»
»

Namesresolved to | P addressesin local/remote firewalls
Hard-coded | P subnet configurationy ACLsin routers
Web .htaccess|Pliterals (instead of domain names) and
remote access controls, including new |1 Pv6 address ranges
corresponding to existing | Pv4 ranges

TCP wrapper files

DNS resolv.conf files

BIND knobs—no AAAA response unlessrequest received via
| Pv6 transport

NI S/ypbind via hostsfiles and security masks

Unix portmap security masks

Et cetera... %'
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0.

Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
8. Roall out the Solution(s) (continued)
— Consider thefollowing in preparing a schedule for your
ste:
Where else might utilities need to be updated/changed

»
»
»
»
»

»

Apache .Listen. directive hardcoded | P addresses
Samba configuration files
PERL scriptsin MRLG, MRTG, Net::LDAP, and similar
Java sour ce code may need java.io and java.net updates
COT S Java applications may need to have defaults set
correctly in their scripts
-Djava.net.prefer | Pv6Addresses=false
-Djava.net.prefer | Pv4Addresses=false
Et cetera ...
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)
9. Analyze L essons L earned

e Providefeedback early and often to the | Pv6 pilot team on
what wor ks and what doesn’t, to enable usto assist others

e If you aredeploying IPv6 in stages, as suggested in step 2
(Describe Desired State), each time you complete a stage you
will have additional feedback to provide
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Preparation for | Pv6 deployment

(Thelocal implementation — how each enclave will do it)

10. Step 107?71 don’t remember any step 10!?!
(Thekey isfound in the phrasein stagesin step 3)

e |f you have not yet deployed IPv6on all I T resourcesin your
enclave:

- Goback to step 3 (Describe Desired State), and establish
a new intermediate goal including moreof thel T
resources at your site

- Repeat steps 4 through 9 for thismoreinclusive goal

® Repeat in stagesuntil all IT resourcesfor your enclave (or all
the onesthat your site Change Team iswilling/ableto deploy
| Pv6 on) are | Pv4/I Pv6 dual-stack capable

11. Declare success and celebrate ajob well done!

Modernization
Pragram




