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ISO 7 layer model)ISO 7 layer model) and production DRENand production DREN
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IPv6 network that peers with other open IPv6 networksIPv6 network that peers with other open IPv6 networks

 Existing DREN IDS architecture incompatible with IPv6Existing DREN IDS architecture incompatible with IPv6
Juniper router port mirroring lacks IPv6 supportJuniper router port mirroring lacks IPv6 support

 So, split the packets out to a separate portSo, split the packets out to a separate port
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and Cisco (test bed) routers to support IPv6 ACLsand Cisco (test bed) routers to support IPv6 ACLs
 Firewalls didn’t support IPv6 (except a few beta units)Firewalls didn’t support IPv6 (except a few beta units)
Not a problem, since DREN peering points don’t use themNot a problem, since DREN peering points don’t use them
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parallel as shown.parallel as shown.

 Status:  Both now announced IPv6 products Status:  Both now announced IPv6 products 
from Juniper (who acquired Netscreen)from Juniper (who acquired Netscreen)
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see www.moonv6.orgsee www.moonv6.org
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 ADCs (extent will vary by site)ADCs (extent will vary by site)
 Some DDCs volunteered: NRLSome DDCs volunteered: NRL--DC, SSCDC, SSC--SD, RTTC, SD, RTTC, 
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 HPCMP infrastructure applications, such as Kerberos, HPCMP infrastructure applications, such as Kerberos, 
Information Environment, OnInformation Environment, On--line Knowledge Centerline Knowledge Center

 thirdthird--party applications (requires vendor cooperation)party applications (requires vendor cooperation)
»» COTS, GOTS, CHSSI, and the likeCOTS, GOTS, CHSSI, and the like

 at the HPC Centersat the HPC Centers
»» used by the program/project user sitesused by the program/project user sites

 Selected HPC userSelected HPC user--developed applicationsdeveloped applications
»» depending on who is interested/willing to convertdepending on who is interested/willing to convert

Information Environment, OnInformation Environment, On--line Knowledge Centerline Knowledge Center
 thirdthird--party applications (requires vendor cooperation)party applications (requires vendor cooperation)

»» COTS, GOTS, CHSSI, and the likeCOTS, GOTS, CHSSI, and the like
 at the HPC Centersat the HPC Centers

»» used by the program/project user sitesused by the program/project user sites
 Selected HPC userSelected HPC user--developed applicationsdeveloped applications

»» depending on who is interested/willing to convertdepending on who is interested/willing to convert



DREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot Introduction

 FY04 goals for the DREN IPv6 pilot (continued)FY04 goals for the DREN IPv6 pilot (continued)
 Allocate DREN IPv6 address space (maintaining autonomy)Allocate DREN IPv6 address space (maintaining autonomy)
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 Allocate DREN IPv6 address space (maintaining autonomy)Allocate DREN IPv6 address space (maintaining autonomy)
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2001 0480 sssn subnet Interface ID
/32 /48 /64

DREN Site

/128
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»» n = 0..F (for up to 16 sites or enclaves behind each SDP)n = 0..F (for up to 16 sites or enclaves behind each SDP)

 Smallest subnet is a /64, even pointSmallest subnet is a /64, even point--toto--point links!point links!
 Loopback interfaces are /128 (still) Loopback interfaces are /128 (still) 
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 FY04 goals for the DREN IPv6 pilot (continued):FY04 goals for the DREN IPv6 pilot (continued):
facilitate IPv6 deployment into infrastructure at both HPC facilitate IPv6 deployment into infrastructure at both HPC 

Centers and selected Service program/project sitesCenters and selected Service program/project sites
Eventually, IPv6 deployed locally as part of IPv6 pilotEventually, IPv6 deployed locally as part of IPv6 pilot
Provide product availability, functionality, maturity, Provide product availability, functionality, maturity, 

standards compliance other lessons learned to HPCstandards compliance other lessons learned to HPC

 FY04 goals for the DREN IPv6 pilot (continued):FY04 goals for the DREN IPv6 pilot (continued):
facilitate IPv6 deployment into infrastructure at both HPC facilitate IPv6 deployment into infrastructure at both HPC 

Centers and selected Service program/project sitesCenters and selected Service program/project sites
Eventually, IPv6 deployed locally as part of IPv6 pilotEventually, IPv6 deployed locally as part of IPv6 pilot
Provide product availability, functionality, maturity, Provide product availability, functionality, maturity, 

standards compliance other lessons learned to HPCstandards compliance other lessons learned to HPCstandards compliance, other lessons learned to HPC standards compliance, other lessons learned to HPC 
community via the webcommunity via the web
standards compliance, other lessons learned to HPC standards compliance, other lessons learned to HPC 
community via the webcommunity via the web
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 Longer term goals Longer term goals for the DREN IPv6 pilot (for the DREN IPv6 pilot (throughthrough FY07)FY07)::
Facilitate DoD test beds and development efforts to deploy Facilitate DoD test beds and development efforts to deploy 

IPv6IPv6
Facilitate DoD transition to IPv6Facilitate DoD transition to IPv6
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IPv6 pilot and DRENv6 test bed to larger DoD community IPv6 pilot and DRENv6 test bed to larger DoD community 
(See Backup Slides)(See Backup Slides)
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Turn off wideTurn off wide--area native IPv4 support for DREN IPv6 area native IPv4 support for DREN IPv6 
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 To system developers To system developers –– They can develop, test, They can develop, test, andand evaluate evaluate 
future operational systems using the future operational systems using the samesame environment that environment that 
the warfighter will be usingthe warfighter will be using

 To programmers (if their programs now use IPv4) To programmers (if their programs now use IPv4) –– They They 
learn a new protocol and update their program so that itlearn a new protocol and update their program so that it
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 To computer users To computer users –– ‘Someone’ updates the software on ‘Someone’ updates the software on 
their system, and then everything works like it used totheir system, and then everything works like it used to

 To system administrators and network managers To system administrators and network managers –– They They 
learn to support new protocols, update system software (and learn to support new protocols, update system software (and 
possibly some hardware), and then reconfigure, and then possibly some hardware), and then reconfigure, and then 
everything works like it used toeverything works like it used to
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Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

 To programmers (if their programs now use IPv4) To programmers (if their programs now use IPv4) –– They They 
learn a new protocol and update their program so it works learn a new protocol and update their program so it works 
like it used tolike it used to
The source code must be availableThe source code must be available

R f RFC 3493 B i S k I f E iR f RFC 3493 B i S k I f E i

 To programmers (if their programs now use IPv4) To programmers (if their programs now use IPv4) –– They They 
learn a new protocol and update their program so it works learn a new protocol and update their program so it works 
like it used tolike it used to
The source code must be availableThe source code must be available

R f RFC 3493 B i S k I f E iR f RFC 3493 B i S k I f E iReference RFC 3493 Basic Socket Interface Extensions Reference RFC 3493 Basic Socket Interface Extensions 
for IPv6, February 2003for IPv6, February 2003

Fairly simple series of source code changes:Fairly simple series of source code changes:
 Replace IPv4Replace IPv4--specific calls “gethostbyname” specific calls “gethostbyname” 

“getservbyname” to IPv4/6 “getaddrinfo” calls“getservbyname” to IPv4/6 “getaddrinfo” calls
 Update socket calls and data structures,Update socket calls and data structures,
 Et ceteraEt cetera

Reference RFC 3493 Basic Socket Interface Extensions Reference RFC 3493 Basic Socket Interface Extensions 
for IPv6, February 2003for IPv6, February 2003

Fairly simple series of source code changes:Fairly simple series of source code changes:
 Replace IPv4Replace IPv4--specific calls “gethostbyname” specific calls “gethostbyname” 

“getservbyname” to IPv4/6 “getaddrinfo” calls“getservbyname” to IPv4/6 “getaddrinfo” calls
 Update socket calls and data structures,Update socket calls and data structures,
 Et ceteraEt cetera



DREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot Introduction

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

 To programmers (continued) To programmers (continued) –– There are some good There are some good 
software tools publicly available that can automatically software tools publicly available that can automatically 
determine if an IPv4 program contains IPdetermine if an IPv4 program contains IP--specific calls, and specific calls, and 
suggest needed changes. A few are:suggest needed changes. A few are:
http://msdn.microsoft.com/library/http://msdn.microsoft.com/library/

IP 6 G id f Wi d S k A li iIP 6 G id f Wi d S k A li i

 To programmers (continued) To programmers (continued) –– There are some good There are some good 
software tools publicly available that can automatically software tools publicly available that can automatically 
determine if an IPv4 program contains IPdetermine if an IPv4 program contains IP--specific calls, and specific calls, and 
suggest needed changes. A few are:suggest needed changes. A few are:
http://msdn.microsoft.com/library/http://msdn.microsoft.com/library/

IP 6 G id f Wi d S k A li iIP 6 G id f Wi d S k A li i IPv6 Guide for Windows Sockets ApplicationsIPv6 Guide for Windows Sockets Applications
 Checkv4.exe utility programCheckv4.exe utility program

http://wwws.sun.com/software/solaris/ipv6/http://wwws.sun.com/software/solaris/ipv6/
 IPv6 Socket Scrubber IPv6 Socket Scrubber 

http://wwws.sun.com/software/solaris/ipv6/porting_guidehttp://wwws.sun.com/software/solaris/ipv6/porting_guide
_ipv6.pdf_ipv6.pdf
 Porting Networking Applications to the IPv6 APIsPorting Networking Applications to the IPv6 APIs

Linux tools also availableLinux tools also available

 IPv6 Guide for Windows Sockets ApplicationsIPv6 Guide for Windows Sockets Applications
 Checkv4.exe utility programCheckv4.exe utility program

http://wwws.sun.com/software/solaris/ipv6/http://wwws.sun.com/software/solaris/ipv6/
 IPv6 Socket Scrubber IPv6 Socket Scrubber 

http://wwws.sun.com/software/solaris/ipv6/porting_guidehttp://wwws.sun.com/software/solaris/ipv6/porting_guide
_ipv6.pdf_ipv6.pdf
 Porting Networking Applications to the IPv6 APIsPorting Networking Applications to the IPv6 APIs

Linux tools also availableLinux tools also available



DREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot Introduction

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

 To programmers (continued) To programmers (continued) –– Suggestions for writing new programs or Suggestions for writing new programs or 
rere--writing old ones:writing old ones:
 Build applicationBuild application--specific address structure in the code.specific address structure in the code. This would This would 

typically be a structure that includes the address type, address data, typically be a structure that includes the address type, address data, 
and optionally address size.and optionally address size. This allows a single structure for This allows a single structure for 
dealing with multiple address types.dealing with multiple address types.

 Build a small set of functions that deal with the above address Build a small set of functions that deal with the above address 

 To programmers (continued) To programmers (continued) –– Suggestions for writing new programs or Suggestions for writing new programs or 
rere--writing old ones:writing old ones:
 Build applicationBuild application--specific address structure in the code.specific address structure in the code. This would This would 

typically be a structure that includes the address type, address data, typically be a structure that includes the address type, address data, 
and optionally address size.and optionally address size. This allows a single structure for This allows a single structure for 
dealing with multiple address types.dealing with multiple address types.

 Build a small set of functions that deal with the above address Build a small set of functions that deal with the above address 
structures.structures. Functions may include: setting, comparing, printing, etc., Functions may include: setting, comparing, printing, etc., 
address structures.address structures.

 Hostname lookups:Hostname lookups: expect multiple addresses to be returned.expect multiple addresses to be returned. This This 
should be obvious for hosts with multiple IPv4 addresses, but should be obvious for hosts with multiple IPv4 addresses, but 
account for several IP addresses (at least 2) per interface.account for several IP addresses (at least 2) per interface. Also, Also, 
consider linkconsider link--local, multicast, and anycast addresses.local, multicast, and anycast addresses.

When replacing IPv4 addresses in code, rename variables or When replacing IPv4 addresses in code, rename variables or 
structure members so that the compiler can help you find all structure members so that the compiler can help you find all 
instances of the address variable that need to be adjustedinstances of the address variable that need to be adjusted

 Consider the use of "struct sockaddr_storage" and then cast it to the Consider the use of "struct sockaddr_storage" and then cast it to the 
appropriate sockaddr_* for the address family.appropriate sockaddr_* for the address family.

structures.structures. Functions may include: setting, comparing, printing, etc., Functions may include: setting, comparing, printing, etc., 
address structures.address structures.

 Hostname lookups:Hostname lookups: expect multiple addresses to be returned.expect multiple addresses to be returned. This This 
should be obvious for hosts with multiple IPv4 addresses, but should be obvious for hosts with multiple IPv4 addresses, but 
account for several IP addresses (at least 2) per interface.account for several IP addresses (at least 2) per interface. Also, Also, 
consider linkconsider link--local, multicast, and anycast addresses.local, multicast, and anycast addresses.

When replacing IPv4 addresses in code, rename variables or When replacing IPv4 addresses in code, rename variables or 
structure members so that the compiler can help you find all structure members so that the compiler can help you find all 
instances of the address variable that need to be adjustedinstances of the address variable that need to be adjusted

 Consider the use of "struct sockaddr_storage" and then cast it to the Consider the use of "struct sockaddr_storage" and then cast it to the 
appropriate sockaddr_* for the address family.appropriate sockaddr_* for the address family.



DREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot Introduction

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

 To computer users To computer users –– ‘Someone’ updates the software on their ‘Someone’ updates the software on their 
system, and then everything works like it used tosystem, and then everything works like it used to
An IT support organization representative, a local systems An IT support organization representative, a local systems 

administrator, or a knowledgeable computer user:administrator, or a knowledgeable computer user:
 Installs patches or a new version of the O/S (Windows Installs patches or a new version of the O/S (Windows 

 To computer users To computer users –– ‘Someone’ updates the software on their ‘Someone’ updates the software on their 
system, and then everything works like it used tosystem, and then everything works like it used to
An IT support organization representative, a local systems An IT support organization representative, a local systems 

administrator, or a knowledgeable computer user:administrator, or a knowledgeable computer user:
 Installs patches or a new version of the O/S (Windows Installs patches or a new version of the O/S (Windows p (p (

XP with SP2, Mac OS X 10.2 or 10.3, recent Linux or XP with SP2, Mac OS X 10.2 or 10.3, recent Linux or 
UNIX patches)UNIX patches)

 Installs patches or new versions of the communications, Installs patches or new versions of the communications, 
WWW, and distributed applications on the systemWWW, and distributed applications on the system

 Installs new Kerberos clients Installs new Kerberos clients 
And, the user would notice very little in the way of new or And, the user would notice very little in the way of new or 

improved functionalityimproved functionality

p (p (
XP with SP2, Mac OS X 10.2 or 10.3, recent Linux or XP with SP2, Mac OS X 10.2 or 10.3, recent Linux or 
UNIX patches)UNIX patches)

 Installs patches or new versions of the communications, Installs patches or new versions of the communications, 
WWW, and distributed applications on the systemWWW, and distributed applications on the system

 Installs new Kerberos clients Installs new Kerberos clients 
And, the user would notice very little in the way of new or And, the user would notice very little in the way of new or 

improved functionalityimproved functionality



DREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot IntroductionDREN IPv6 Pilot Introduction

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

Local preparation for IPv6 deploymentLocal preparation for IPv6 deployment
What deployment of IPv6 means to a siteWhat deployment of IPv6 means to a site

 To system administrators and network managers To system administrators and network managers –– They learn They learn 
to support new protocols, update system software (and to support new protocols, update system software (and 
possibly some hardware), and then reconfigure, just to keep possibly some hardware), and then reconfigure, just to keep 
everything working like it used to. They need to:everything working like it used to. They need to:
Learn new terminology and concepts. IPv6 is an expanded Learn new terminology and concepts. IPv6 is an expanded 

protocol with more configuration optionsprotocol with more configuration options

 To system administrators and network managers To system administrators and network managers –– They learn They learn 
to support new protocols, update system software (and to support new protocols, update system software (and 
possibly some hardware), and then reconfigure, just to keep possibly some hardware), and then reconfigure, just to keep 
everything working like it used to. They need to:everything working like it used to. They need to:
Learn new terminology and concepts. IPv6 is an expanded Learn new terminology and concepts. IPv6 is an expanded 

protocol with more configuration optionsprotocol with more configuration optionsp g pp g p
Install patches or a new version of the computer O/S Install patches or a new version of the computer O/S 

(recent Linux or UNIX patches) and router O/S(recent Linux or UNIX patches) and router O/S
Install patches or new versions of the communications, Install patches or new versions of the communications, 

WWW, DNS, SNMP, and other distributed applications WWW, DNS, SNMP, and other distributed applications 
on the systems and routerson the systems and routers

New Kerberos application servers, KDCs, et ceteraNew Kerberos application servers, KDCs, et cetera
All to notice very little in the way of improved All to notice very little in the way of improved 

functionality, but with lots of new choicesfunctionality, but with lots of new choices

p g pp g p
Install patches or a new version of the computer O/S Install patches or a new version of the computer O/S 

(recent Linux or UNIX patches) and router O/S(recent Linux or UNIX patches) and router O/S
Install patches or new versions of the communications, Install patches or new versions of the communications, 

WWW, DNS, SNMP, and other distributed applications WWW, DNS, SNMP, and other distributed applications 
on the systems and routerson the systems and routers

New Kerberos application servers, KDCs, et ceteraNew Kerberos application servers, KDCs, et cetera
All to notice very little in the way of improved All to notice very little in the way of improved 

functionality, but with lots of new choicesfunctionality, but with lots of new choices


